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Getting Started

Intended Audience
This manual is intended for IT administrators in their use of Reveal or anyone wanting to learn
more about Reveal. It includes installation instructions and feature descriptions.

Technical Support
If you have a technical support question, please consult the GWAVA Technical Support section
of our website at www.gwava.com. For technical support, call 801-437-5678.

Sales and Licensing

To contact a GWAVA sales team member, or obtain a license please e-mail info@gwava.com or
call Tel: 866-GO-GWAVA (866-464-9282) in North America or +1 514 639 4850.

100 Alexis Nihon, Suite 500
Montreal, QC Canada H4M 2P1
E-mail info@gwava.com

About Reveal

Reveal is an e-mail auditing solution for Novell GroupWise® that provides a quick, safe and
immediate access to a company’s GroupWise® system so executives can review e-mail use for
best practices and security.

Contact Reveal Support

To contact support, please visit http://support.gwava.com for support contact information and

hours of operation.

Email: support@gwava.com
TEL: +1-801-437-5678

Copyright Notices

The content of this manual is for informational use only and may change without notice.
GWAVA Inc. assumes no responsibility or liability for any errors or inaccuracies that may appear
in this documentation. GroupWise is a registered trademark of Novell, and copyrighted by
Novell. Windows, Vista, and Windows 7 are copyrighted by Microsoft. © 2010 GWAVA Inc. All
rights reserved. ® GWAVA is a registered trademark.

Copyright 2010 GWAVA Inc.
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Introduction

Reveal allows authorized users to review the contents of any employee' mailbox, search for
messages based on key words or content and retrieve these messages from GroupWise while
maintaining the security of the system and leaving no hint to the mailbox owner that their e-
mail accounts have been inspected for policy compliance. Reveal provides protection from
information leaks, misuse of company e-mail, and legal liability. Reveal ensures that executives
are able to accurately evaluate e-mail activity so they can properly enforce policy and
procedure.

Product Overview

From a MS Windows workstation connected to the GroupWise system, Reveal shows the
executive any employee’s live mailbox without the need for IT staff assistance. Authorized
executives to review the contents of any employee’s mail box, search for messages based on key
words or content and retrieve these messages from GroupWise.

Live Confidential e-mail Inspection

For legal, human resources and compliance auditors, Reveal provides the ability to maintain
oversight to all e-mail communications within Novell GroupWise. Reveal monitors and scans all
e-mail. This provides protection from information leaks, misuse of company e-mail, and legal
liability. Executives can view live mailbox activity of individual users, and easily monitor
company-wide e-mail communication.

Confidential e-mail investigations
Reveal show authorized users the exact same mailbox that the user sees without any
modification by an outside source.

Licensing

Reveal is licensed per user. Reveal will operate as a demo for thirty days for testing purposes.
Once the demo period elapses, you must purchase a license for the appropriate number of users
on your system.

Copyright 2010 GWAVA Inc.
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Features

VVVVVVVYVYVYVYY

Confidential e-mail Inspection

Mailbox content review

Designed for auditors and legal staff

Search employee mail

Print and export employee e-mail

Confidential process - No modifications are made to the mailbox
Complete logging for review of auditing activities
Supports full search capabilities of GroupWise
View employee proxy settings

View, export, and print employee address book
View, export, and print employee calendar

Minimum System Requirements

YVVYVY V VV VYV

>

.NET framework 3.5 or higher

Novell Client 4.91 (Novell client 2.0 must be installed for Windows 7, Vista,
and Windows Server 2008.)

GroupWise 6.5 with Support Pack 1 or better

Reveal must be configured as a Trusted Application within GroupWise
(Created during installation)

Microsoft Windows 7, Vista, XP, or 2000 with GroupWise Windows Client
v6.5.1 or later

256 mb RAM

10 mb hard drive space

To export into Excel or Word formats, those Microsoft products must be
installed

Network access to your GroupWise system

It is highly recommended, for best printing results, to have Internet Explorer 7 or
higher installed. While Internet Explorer 6 will work, it is not recommended due to
security flaws.

Copyright 2010 GWAVA Inc.
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Installing Reveal

Reveal installs on your Windows XP desktop with GroupWise 6.5 SP1 Windows Client installed
connecting to a GroupWise 6.5 SP1 e-mail system. You do not need to be running GWAVA or
any other GWAVA products to be a Reveal administrator.

i GWAVA Reveal - InstallShield Wizard

Download Reveal from

http://www.gwava.com R eve OTH 'évhﬁlgsr:ERtu thlla InstallShield Wizard for
: evea

Launch the Reveal set up executable. Reduce liability

. L. . A The InstallShield{R) Wizard will install GwaAYA Reveal on your
The first screen is informational: click Meet Legal Obligations computer, Ta continue, click Next,
Next to begin. The executable runs a Profeci Infellectual Property

script to ensure its install wizard is

configured correctly. Click Next.

WARMING: This program is protected by copyright law and
international treaties.,

I Mext > l [ Cancel

License ii? GWAYA Reveal 2.0 - InstaliShield Wizard
Reveal is commercial software and License Agreement --,u .
licenses for its operation must be Please read the Following license agreement carefully.
purchased from GWAVA. Please read

e
the license agreement and click to GWAVA Inc. [ ]
agree to the terms to continue. Click Software License Agreement

Next when ready.

Clicking Back or Cancel will leave your THE FOLLOWING CONSTITUTES THE USER AND SOFTWARE LICENSE

computer unchanged. AGREEMENT THAT IS ATTACHED TO THE SOFTWARE THAT YOU ARE
ABOUT TO DOWNLOAD. [se]
()1 accept the terms in the license agreement

(1 do niot accept the kerms in the license agreement

< Back ]I Mext = l ’ Cancel

Copyright 2010 GWAVA Inc.
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Destination Folder

The next screen is used to select where on your
workstation Reveal will be installed. The default
location is c:\program files\GWAVA\GWAVA
Reveal; however another location can be
chosen. Regardless, a shortcut to Reveal will be
placed on your desktop

Clicking Back or Cancel will leave your computer
unchanged.

The Install Wizard is now ready to create your
Reveal folder. Click Install to place a copy of the
Reveal software on your workstation. Clicking
Back or Cancel will leave your computer
unchanged.

The wizard will install Reveal. Click Finish to
close the installer. You can also enable the
Launch GWAVA Reveal checkbox to launch the
software immediately.

What’s Next?

The software has been installed, but now it
needs to be configured. This is merely a matter
of letting Reveal know where your GroupWise

iz GWAVA Reveal - InstallShield Wizard

Destination Folder

Keveo
Click Mext b install ta this Folder, or dick Change ko install to a different Falder,
G Install GWwava Reveal ta:
Ci\Program FlesiEway s GWavs Reveall,

[ < Back ][ et >

J |

Cancel

|

ii? GWAVA Reveal - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install ko begin the installation.

If wou want to review aor change any of your installation settings, click Back, Click Cancel to
exit the wizard,

[ < Back. “ Install Caneel

J [

i GWAVA Reveal - InstallShield Wizard

InstallShield Wizard Completed
evea P

Reduce liability
The InstallShield Wizard has successfully installed GWAVA

Meet Legal Obligations Reveal. Click Finish to exit the wizard.

Protect Intellectual Property

[[] Launch GWAVA Reveal

mail system keeps its files. Make sure to copy

the license file to the program location or Reveal will not function.

Copyright 2010 GWAVA Inc.
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Reveal Licensing

For Reveal to function correctly, the license file, (“license.pem”), must be copied into the
program install directory prior to program use. By default this is located at:

C:\Program Files\GWAVA\GWAVA Reveal

Always keep a copy of your program license for archive and backup use. The license must not be
renamed, and must be called ‘license.pem’.

If you need to obtain a license for Reveal, contact Sales at:
info@gwava.com

Tel: 866-GO-GWAVA (866-464-9282) in North America

or +1 514 639 4850

100 Alexis Nihon, Suite 500

Montreal, QC Canada H4M 2P1

GWAVA Reveal

Upgrading from a previous

Ve r S | O n \_?/ This setup will perform an upgrade of 'GWwaya Reveal'. Do you want to continue?

The Reveal Installer also contains an updater =

for upgrading older versions of Reveal.

» Launch the installer. If the installer has a
version of Reveal that is newer than is 1% GWAVA Reveal - InstallShield Wizard =
installed, a dialogue box will be presented m::sﬂeRa .tagf InstallShield Wizard for
asking whether an upgrade should be
applied. Click Yes to continue. iatadial The InstaliShieldiR) Wizard will sllow yau to modify, repair, or

> Click Next to apply the update and Finish Mestieodl CoRaeliong romas GAVA Revesl To caninue, cidkiext
when complete.

» The Installer also has the ability to modify
an installation by selectively applying new
features. Run the installer. Select Modify.
Select the specific features required, then
click Next and Install.

» Do not forget to install the new license.

Protect Intellectual Property

Mext = ] l Cancel l

Copyright 2010 GWAVA Inc.
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Using Reveal

From this elegant interface, executives can examine their users’ mailboxes instantly. The
toolbar and menu system provide easy access to program functions. Reveal is organized with

users to the left, and information to the right. To open a user’s account, double-click on the
desired user. Single clicking will only select, while double-clicking opens an item, mailbox, folder,
or user. All columns in the information window can be set as filters to sort data. Reveal also
displays the active user and auditing file or method directly on the bottom of the interface.

GWAVA Reveal

File Execute Settings Administrator Help

DRgeck to Reload Search messages Export messages Print messages Print setup Proucy report

3

)

Find a user: | <type herex Subject

Il Refresh mailbox of selected user \I‘
=] ""‘ bittersystem \

T Logged into
=7 po .
3 admin {admin adrministrator) GroupW|se system
= a chris {chris chris) -
T Addresshooks (3)
B Procy-rights (2)
=y Mailbox (2127)
A, Sert Ttems (0)
[ Calendar (0}
T Contacts (0)
| '] Documents (0}
[off Checklist {0}
[ Work In Progress (0}
Cabinet {0}
% Trash (1) User account
a david { david) .
8 frank( frank) < list
8 iames ( james)
3 lindy § lindy)
a tom § kam)

Toolbar

Auditing method or file

Active user account

FAm| [>
Logged in as admin administratar Auditing ko textfile C:\Program Files\GWaAYAGWAYA Revealilogs)auditing\REY-AUDIT-20091 1 17-admin. bitter TXT
==

Connecting to the GroupWise System
Connecting for the first time successfully involves nothing more than pointing Reveal at the
database where GroupWise mail is stored on your network. (The first time you connect to a
GroupWise system, Reveal creates a Trusted Application Key. [§

GWAVA Reveal

File Execute Settings Administrator Help

Allow a few minutes after key creation for the Trusted App.
Key to be propagated through the system to ensure Reveal
has access.

Select Connect to GroupWise system. A screen will be presented asking you to identify the path
your primary domain directory and provide appropriate credentials.

Copyright 2010 GWAVA Inc.
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Step 1.
In order to connect to GWAVA Reveal
the GroupWise system,

you must have access to

the GroupWise domain

Step 1: Log in to the desired GroupWise system
data baser elther th rOUgh It seems that Groupiise is already running and that you are logged in, This doesn"t necessarily mean that you are

logged in ko the desired Grouptise system, Please make your selection:

the local machine or over

Select the account you wank ko use: User I0:

th e netwo rk' (If USIng a () Use current lngged in account Password:
SAM BA Sha re, yO u must () Use other login credentials Address:
select the ‘Use SAMBA’ Port:
box). N i

Step 2: Select the GroupWise primary domain
|f yOU are already Signed- Select the domain direckory: [11192,168, 1,105 ymailidom, E]

. . Lise SAMEA

on with a GroupWise
client, then you may use Step 3: Decide how to retrieve the GroupWise objects

‘four rights bo the Groupswise domain directory enable wou ko:
the current account.

() Retrieve all objects From the live' GroupWise system and (re)create the cache File For ather users,

Otherwise you will have

() Retrieve all objects from the cache File,

to provide credentials.

[0]4 Cancel

- ? Irvy]
Step 2. Select the PRIMARY domain database ? X
Look in: | (23 dom M [« ==
. Y (Zimslocal
You must browse to the Domain Swpesin

M ;\ = 3
database. Select the “...” browse button. Documents | [Sgwpants

== | wpoffice
Fr
(2 wpt

A dialogue box will be presented.
Navigate to the GroupWise database.
To license your copy of Reveal, write
access is needed to the Domain
Directory of your GroupWise system.
Locate the file called wpdomain.db.

My Documents

Iy Camputer

Select it.
‘g File name: wpdaomain M
by Metwork, Files of type: wpdarnain M
Step 3.

Select which objects to retrieve from the live system, or to retrieve from the cache file. Make
sure that you select to read from the live system the first time you connect in order to create a
cache file. (Reveal creates and saves the cache file in the domain directory.) Caching objects in
the system speeds up Reveal’s system and leaves the GroupWise system free from initial traffic.
The cache mechanism is for performance improvement only.

10
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Default Password
You will be asked for your case-sensitive Reveal password. For new installations, your default
administrator password is GWAVA (all capitals).

Login

This completes the installation and first run
requirements. The network—and users in it—will

now appear in the left-hand pane. You can now

use Reveal.

REMEMBER to change the default password!

After logging-into Reveal for the first time, select Administrator | Change password from the

program menu to change the Reveal system Change password

password.

QoK ] [ Cancel

GWAVA Reveal v
e

The configuration page will be O3

Reveal Auditing

shown by default if auditing has not

been previously setup. If previously
. . . (O Use Redine for auditing. IF Redine becomes unavailable, auto-Falback to textfile auditing,
Set u p, th 1S CO nflgu ratl onm ay be (2 Use Redine for auditing. IF Redine becomes unavailable, shutdown Reveal,

(#) Use simple textfile auditing only,

Decide which auditing method to use

@®

accessed through the program

Mote: If no auditing is possible, Reveal will shutdown immediately!

menu. (Adminitrator | Reveal
auditing ) ReVeaI Aud|t|ng keep Configure Redline auditing settings @

. — |:| Redline - Complete GroupiWise

. erver IP address: Monitoring and Reporting at your
logs and track of which users B Fingertps, Mare information here
connect to the system, and which Server timeaut {ms) 300

Registration name: | 7

operations were performed, at

Registration code:

which time. Auditing can be

performed by Si m p|e text file, or Configure textfile auditing settings @

Reveal may integrate with GWAVA

Auditing direckory: |C:1,Program Files| G Al A GIAAYA Revealllogsiauditing |E]

. ]
Maximum logfile size (kb): M

Redline. Mrium fres dsk specs Ve 50|
Mote: Make sure users have read/write access to the chosen auditing directory.
Select the desired method and ——

enter the required information.
Select OK to continue.

11
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The Menu system
> File

o Close

> Execute
o Connect to GW system
o Search Messages

> Settings
o Languages
L] Dansk
L] Deutsch
. English (the default)
L] Nederlands
o Create LogFile

> Administrator
o Change Password
o (Re)Create Trusted Application Profile
o Reveal Auditing
o Reveal rights
> Help
About GWAVA Reveal
o GWAVA Reveal on the web (links to GWAVA.Com)
o Registration (Enter license)

o

Create Log File
The debuglog.txt file is useful in diagnosing Reveal’s behavior and improving performance. It is
stored in the Reveal program directory.

(Re)Create Trusted Application Key

The creation of a new security key for connecting to your GroupWise database may be required
on occasion. Note - Selecting this option may require that you wait one or more minutes before
the key enters operation.

Reveal Rights

Reveal allows different users to be setup with specific rights to different accounts and domains.
By default, users will have the same rights to accounts as they do in the GroupWise system. For
Administrators, those rights will be global. All other users will only have the rights that have
previously been granted, or which are granted in this system.

GWAVA Reveal - Rights editor
There are two sections to the

Reveal rights which may be

. re Wm
modified, Global and e
Here you can define the glabal rights of Reveal. These global rights are then applied ta @ = Make the abject visible to the selected auditor
H every Reveal auditor. You can et the wisibilty of an object to either visible or invisible. ) . .
PerSOhal rlghtS. Flease keep in mind that if you hide an object for the auditar, all objects belaw it will be @ = Make the obisct invisible to the selected auditor

hidden tao. For example, if you kide a postoffice, all subzequent uzers of this postaffice
will be hidder too.

. atus info 72} bittersystem
The Global rights menu s = 2 b
Local settings fle used: =0 ® dm
modifies the rights to the C\Program Files\GWAVANGWAVA Revealsettings iri 50 & po

] 3 admin [admin administrator)
entire System. Global rights' Primary domain location: @ 8 chiis [chis chiis]
44192.168.1.1 05 mail\dom' @ a david [ david)
H [} a frank [ frank]
when set, override any —_ : g ek
i i maisdom'gsystem. smi bt liy (fincy]
personal rights which have WISR168.1 108\ maldont gyt o 3 tomitem
been previously set. Pighs e uzed

Y4 192.168.1.1054mail\dombuserrights. ini

12
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Personal rights allow
individual rights to be set for

each selected user to allow or

. Select an auditar below and defing its rights in the tresview at the right. The given rights @ = Make the object visible ta the selected auditor
deny access to specific o e e or o et oy ol . g o P @ = Object willbe visible dependant on the global ights

example, if you hide a postoffice, all subsequent users of this postoffice will be hidden. © = Make the object invisible 1o the selected audtar
Perzonal rights overule Global rights!
accounts. = g} bittersystem = 15 bittersystem
= @ dom =9 @ dom
ONLY the SEIeCtEd user's - QEPD o J@; admin [admin  administrator]
rights will be modified. To 3o o o
. . 8 frank [ frank) o 8 fank [frank)
modify a user’s rights, you B fanes jamcs) 5 B fames | janes)
. . 8 lindy [ lindy) 2 3 lindy [ lindy)
must first select the desired 8 en(tom) 5> 8 emiton)
user. ]
= 1% bittersystem

To modify rights for either Global or Personal, the item =0 ® dom
or user which rights are to be granted for must be =@ ¢ po
modified. On mouse-over, a down arrow appears next s[v| 8 admin (admin administator]
to each user. Select the down-arrow and then select ® |8 chris [chis chiis]
the setting desired. (Hidden, dependent on global u 8 david [ david]
rights, or shown.) ) 3 frank [ frank]

Reveal 2

GWAVA Reveal - Rights editor

NOTE: Auditing and admin rights also depend on the rights of the logged-in Novell account. For
an auditor to have rights to see other account’s mailboxes, their Novell client login must have

read and file scan rights to the primary domain. Limited rights auditors logged in using the

admin Novell account will be able to change their own rights within Reveal.

About

This informational screen presents information about your Reveal installation. It is useful for

determining which build version is in use and other general debugging requirements.

Copyright 2010 GWAVA Inc.
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Finding Users

GWAVA Reveal

File Execute Settings Administrator  Help

Reveal 2

& Q

=]
) - -
. p 7
Q K% Lip N7 & Reveal
st co G svster Connect bo Reload Search messages Export messages Print messages Prink setup Proxy repork

Find a user: | <type hera Find | [From |subject |Date | owner

I Refresh mailboy of selected user

=] bittersystem

%E} dom

B ¢ po
3 adrmin {admin adrministrator)

2 3 chris (chris chris)
Addresshooks (3)
@& Proxy-rights (2)
- Mailbox (2127)
' A8 Sent Ttems (0}
2 Calendar (0)
Contacts (0)
| '] Documents (0)
- [ Checklist (0)
i (%7 Work In Pragress (0)

- [] Cabinet {0}

i T Trash (D)
- B david { david)
- B frank{ frank)
- B james { james)
- B lindy (lindy)

8 tom (tom)

< ||||] [i]

Logged in as admin administrakor

Auditing ko textfile CiProgram Files\Gwayvalawaya RevealilogslauditingiREY-AUDIT-20091117-admin, bitter, TXT

i . |chris i
To examine a specific user’s mail account, select FIGE Lﬂ]l
the user from the list of accounts. To locate a = Q GWS5Y52
. ) = @@ gwadom
user, use the Find a user field. Enter a name and s @ awpn
click the Find button. Note - the Find field only - @ charles (Charles taite)
locates users from the list, it does not search for - & ichrism (Chris Magliocco)
content. - & melissa { mitchell
- &} sean { peters)

Contacts and Calendars
Once Reveal connects
to a user mail box,
access is gained to that
user’s address book and
calendar data.

El & Addressbooks (3) ‘ ||
& Novell GrounWise Addres. ..

LT  Addressbook i 1o x|

& Taylor

& Proxy-righ

(§2 Mailbox (C |E—Mai| Type \E~Mai| Address \Commenl:s CreateDate \LastModificationDate |User D |First ams
& sent Ttem i NGW a@gwava.com 06/01/2005 10:22:51 am  06/02{2005 03:00:57 pm  admin
[ Calendar 1 ayiore@vide.ca taylorc@vide.ca 06/23/2005 12:44:38 pm | 06/23{2005 11:38:31 am  taylorc

&l Contacts

3 &) Document

(&) Autho

() Defau

Checklist
% Wneri II: F'( INumber of addresses: 4

- L F

tc@gwava.com tc@gwava.com 06/23{2005 12:02:54 pm | 07/11/2005 05:09:25 pm  kc

N

14
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Searching Messages

Reveal 2

The Search messages button presents the content searching tools
window. From this screen, administrators can search for any content, attachment or element of

any e-mail.

Users
Subject
Message text

YVVVYVYY

location)

! Search messages

Export messages

&7

Print messages

Run, load and save searches

Any field (any key words in any

YVVYY

Sender
Recipients
Attachments
Size

Date Range

%9

From

To

Subject

Date

From this screen, you can search all mailboxes for
specific content.

To use this functionality, specify the search criteria in the
tabs below, (select user-mailboxes ko search in, specify bext
to search for etc.) and click on "Execute search”,

Optionally, you can save the created criteria For later use.

[@ Open search criteria] [ P Execute search! ]

& Save search criteria
& Clear searchcriteria

Currently loaded criteria:

81 Users

J Subject

d Message text

“;'.\( Any field

fg\ Sender

|~ Recipient{s)

ﬁ Attachments
a Size

_.'_lﬁ Date range

3 |

2]

Search criteria is accessed from the toolbar on the left, organized under categories. To modify a
category, select the desired category then add, remove, or define the desired criteria.

Copyright 2010 GWAVA Inc.
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To perform a search, fill out the desired criteria and click the Execute Search button. The search
window will appear and require the user to select the Start button. Searches on large mailboxes
may take some time. Select the Start button to continue.

& Search

| Skip this mailbox

[CIkeep existing results Q Click Start to search Start Close

When the search has completed, you the search window will display the total number of
messages searched and loaded. Click the Close button to continue to the search results.

tom { tom) =

—
4254 | Skip this mailbox
103 {

22710
515

[Ckeep existing results o Ready Start Close

If the search results are excessive, specify more restrictive criteria.

16
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The column titles are clickable and can be used to sort your messages.  subject ’ The directional

triangle indicates the sorting direction of the active column.

¥ Search messages

Prinkt messages

Export messages

specific content.

to search For ek, and dlick on "Execute search”,

From this screen, you can search all mailboxes for

To use this Functionality, specify the search criteria in the
tabs below, (select user-mailboxes to search in, specify text

Optionally, yvou can save the created criteria for later use,

’@ Open search criteria ]

’ D Execute search!

\_% Save search criteria

From To Subject |Date i [’\
<kennels@tdbank.cax <chris.po.dom = Re: where was the cute girl? 2002101131 1:08:[ E
<chris@ibuycrap.org= <"rlaird@natsource RE: Z001/08/09 9:43;
<chris@ibuycrap.org= <"sales@varsitychr RE: Grand Cherokee Z001/08/28 5:11:
<chris@ibuycrap.org= <"rlaird@natsource RE: 2001/08/14 10:5:

<chris@ibuycrap.org=
<chris@ibuycrap.org=
<chris@ibuycrap.org=
<chris@ibuycrap.org=

d Message text

‘1‘,\; Any field

«chris@ibuycrap,org=
«chris@ibuycrap,org=

fg\ Sender

=] Recipient(s)

«chris@ibuycrap,org=

ﬁ Attachments

E} Size

__3} Diake range

<]|||||

<ssinclair@simsfurniture, com

<dbrown@natsource.caz
<judy, perdomo@ca, pweglobal .com

<advdfeedback@investaols, com =
<angela.meculloch@ibuycrap,org =

<"tlaird@natsource
<"flemingryan99@

<"kerrie. murray@t

<"migeorge@deloit
<chris.po.dom =

<chris.po.dom =

<"tamara.|.utschi@
<"sales@varsitychr
<"sales@varsitychr
<chris.po.dom =

<"carlos, korres@ib
<"dawn,doucet@ib

RE: A pleasant thought For long term investars, .,
RE:

RE: Good Mews!

RE: supper

Re: Stickley Furniture

<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org=> <"flemingryan9@ RE:
<chris@ibuycrap,org= <"tlaird@natsource RE:
Currently lnaded criteria: <chris@ibuycrap.org=> <"traci.mcbride@ra RE: Hello
- <chris@ibuycrap.org= <"rlaird@natsource RE:
_ <chris@ibuycrap.org= <"tlaird@natsource RE:
87 Usere <chris@ibuycrap.org= <"rlaird@natsource RE:
<postmaster@blakes.com:= <chris.po.dom = Returned Mail: Error During Delivery
] subject «chris@ibuycrap.org s <"kennelS@tdbark RE: where was the cute girl?

RE:

Meed address for your tax organizer, please!
RE: Grand Cherokee

RE: Grand Cherokee

December 31, 2001 - January 4, 2002 Edition
FW': IS West Hydro on the Rise, Demand Low -
Employment Contrack

<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org= <"rlaird@natsource RE:
<chris@ibuycrap.org= <"dawn, doucet@ib

«chris@ibuvcran, oraz <"tlaird@natsource RE:

2001/09/20 3:42;
2002{01/10 4:20;
2001/08/24 10:5;
2001/11f20 12230
2002{01)24 4:36:
2001/08/29 11:3;
2001/08/01 1:55:
2001412{12 12:3¢
2002{01)22 11:3¢
2001/08/14 12:4¢
2001/03/09 9:58:
2001/08/09 9:37:
2002{02{01 10:1¢
2002{02/01 9:58:
2002{02{06 2:43:
2002{02{06 11:0:
2001/08/27 2:57:
2001/08/29 7:30;
2002{01/03 1:40;
2002{01/28 4:37:
2001/09/13 12:4;
2001/08/09 8:35:
2001/08/29 11:3;
2001/08/21 7:35:
2001/12{11 8:12:
2001/08/14 9:42;
2001/08/22 6:13:
200140821 ?:3)1: .

Click on a mail message to
read or export. Note that for
any message attachments,
the attachments still require
their programs. For
example, to read a
Microsoft Word document
that was attached to a mail
message, you must have
word installed.

& Open message

Copyright 2010 GWAVA Inc.

x 3 En @ =) H E = |
Close Forward Mext Previous Prink Save
From; <postmaster@blakes. com>
<chris.po.dom> <lindy.po.dom>
Returned Mail: Error During Delivery
2112002 10:16:11 AM
—————— Here is wour List of Failed Recipients ——— [A]
=phillip.laflaire@blakes.cam>
|
Requested action not taken: mailbox unavalable. [SMTP Error Cade 550]
———————— Here Is Your Returned Mail —-----
Received: FROM postmaster ibuycrap.org BY brginet1 blakes,com ; Fri Feb 01 12:15:37 2002 -0500
Received: from nahou-msmswi 1 p.corp. ibuycrap. org (nahou-msmsw(1p.corp.ibuycrap.arg [24.72.56.73])
by postmaster.ibuycrap.org (8, 10,1/8.10,1fexternal_corp-1.08) with ESMTP id g1 1HEs029758
for <phillip.laflaire@blakes.com:; Fri, 1 Feb 2002 11:14:40 -0600 (CST)
Received: from nahou-mscnx04p, corp.ibuycrap,org (unverified) by nahou-msmsw01p.corp.ibuycrap, org
(Content Technologies SMTPRS 4.2,5) with SMTP id <T56cdcfebdSc0adtetc498@nahou-msmswilp.corp.ibuycrap, oras For <phillip, laflsire@blakes, com:;
Fri, 1 Feb 2002 11:14:37 -0600
Received: from MACAL-MSMERO1Y, carp.ibuycrap.org ([24,72,58,73]) by nahou-mscrx04p, corp.ibuycrap,org with Microsoft SMTPSYC(S,0,2195,2966);
Fri, 1 Feb 2002 11:14:25 -0600
¥-MimeOLE: Produced By Microsoft Exchange Y6 .0.5762.3
content-class: urn:content-classes:message
Subject: Mirant Canada - Mark ko Market Calculations
MIME-Version: 1.0
Conkent-Type: mulkipart/mixed; boundary="----_=_MextPart_001_01C1AB43.B2238F60"
Date: Fri, 1 Feb 2002 10:12:58 -0700
MAIL FROM: <sandra@qwava.com> [v]
Mime:. 522
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Search Criteria
This feature lets Reveal administrators save often used searches. Reveal has several default searches

.

From this screen, you can search all mailboxzes for
specific content.

installed as examples.

' -5 0pen search criteria |

Ta use this Functionality, specify the search criteria in the
tabs below, (select user-mailboxes ko search in, specify text
to search For etc.) and click on "Execute search”,

The Open Search Criteria button presents a new window with Optionally, vou can save the created criteria For later use,
search scripts for your selection. The default example searches X e
are:

Default — Empty (any search criteria)

Date Range —1-5-2005 and 1-10-2005 Curently loaded crteria:

Too Big - All mail larger than 2 mb R ——

Unwanted attachments — All mail with non business- | g3 .
related attachments like mp3 and avi

Unwanted senders — All mail from unwanted senders
that have attachments

J Subject

YV VVVYV

;j Message bext

“;}y Any field

| P> Execute search! ' % sender

| Recipient{s)

Click the Execute button to run the search B attachments
E’) Size

__l} Date range

| S 5ave search criteria .

The last search can be saved by clicking the Save
search criteria button. <. Save search criteria

You will be asked to name the search, and Description of this searcheriteria:

Users outside art/marketing depts. mailing jpegs

provide a description. Click OK once the
description has been entered. Please use a plain
text description that will be easy to understand in
the future.

Clicking Search now will show your saved search
in the list of available actions.

Note - Searches are stored in the GWAVA Reveal/Searches directory and can be directly edited by the
more technically-minded.

Adding search criteria
When saved search criteria is loaded, the Add to existing criteria if possible checkbox allows complex
searches to be built quickly. It adds the characteristics of the selected search to your existing search.

18
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Exporting Search Results
To save a specific mail, or a range of mails, right click the results window. This presents a drop-down

menu with the following options:

Open message

» Open Message Save message(s)
> Save Message(s) Faorward messagels)
» Forward Message(s) Show/hide columnns »
» Export message list : I'

o As HTML document Print messagelist |

o As CSV document Prink messages) as HTML document

o As MS-Excel Document Export messagelisk 3 as C5Y document
» Save Result List Export messagels) as M3-Excel document
> Open Result List

Result Lists
Results can be saved by right-clicking. Note that a range of messages can be selected. Previously saved
result list can be opened.

Save As ? X
Savein | ) Searches [vl 2 3 e -
\ = Daterange search;
4 :3 aulk.search
ty Recent mysearch.search
Documents =l TooBig.search
= Urwantedattachments search
|_ UrwantedIenderswithattachments.search
Desklop
My Documents
tdy Computer
‘% File name: searchresults [vl
My Metwark | Save as type: [v]

Copyright 2010 GWAVA Inc.
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Users
To search the mailboxes of specific accounts, click the Users tab.
Then select the user or users to be included in your search.

Subject

To search the mailboxes for mail using specific subjects, click
the Subjects tab. Then select the user or users to be included
in your search.

> Using the Any keyword function returns the
broadest range of results

» Using the Keyword(s) in list feature by selecting
words from the list presented to narrow a search

To edit the keyword list select the Edit the keyword list button to open the
keyword list menu. Select the action you wish to perform. Keywords must be
present for some functions to work. (ie. You cannot Select all, Edit, or Remove

keywords from an empty list.) After desired

GWAVA Reveal

keywords have been added, the list can be saved,
Mew keyword:
loaded, and added to other lists. |

O all users
(® Selected users only

EEE
| & ¢ gwzdom
= § awzpo
[J @ charles (Charles taite)
a chrism {Chris Magliocco)
O a melissa { mitchell)
O a sean { peters)

0 any keyward
(=) Keyword{s) in list:

For this keswword list do:

() Find ALL keywords (=) Find MY keyword

’ Edit the kewwaord list

Edit the kewward list

Select all

Deselect all

Edit keyword

Add keyword
Remove keyword
Save keyword list
Load keyword lisk
Add list ko keyword

‘[ Cancel ]

The Keyword list window is used for the Subject, Message
Text, Any Field, Sender, Recipient(s), and Attachments criteria.
Each search criteria requires the specified keywords under that
search tab to be found in their respective areas.

Message Text

To search for mail using specific text strings, click the Messages
text tab. Then select the user or users to be included in your
search.

Copyright 2010 GWAVA Inc.

(1 any keywaord
(&) Keyword(s) in list:

v keywords

Far this keyward lisk do:

() Find ALL keywords (%) Find &y keyword

i Edit the keyword list

20
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Any Field

To search all fields in mail messages—not merely subject lines, to and from headers—select the Any

Field tab.

Sender and Recipients

To search for keywords in mail sent by users on your network, click the Sender tab. To search for mail

recipients of mail with certain keywords, click the Recipients tab.

Attachments

Click the Attachments tab to search for documents and
files appended to e-mails in your system. There are two
options for helping narrow your searches for
attachments:

» Message MUST contain an attachment - This
returns all mail with attachments

> Attachment type in list (Select the
attachment type required for your search.)
This narrows search results

Size

To search the mailboxes for e-mails based upon the size,
click the Size tab. There are four options for helping
narrow your searches for attachments:

Size doesn’t matter (the default)

Small (Less than 5 k)

Average (5kb-500kb)

Larger (Larger than 500kb

Custom size (insert operator with value)

YVVVVYVYY

Message MUST contain an attachment
Attachment byvpe in list:

Far this kevward list do:

(IFind ALL keywords (%) Find &MY keyword

’ Edit the keyword list l

_

() Size doesn't matker

() small (smaller < 5 Kb

) Awerage (SKb - SO0KE)
(") Large {larger than S00KE)
O Cuskom size

B kb

21
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Date Range

Reveal allows administrators to search for messages by date.

Months

The default is to report all messages (the date doesn’t matter option). To

narrow a search to within a date range, click on
the calendar to choose a Start Date and an End

Date. (") Date doesn't matker
(%) Use date range

The greater left and right arrows can be used to
navigate months and years.

[ s skarkdate ][ #s enddate ]

|2|:u|39;1 1j23 | |2|:u|3911 1)23 |

22
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Export Messages

At any time after connecting to the GroupWise system, Reveal can export

messages from multiple or single mailboxes in the system. To Export
messages, select the Export Messages button from the toolbar to launch

the export utility. The Export utility can also be started from the right-
click menu. This is most useful when export is desired for only a few messages. Select the message, or
multiple messages using ctrl-click, then right-click on the messages and select Export message(s) from
the right-click menu.

The export utility guides through the process of selecting and exporting mass amounts of messages from
the system.

From the export utility, select either All currently selected messages or Complete Mailboxes as your
export source.

GWAVA Reveal

What do you want to export? @/}

() all currently selected messages

(%) Complete maiboxes

Select which mailboxes to export @/}
User accounk(s): admin chris dawid |B
Mailboxes selected: 3 users selected

export incoming shared Folders

Export options @/}
Export Format: | TMIME Iil
Export to location: |c:'l,reveal expark |E]

Minirmum free diskspace (ME):

Exclude these attachments: mime, 522
[Ttext.him [ Advanced export options ]

23
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If you are exporting complete mailboxes, select

GWAVA Reveal

which users you wish to export. Click the ...
browse button to select the desired mailboxes from
the GroupWise tree.

= g% bittersystem
EIE) dom
=L po
; a admin {admin administrator)
{2 chris (chris chris)
i david { david)

Messages can either be exported in MIME, or 0§ frank( frank)
Advansys Archive To Go format. The export utility I:| 8 iames ( james)
asks where to export the files to, and defaults to E g 'tlzfnv((tlcl::nd)y)

the C:\reveal export directory.

Users may also select to exclude the mime.822 and, _ l—‘
o

or text.htm attachments to messages in the export
list.

Advanced export options allow the exclusion of all attachments and the option to Use the personalized

subject when available.

GWAVA Reveal

Use personalized subject if available

DDD MOT export any atkachments
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Proxy Report

Reveal can generate reports on which user has proxy rights applied for other
accounts. First, select the Proxy report button from the toolbar to launch the

utility.

GWAYA Reveal

Select the mailboxes to include in the proxy report @
User accountis): adrrin chris darvid | IZ]
Mailboxes selected: 3 users selected

User Fead tasks Wirite tasks Subszcribe to alarms Subscribe to natifications | Matity prefsirulesigro

[

l i_reate repark | ||

GWAVA Reveal

You must specify the Users the proxy report will include.
Entire post offices may be selected, or individual users. To
select the users, click on the ‘... browse button to launch
the user selection window, and select the desired users
from the GroupWise system tree.

When the users have been selected, click the OK button to
return to the proxy rights utility. Select the Create report
button to generate the report for the desired users.

= m hitterswstem

=¥ dom

=g ro

! 8 admin {admin administratar)
[#] 8 chris {chris chris)
QLdl . dzvid [ david)
I8 frank( frank)
I:‘ a james ( james)
SO 8 tindy lindy)
L n tom { tam)

Lo ML caee |

25
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When the report has been created, you are immediately prompted to save the report. By default, all
format options are selected and will save in the specified locations.

GWAVA Rewveal

Save ko HTML file

|C:'|,Documents and SettingsibriceiMy Documents|proxyreport, html “ I

Save ko C5Y file

|C:'|,Documents and SettingsibricelMy Documentsiproxyreport, csy “ I

Save ko XML file

|C:'|,Documents and SettingsibricelMy Documentsiprosxeyreport, xml “ I

[ e | conce |

Select or deselect the file formats and change locations as desired, then click Save. If you select Cancel
then the proxy report will not be saved and must be recreated to be viewed later. Once saved, the report
will be displayed.

GWAVA Reveal

Select the mailboxes to include in the proxy report @
User account(s): admin chris david | IZ]
Mailboxes selected: 3 users selected

User Proxy account Read mailfhone Write mailiphone Read appoirtments Write appoinkment

admin administrator

chris chris (chris) =8l uzer accesss - - - -

acmin administrator - - - -

david {david) =8l user accesss - - - -

£ | >

26
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Connect to Reload

Reveal can connect to a Reload system to browse a backup of the live system instead of the live post
office. This can be used to browse the mail in a backup either to view deleted items, or to relieve the
pressure on the live system.

To connect to a Reload system, select the Connect to Reload button from the
toolbar.

GWAVA Reveal

-
-

Edit the list of Reload postoffices

Postoffice name |IP address § dns name pork | add
po

Edit

Delete

[8]'4 Cancel

Reveal will open a window listing the post offices in your system. To connect to the Reload system, the
address and port of the archive must be specified.

GWAVA Reveal

.
-,

Postoffice name: ||

IF address: |

Cancel

Specify the connection information and select OK. While Reveal is connected to a Reload system, the
Connect to Reload button on the toolbar will be highlighted. To disconnect
from the Reload backup and return to the live system, click on the highlighted Q

button to switch the Reload connection off. Conneck ko Reload

NOTE: To access the Reload post office backup, the Reveal Trusted Application Key must exist in the
backup; Reveal cannot access Reload backups before the Trusted Application key was created.
27
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Appendix 1: Troubleshooting

There are only a few reasons Reveal may have issues during operation.

> You are not able to connect to the GroupWise system - Ensure that your Reveal installation has access to the wpdomain.db
> You are not using a GroupWise Client v6.5.1 or later

> You are not currently logged into GroupWise during operation of Reveal

> Your Trusted Application Key is invalid and must be recreated

> User mailboxes are disabled

% Display product, network, and post office information

Groulese version Fle Edt View Actions GWAVALEls GWAVAFavortes Tooks Accounts Window ()
@ addressbook [@ S Q | GENewdal v EpNewnppt - Giphew] o Topics

‘What's New

Ensure your GroupWise client—the mail e
About GroupWise

program installed on your PC—is at least
GroupWise 6.5.1 or later. To check, launch Novell. GroupWise. 6.5
your GrOUpWiSE client. ] Christmas Time For

GWAYA message
Dental Appointment:
Using External Coding

Select About GroupWise from the Help
menu.

N ppp————— N OV e |l.

Progiam Rielease:  6.5.4 2/8/2005 (c:\novelhgroupwise\arpwise. exe)

window. It must say ‘GroupWise 6.5.1’ or e D

Path to Post Office: C:\Novell\Group\wise\gwstrbin

Note the Program Release field in the pop-up

later.

| Connecting to 129.168.110:1272

Click OK when done.

If you cannot connect to users’ mailboxes

User accounts are no longer enabled. Ensure Reveal is operating in on-line mode and not caching mode
to ensure that the user list is up to date. Also check that you are logged into a GroupWise mailbox of a
GroupWise system with which Reveal is to be used.

GWAVA Reveal

Errar accessing this mailbos, This account could be disabled, expired or wou could be connected to another Group'Wise system yvou
want ko use Reveal against. IF this behaviour occurs For all users check whether your Group'Wise client is lagged inko the swstem wou
want ko run Reveal against or try to recreate the Trusted Application From the "Administrator” menu, Wait up to 1 minute to let
synchonization take place.

28
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Tip! - Create Log File

Reveal 2

Enable log file creation from the Settings Menu. The Log file is useful in debugging Reveal’s behavior and

can be found in the Reveal program directory with the name debgugginglog.txt.

Re-run the installer

The Reveal installer has a built-in repair function. Launch the installer, click the Repair button, Next and

then Install.

i'e!*'# GWAVA Reveal - InstallShield Wizard

Program Maintenance

Modify, repair, or remove the program.

) Modify

iz

@ Repair

i

(:) Remove

L

Change which program Features are installed. This option displays the
Cuskom Selection dialog in which wou can change the way Features are
installed.

Repair installation erraors in the program. This option Fixes missing ar
corrupt files, shortcuts, and registry entries.

Remove GWAYA Rewveal From wour computer,

= Back. ]i Mexk = ‘ [ Cancel

Copyright 2010 GWAVA Inc.
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Appendix 2: Uninstalling Reveal

Removing Reveal is a straightforward, entirely automated process.

Launch the Reveal set up i GWAVA Reveal - InstallShield Wizard =
executable. Click the Remove radio Program Maintenance
button. Then, click Next Modify, repair, or remove the program,
. , .
) Modify

Zuskom Selection dialog in which wou can change the way Features are

@ Zhange which program Features are installed. This option displaws the
installed.

) Repair

Repair installation errars in the progrann. This aption fives missing ar
corrupt files, shortcuts, and reqistry entries.

@ Remove
@ Remove GWAYA Reveal From wour computer,
e |

l < Back ]i Mext = I [ Cancel l

{2 GWAVA Reveal - InstallShield Wizard

You will be asked to confirm the Remove the Program

removal. If you wish to proceed, ¥ou have chosen ko remove the program Fram your system,
click Remove. If not, click Cancel to

. . Click, Remoyve bo remove Giw'asa Reveal From yvour computer, After removal, this program
leave your Reveal installation will no longer be available for use.

untouched. If you want to review or change any settings, click Back.

The installer will then remove the
program from your computer.
Once this has been accomplished,
click Finish.

< Back ]i Remave I [ Cancel ]

30
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Appendix 3: Search Scripts

Below is an example of the search criterion script for non-business-related attachments. Saved scripts
are in the GWAVA/GWAVA Reveal/Scripts directory. Here is what a sample script looks like in its raw
form.

[Description]
SearchDescription=All mail with unwanted attachments like mp3, avi, etc.

[Subject]
Any keyword=1
Selected subjects=0

[MessageText]
Any keyword=1l
Selected MessageTexts=0

[Any field]
Any keyword=1
Selected AnyFields=0

[Sender]
Any keyword=1
Selected Senders=0

[Recipients]
Any keyword=1
Selected Recipients=0

[Attachments]
MustHaveAttachment=1
Selected Attachments=1
ItemO=avi

Iteml=mov

Item2=mp3

Item3=mpeg

Item4=mpg

Itemb=0gg

Item6=swf

Item7=vqgf

Item8=wav

[Size]
AllSizes=1
Small=0
Average=0
Large=0

Custom=0
CustomValue=2000

[Date]

AllDates=1

Selected dates=0
StartDate=<not set>
EndDate=<not set>

Copyright 2010 GWAVA Inc.



Samba Creation

Samba Installation (OES, OES2)

Reveal 2

We must first verify that the Samba
server package is installed and ready to
use.

Applications Documents ‘ ‘ Places ’

Launch YaST from the Programs menu in
your preferred GUI. (Gnome is shown)
Select the Software category in YaST,
and then launch the Software
Management tool (OES2) or the Add and
Remove Programs (OES).

(Depending on how you are logged-in,

Favorite Applications

Firefox YaST

Web Browser

@ Q

Administrator Settings

Gnome Terminal
Command Line Terminal

. Home Folder

m File Browser

More Applications... l

you may be required to enter the root
password in order to start YaST.) Wait

Q Computer

for the software screen to initiate. You should see a screen that looks like this.

Eile Package Exfras Help

YasT2{@oes2

Fitter: | Search

( [Paclege Summary [Slze |Ava|I.Ver. Inst. Ver. ‘Source |

Change the Filter

Search:

option to Search,

Isamba]

[~]

and search for
Samba.

‘ Search I

Search in
@ Name

[x} Summary

|:J Description

[ RPM "Provides"

|| RPM "Reguires”

Search Mode:

‘ Contains

[~

D Case Sensifive

Description l Technical Data Dependencies Versions

File List

Change Log

Name | Disk Usage Used |Free | Total
|

/ B—————1% 17GB 163GB 180GB

| Check }[\Agncheck

@ Computer

@ YaST Control Center

][ [ YasT2@oes2 ]

‘ Cancel H Accept 1

Q (ﬂln Thu Jan 10, 15:23 @

Copyright 2010 GWAVA Inc.
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Fiter: [Search = Package | Summary Size= | Avail. Ver
) i [[] kdebase3-samba  KDE Base package: Windows Connection Module 1682 K 351605
search: [ tibmsrpe Samba msrpe Library 18M 3.024223
‘ T— 4 libsmbclient Samba Client Library 18M 3024223
|samba v |
- naulilus-share A Quick and Easy Way o Share Folders in Naufilus via Samba 94K 064-318
Search : samba A SMB CIFS File, Print, and Authenfication Server 80M 3024223
4} samba-client Samba Client Utilifies 210M 3024223
ERseEnin [] samba-dec Samba Documentation 232 M 3024223
X Name D samba-krb-printing Wrapper binary for kerberized printing SS5K 3024223
| summary [] samba-pdb PDE-Modules 64K 3024223
C ko [] samba-python Samba Python Modules 144M 3024223
I:I samba-vscan On-Access Virus Scanning with Samba 5312 K 0.36b4249
RPM "Provides" D samba-winbind Winbind Daemon and Tool 39M 3024223
| RPM "Requires” 4 yast-samba-client YaST2 - Samba Client Configuration 2602 K 2.13.3608
L J E yas-samba-server YaST2 - Samba Server Configuration 3450K 2.13.22-08
Search Mode: , 4 I ] < >
: Contains v =

Make sure you have selected the main Samba package, called Samba, as well as the yast2 packages.
(yast2-samba-server, yast2-samba-client) Without the yast-samba-server package, you cannot configure
samba through Yast. If you desire to configure Samba on your own, this package is not needed. The
other packages can be installed or ignored according to your desired setup. Click accept at the bottom of
the install page. You may need to agree to any dependencies that were automatically added. If you have
any broken dependencies or conflicts, resolve them according to your system setup.

It is highly recommended that you download/ install the approved and released version for your
distribution of linux. If you are not running SLES 9, 10, 10.1, OES, or OES2, then search for the
appropriate site for documentation and downloads for the source files of Samba.

If you desire to download and manually install Samba for your server, please visit http://samba.org to
find specific instructions and download locations for your distribution.

Some good sites for full documentation and instruction
In general:
http://www.mtusysadm.mtu.edu/samba/

For Novell Products:
OES —
http://www.novell.com/documentation/oes/samba admin/index.html|?page=/documentation/oes/sam

ba_admin/data/samba-users.html

OES2 —

http://www.novell.com/documentation/oes2/file_samba cifs Ix/index.html?page=/documentation/oes
2/file_samba cifs Ix/data/bway05g.html
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OES 2 Samba Configuration

From the GUI of your choice,

select and open YaST from the
applications list.

Favorte Applications

Firefox
Web Browser

Gnome Teminal
Command Line Terminal

2

YasT
Administrator Settings

Home Folder
File Browser

| More Appications... |

]

From the YaST Control Center, lm

Select the Network Services
category then find and select the Samba Server object.

E;] YaST Control Center

 Virtuakization
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After the Samba Server Configuration starts, you will be asked for some basic information on your
network setup. The first step is to either join an existing windows workgroup or create a new workgroup

for your Samba share to broadcast in.

YaST2{@oes2

Workgroup or Domain Selection

All available workgroups or domains found on
your network are lisked here. Seleci one of them
or type your own new name and click Next.

Samba Installation: Step 1 of 2
Workgroup or Domain Name

[rux-net d

]Abon’

For our purposes, and to keep this share somewhat anonymous, create a new workgroup, named

anything you like.

Samba Server Type

Ad inc allowes Wind clients o
log in o @ Windows domain.

dhar d

The backup c ller uses
confroller for validation. The primary coniroller
uses its own information aboui users and their
passwords.

The opfions available in the configuration
dialogs depend on the setiings in this selection.

YaST2@oes2 e 2 ) K

Samba Installation: Step 2 of 2
Current Domain Name: BHOME

—Samba Server Type

(@) Primary Domain Coniroller (PDC)

() Backup Domain Coniroller (BDC)

[ ) Nota Domain Confroller

The Samba Server needs to know if it is going to be the Domain Controller for the Workgroup or not.
Since we created our own workgroup, select Primary Domain Controller.

Set the Startup to During Boot so that the share will be available when the server is up.

Service Start
To start the service every fime your computer is
booted, s21 During Boot. Otherwise st
Manually.

Firewall Settings

To open the firewall 1o allow access fo the
service from remoke compuiers, s21 Open Port
in Firewall.

To select interfaces on which fo open the pori,
click Firewall Details.

This option is available only if the firewall is
enabled.

YaST2@oes2 — OX

Samba Configuration

StartUp lShars [ldenmy ITrustd Domains ILDAPSemngs |

—Service Start

@) During Boot

() Manually

—Firewall Setlings
[ Open Port in Firewall Firewall Details

Firewall port is open on all inkerfaces
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Switch to the Shares tab in the configuration window.

Shares

This is a list of already configured shares,
whether they are enabled or disabled, and
some basic information about them.

A share can be enabled or disabled. A
disabled share is not accessible, but is
configuration is still writen ino the
configuration file. So the share can be laker
enabled again.

Some of the shares are special. For example,
the share Homes is a special sysem share for
accessing home directories of users. The sysiem
shares can be hidden from the table by
selecting Do Not Show System Shares in the
Filter menu.

Use Add 1 add a new share, Edit o madify
already existing share, and Delete 1o remove
the information abouta share.

Allow Users to Share Their Directories
enables members of the group in Permitted
Group 1o share direcories they own with other
users. For example, users for a local scope or
DOMAIN\Users for a domain scope. The user
also must make sure that the file sysiem
permissions allow access.

VY. 2 YT P Ve

Samba Configuration

| StartUp ‘ Shares ‘[ Identity ’ Trusied Domains |

LDAP Sefiings ‘
Available Shares | Filler = l
Status | Read-Only | Name | Path ICommenl | |‘
i !
IEnabled No usars /home All users
Enabled No homes Home Directories
Enabled Yes prinkers  fvarfimp All Prinkers
Enabled Yes printh Mvarllib'samba/drivers  Printer Drivers B
Enabled No groups (‘home/groups All groups |T
Enabled Yes neflogon fvar/libisamba/netlogon Network Logon Service i
[(add. || Edir. || Deter | Taggle Status |

—Sharing by Users

[ Allow Users 1o Share Their Directories
Permitied Group

)

Add a New Share
Here, enter the basic informafion abouta share
o add.

Share Name is used for accessing the share
from clients. Share Description describes the
purpese of the share.

There are two types of shares. A Printer share is
presented as a prinker o clients. A Directory
share is presenied as a network disk. Share
Path must be entered for a direciory share.

If Read-Only is checked, users of a service may
not creake or modify files in the service's
direciory.

Inherit ACLS can be used fo ensure that if
defaull ACLs existon parenidireciories, they
are always honored when creafing a
subdireciory.

YaST2(@oes2

New Share

—Identification

Share Name

lmall

Share Description

‘mall

—Share Type

() Printer
(®) Directory
Share Path

|rpath.o.domain.database dir

l ‘ Browse ..

[] Read-Only

[%] InheritACLs

The Share Name is what will show as the name of the folder in your Windows browser

The share description is what will show in the properties, or mouse-over in a Windows browser
Make sure you have Directory selected in the Share type, and select Inherit ACL’s. Vertigo will need the
rights to edit the database, make sure that Read-Only is not selected.

Enter the absolute path, or browse to your domain directory in the Share Path dialog box.
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Select Identity

YaST2@oes2!

Identity Samba Configuration
These opfions allow setup of the identity of the

server and is primary role in the network. \ StarkUp | Shares J Identity l Trusied Domains [ LDAP Setlings J

The base seflings sef up the domain and the

—Base Seflings

server role. Backup Domain Controller and .
Workgroup or Domain Name

Primary Domain Controller allow Windows
client 1o log in 1o a Windows domain. The IBHOME I S |
backup confroller uses another domain
confroller for validation. The primary confroller Domain Controller

uses its own information about users and their [ Primary (PDC) ! v |
passwords. If the server should not pariicipate 4
as a domain confroller, choose the Nota DC
value.

WINS is a network protocol for mapping
low-level network identification of a host (for

—WINS

(®) WINS Server Suppor
() Remote WINS Server

Name

example, IP address) 1o a NeiBIOS name. The
Samba server can be a WINS server or can NetBIOS Hestname

use another server for is queries. In the latier

case, choose Remote WINS Server and enter

the IP address of the WINS server. [ Advanced Sefings.. v ’

Optionally, se1a Server NetBIOS Name. The

Since we created our own workgroup, we need to enable WINS
Server Support.

Select Finish from the bottom right.

You should be asked to specify a Samba root Password.

Enter the root password, verify, and click OK

Allow YaST to finish creating the share and start the Samba Service.
This should be done automatically.

Return to your Windows workstation and open an explorer browser.

@ My Computer
File Edit View Favorites Tools Help

\J Bach ("D | 1’ /‘D Search ‘ [1: Folders @ Folder Sync

For a proper funcfion, Samba server needs an

administrative account (root).
Hwill be created now.

Samba roof Password

[ |

Verify Password
I‘ l

| ok ]] Cancel |

Address | 110.1.1.102)

v B

\\10.1.1.102
Folders | \\10.1.1. 102%sys)
@ Desktop

o A

Iu Shared Documents ‘|“ =

=] ﬂ My Computer

[+ lD My Documents ‘

Documents

There are two ways to connect to your samba share. The first way, and usually the quickest way, is to

enter the ip address of the server with the share in the format //<ip address> or you can also use the

hostname, //<hostname>. (ie. //10.1.1.102 or //oes2)
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The second way to connect to the share is to browse to the server through the My Network Places tree.

File Edit View Favorites Tools Help
@ Back - (J \? /‘,.j Search 'u:_“ Folders

Address #) Bhome

Folders
= :J My Computer |Q|
[# “e# Local Disk (C:) il
i h'o DVD Drive {(D:)
# .2 DVD Drive (E:)
® 3% mail on'10.1.1.101' {¥:)
[+ G’ Control Panel
# |3 Shared Documents
& () brice's Documents
= ‘3 My Network Places
+ é& Novell Connections
= “ Entire Network
£ f’ Microsoft Terminal Services
= €9 Microsoft Windows Networ
= 3% Bhome
# % Blahblah
@ ¢ Samba 3.0.24-2.2

v [i::! Folder Sync

X
Samba
3.0.24-2,23-1296-SUSE-COD...

1]l

The share should show up like the pictured system above, under the workgroup you created. Open the
computer and locate the desired share. In this case, we called the share ‘mail’.

REE

Address‘ ﬂ \\Oes2

Folders
= % My Computer !'}J
[# < Local Disk (C!)
[# ggh DVD Drive (D:)
® . DVD Drive (E:)
# 3% mail on '10.1.1.101' (¥:)
) G’ Control Panel
[# () Shared Documents
® () brice's Documents
=2 ‘3 My Network Places
[+ % Novell Connections
= “ Entire Network
® (Y Microsoft Terminal Services
= Y Microsoft Wndows Networ
= .fj Bhome

groups

netiogon profiles

Sy
El

R Fe Ry

users L “= " Printers and Faxes

4

o
Connect to oes2.work

Double-click on the share containing your domain database. You should
be required to authenticate to the Samba system.
Connecting to oes2
User name: }ﬁ root Ls_/J
Password: | sesesssee
Enter the user ‘root’” and the samba password you entered earlier. P
i : I _Cancel
38
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After authenticating, you should be able to view the domain directory and its contents.

-
% \\oes2\mail

File Edit View Favorites Tools Help

Address g \\oes2mail

Folders
(@ Desktop (]
# D My Documents

® 4§ My Computer

Qo - ©Q ¥ Osern ‘11: Folders

'

= ‘3 My Network Places we ‘/’ e
*] §$ Novell Connections =
= @ Entire Network (Z=
Y Microsoft Terminal Services et ‘/l Wpgate
= 9 Microsoft Windows Networ
& 5% Bhome | o
) Samba 3.0.24-2.2: wpoffice // wptemp
® ) mail ‘
= J’ Dyr?amlte = agentinstall. txt
i+ #) Ernie wptools ’"; Text Document
® 3% Lijenquist = 1KB
= Bitterbomb =
4 Bitterbomb gwdom. dc 5 .
& i samba3.0.22-13. o oS
L7 games ' _
# & groups mtaname N uid.run
= L2 mail File RUN File
& ) dom 1KB 1KB
& [ dom-7.02 wpdomain.db N wpdomain.dc
I gwia Da | File DC Fil
) msloca 54KB 5
H ) wpes
(22 wpcsin l”?'lqit'd‘
| m = ..‘...._-,.,M L,":' ge
| 3 —— E3) vl
— —

=
@ Folder Sync

mslocal

Now you know that your system is working.

Right-click on the shared directory, in this case, ‘mail’.

Select the Map Network Drive Option.

Map Network Drive...

l
|

L@ Printers and Faxes

frail

Explore

Open

Search...

Open as Notebook in OneNote
Add to Winamp's Bookmark list
Enqueue in Winamp

Play in Winamp

$Add to archive...

BAdd to "mail.rar”

B Compress and email...

B Compress to "'mail.rar” and email
2 Groove Folder Synchronization  »

Scan for Viruses...

Cut
Copy
Paste

Create Shortcut

Properties
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Assign the desired drive letter to your mapped Samba share to the GroupWise domain database.

Map Network Drive g

Windows can help you connect to a shared network folder

and assign a drive letter to the connection so that you can
\‘ access the folder using My Computer.
"
Y. |

Specify the drive letter for the connection and the folder
that you want to connect to:

Drive: I'H v |
Folder:

Example: \\server\share
Reconnect at logon

Connect using a different user name.

Sian up for online storage or connect to a
network server.

l Finish ] [ Cancel

Select Finish to complete the setup of the mapped drive.

Sample Configuration File for Samba
WARNING: This sample file has no security whatsoever, but simply enables sharing of the desired
directory. This essentially opens your directory to anyone who can see your network.

This sample configuration file is to be adapted and placed into the samba folder in your Unix system, for
Suse, this is located at /etc/samba/smb.conf, other distributions may have this located at
Jusr/samba/lib/smb.conf.

[global]

workgroup = WORKGROUP <name of your desired workgroup>
[domain] <name of your share — folder name in windows explorer>

comment = this comment will show up in windows properties

path = /mail/domain <absolute path to domain database>

read only = no

guest ok = yes
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