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Licenses are required in order to run Retain for BlackBerry Enterprise Server, for both
demo and full use of the software. Please contact BlackBerry@GWAVA.com to obtain
license files.
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Intended Audience

This manual is intended for IT administrators in their use of Retain for BlackBerry Enterprise Server
or anyone wanting to learn more about Retain for BlackBerry Enterprise Server. It includes
installation instructions and feature descriptions.

Technical Support

If you have a technical support question, please consult the GWAVA Technical Support section of
our website at www.gwava.com.

Sales

You may contact a GWAVA sales team member via:

E-mail: BlackBerry@gwava.com

Telephone: 866-GO-GWAVA (866-464-9282) in North America (toll free)
+1 514 639 4850 (direct line).

Mailing address:

GWAVA, Inc.

100 Alexis Nihon Blvd. suite 500
Saint-Laurent, Quebec, Canada
H4M 2P1

Copyright Notices

The content of this manual is for informational use only and may change without notice. GWAVA
Inc. assumes no responsibility or liability for any errors or inaccuracies that may appear in this
documentation. Windows is copyrighted by Microsoft. BlackBerry Enterprise Server is a registered
trademark of Research in Motion.

© 2005 GWAVA Inc. All rights reserved. ® GWAVA is a registered trademark.

Retain for BlackBerry Enterprise Server is software designed to assist users in complying with legal
and regulatory archiving mandates. Use of this software does not, in itself, constitute compliance
with any regulation or statute, notwithstanding the fact that GWAVA may be informed of the use for
which it is being put.

Further, it is expressly understood that no warranties are created herein by a course of dealing,
performance or trade usage and GWAVA does not warrant that the Software developed pursuant to
the present Agreement will meet the Customer’s needs, be free from errors, satisfy the Customer’s
obligations under any statute or rule, or that the operation of the Software will be uninterrupted .It
is further expressly understood and agreed that the disclaimers and exclusions contained in the
present Section constitutes condition precedent to the present Agreement, are an essential part
thereof and have formed a component part of the process of determining the compensation
charged to the Customer by GWAVA for the services provided hereunder.

Copyright © 2010 GWAVA Inc.
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About Retain for BlackBerry Enterprise Server

Retain for BlackBerry Enterprise Server provides archiving, auditing, and data retention for
regulatory compliance and as a part of a company’s data loss prevention strategy. Retain provides
safe and immediate access to an organization’s BlackBerry Smartphone users’ SMS, BBM, PIN
message data, and phone usage data. This is a server based solution; there is no thin client required
for the devices.

Introduction

Retain for BlackBerry Enterprise Server allows authorized users to audit and conduct discoveries of
PIN, BBM, and SMS messages and Phone Call usage data sent or received from a BlackBerry
Smartphone. Organizations can now protect themselves proactively from information leaks, misuse
of company resources, and legal liability. Retain for BlackBerry Enterprise Server ensures that
executives and administrators are able to accurately evaluate PIN, SMS, BBM and Phone Call activity
so they can properly enforce policy and procedure.

Product Overview

Retain for BlackBerry Enterprise Server is a system based on a client — server architecture. Our
server component, the Archiving Agent, runs on the same server as your BlackBerry Enterprise
Server and our client component, the Viewer Application, runs on any Windows workstation.
Retain for BlackBerry Enterprise Server archives the data it collects from the BlackBerry Enterprise
Server and stores it in a Microsoft SQL database. The database may be located anywhere on your
network. Authorized auditors can view the archived data. They can conduct discoveries and export
data from these discoveries in .xls, .pdf or .xps formats.

Many organizations, already archiving email, have a requirement to maintain one archival
repository. Retain can also convert each PIN, BBM, SMS text message, and phone call usage into a
piece of email which can be delivered to the email server where it will be archived by the existing
email archiving solution.

Retain for BlackBerry Enterprise Auditors, compliance, legal, human resources, IT, administrators
and security departments oversight and review of all PIN, BBN, and SMS message communication
that pass through the BlackBerry Enterprise Server.

Licensing

Retain for BlackBerry Enterprise Server is licensed per user, but has a fully featured demo lasting
thirty days. After the trial period is over, Retain must be licensed to restore functionality. To obtain a
license, contact your GWAVA sales representative, Call 866-GO GWAVA ext 700 or visit
http://www.gwava.com/products/form.php.

Copyright © 2010 GWAVA Inc.
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Features

» Confidential PIN, SMS, BBM and call log inspection of BlackBerry devices
» Designed for auditors and legal staff

> Search employee PIN, BBM, and SMS messages, Phone Call logs

» Print and export PIN, BBM, and SMS messages, Phone Call logs

» Confidential process - No modifications are made to the data

» Complete logging for review of auditing activities

Minimum System Requirements

Archiving Agent (server side)

» Windows XP or Windows 2000 or Windows 2003 (fully updated and patched through ‘Windows
Update’)

> BlackBerry Enterprise Server v4.1 (SP 4 for GroupWise, SP 6 for Exchange)

> Microsoft SQL Server 2000, 2005 (Workgroup, Standard or Enterprise)

» Microsoft .NET Framework 2.0 or higher (fully updated and patches through ‘Windows Update’)
» 512 MB RAM

» 2 GB hard drive space (depending on the size of the BlackBerry Enterprise Server audit log files)
» Enough SQL users to satisfy Retain for BES Viewer. (The viewer connects to the SQL server. If five

viewers are used simultaneously, five ‘user CALs’ are required. For more information, see
http://www.microsoft.com/sgl/howtobuy/fag.mspx.)

Viewer Application (client side)

YVVVY

Windows XP or Windows 2003 (fully updated and patched through ‘Windows Update’)
Microsoft .NET Framework 2.0 or higher (fully updated and patches through ‘Windows Update’)
512 MB RAM

1 GB hard drive space (depending on the space needed for exporting)

Copyright © 2010 GWAVA Inc.
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Architecture

Retain for BlackBerry Enterprise Server is made up of two main components:

’ The Archiving Agent (or the “Agent”)
(oY

ie
Application

The Viewer Application (or the “Viewer”)

The Agent, (Archiving Agent), sits on the same server as your BlackBerry Enterprise Server. It reads the
log files generated by the BlackBerry Enterprise Server and stores them in a Microsoft SQL database. In
addition to the log files, the Agent stores configuration information on how your Retain for BlackBerry
Enterprise Server system is set up. This information includes the location of other BlackBerry Enterprise
Servers in your network that you wish to monitor and archive. Every BlackBerry Enterprise Server that
you wish to include in your archiving system must have an Archiving Agent installed on it.

The Viewer, (Viewer Application), sits on a workstation and connects to the SQL database via TCP/IP to
read what the Agent put there. In addition, it reads configuration information from the SQL database to
know where your other BlackBerry Enterprise Servers are located and contacts those servers to provide
you with additional information about the archives you will be viewing.

NOTE For running the Agent and Microsoft SQL on the same server

When the Archiving Agent and the SQL server are housed on the same machine, the SQL server must
start before the Archiving Agent, or the agent will fail to connect because the SQL server is not currently
running when the Agent starts. To remedy this problem, add a Windows Service dependency to the
Retain Archiving Agent to ensure that the Agent starts up after the SQL service.

Copyright © 2010 GWAVA Inc.
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How It Works
In a simple configuration

A simple configuration contains four things:

1) BlackBerry Enterprise Server
2) Microsoft SQL database
3) Retain Archiving Agent

4) Retain Viewer

The Microsoft SQL database containing the Retain for BlackBerry database does NOT need to be on the
Blackberry Enterprise Server. In a simplified configuration, they can be hosted on the same machine.
The same SQL database server which the BlackBerry Enterprise Server uses may also be used to store
the archived data for Retain. Having both databases on the same system would be an example of the
simplest configuration.

The Agent reads the log files from the server’s hard disk and will store them in the SQL database.

The Viewer logs in to the Agent and receives the data and configuration information from the Agent.
The Agent gathers this data and information from the BlackBerry Enterprise Server database as well as
the logged information which has been stored in the Retain database. If the Agent and Microsoft SQL
are run on the same server, Microsoft SQL must be started before the Agent.

In an Enterprise configuration

A complex or Enterprise configuration contains the same basic four things that the simple configuration
has, and essentially works the same, but may have multiple BlackBerry Enterprise Servers, Retain
Agents, and Retain Viewers. There can only be one Retain database, to which all Agents connect to keep
the information consistent in the system.

In a configuration where you might have more than one BlackBerry Enterprise Server, the system works
much the same as the simple configuration.

The first Windows server with BlackBerry Enterprise Server is set up just like in the simplest
configuration discussed earlier. The second Windows server and BlackBerry Enterprise Server system is
added to the configuration. You may put the Microsoft SQL database anywhere; it does not need to be
installed on the same server as your BlackBerry Enterprise Server. However, every BlackBerry Enterprise
Server to be included in the archiving system must have its own Retain Agent installed. You configure
each Agent to tell it where to send the collected data and which BlackBerry configuration to connect to,
so that the Viewer may communicate with any Agent and receive the same information. It does not
matter which Agent a viewer connects to, the viewers will all show the same information as long as
there is only one Retain database which the Agents connect to and store the collected data. The Viewer
logs into any Retain Agent, which gathers the same information from the Retain and BlackBerry
Enterprise Server databases, and relays that information to the viewer.

Copyright © 2010 GWAVA Inc.
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Preparation

Retain for BlackBerry Enterprise Server requires MS SQL server to be setup to accept certain connection,
as well as the BlackBerry Enterprise Server configured to log the correct data. We will first discuss the
correct configuration of the SQL and BlackBerry Enterprise Servers before we install Retain.

The following settings and programs are required before a Retain Install:

» A MSSQL server
o The MSSQL server MUST have mix authentication enabled. Mix mode Uses both Windows and
SQL authentication modes (If you are using MSDE, this web site explains how to change
authentication mode: http://support.microsoft.com/kb/325022 )
o Retain for BlackBerry Enterprise Server requires a user with rights to create and manage its
storage database. The user must have the following rights:
= Read rights to the BlackBerry Enterprise Server configuration database, (by default, the
BESMgmt database).
= Read and Write rights to the Retain for Blackberry Enterprise Server database. (BBArchive
database)
o MSDE users will probably use the SA (system administrator) password. (If this password is not
known, it can be reset using osgl.exe in a command prompt.)
= |f you decided to change this password, please make sure no other applications are using
SQL authentication. By default BES uses Windows authentication (therefore changing the sa
password has no effect). This can be verified by opening BlackBerry Enterprise Server
Configuration (not the Manager) and selecting the 'Database Connectivity' tab. Osql.exe is
usually located in C:\Program Files\Microsoft SQL Server\80\Tools\Binn. Once the directory
is changed to Binn in the command prompt, type:

osql -E -q "EXEC sp_password NULL,'new password’,'sa""

Make sure to replace new password with your desired sa password.
o The actual data gathered by the Archive Agent is text-based, is easily compressed, and the field
lengths are very short. So the overall space required by the Retain database is quite small.

o The Retain archives may be placed on any reachable Microsoft SQL server. Usually, the same
machine used for the BlackBerry Enterprise Server is used to store the Retain archives, because
the space requirements are small. However, this is always dependent on the amount of data
you will be archiving. So you can decide when setting up to put the data elsewhere.

» The MSSQL server must have TCP/IP connections allowed. A good way to test this is to launch
osqgl.exe using the -S switch with the MSSQL IP address. Further instructions are given here:
http://technet.microsoft.com/en-us/library/aa213088(SQL.80).aspx

> If the MSSQL server listens on a port other than the default port, this port must be specified during
the install. Know the port (default port is 1433).

> License file(s) downloaded to both Retain for Blackberry Agent and Viewer machines.

Copyright © 2010 GWAVA Inc.
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» Software downloaded to Server/Workstations. The current version of Retain for Blackberry can be
downloaded here:

http://www.gwava.com/products/dev_downloadform.php

Fill out the form and select the download button for Retain for Blackberry Enterprise Server from
the product page.

Plan Your Installation

Setting up GWAVA Retain for BlackBerry Enterprise Server requires advance planning to decide exactly
what and how you want to archive, where to store the data, and how you will want to access it.
Download Retain for BlackBerry Enterprise Server from
http://www.gwava.com/products/dev_downloadform.php. Be sure to obtain your license as well.

Strategy
1) Plan your system.

2) Prepare your servers.

w

Install the SQL Database.

v b

)

)

) Install the Archiving Agent(s).

) Configure the Archiving Agent(s).
)

6) Install the Viewer.

Plan Your System

Consider where you want your archived data stored. How much space that will be required, depends on
the size of your BlackBerry system. (Use the current BlackBerry log files as your guide.) The data will be
stored in a Microsoft SQL database and the Viewer will access the database server to present the data to
you. So a key factor in this is speed and availability of access. Every Agent must be able to connect to
and store data in this SQL database. In addition, for more detailed features, (such as showing which data
came from which BlackBerry Enterprise Server), the Viewer must be able to connect to the BlackBerry
Enterprise Servers.

Prepare Your Servers

All necessary software must be installed, working, and configured for Retain. Ensure that there is an
unblocked TCP connection available between the servers. See the software checklist, for details.

By default, the BlackBerry Enterprise Servers do not log PIN, Phone Call, BBM, and SMS data. The
BlackBerry Enterprise Server must be configured to log PIN, SMS, BBM, or call data before Retain’s
agents will have any data to collect. First configure the BlackBerry Enterprise Server, and then install the
agents.

Install the SQL Database

Before the Agents start collecting the data, you need to provide a place for the data to be stored.
Choose what database server you will use to store the archived data and make it available and ready.
Then, proceed with installing the Agents.

Copyright © 2010 GWAVA Inc.
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Install the Viewer

The viewer can be installed on any workstation that can connect to the SQL server via TCP/IP. In a
multiple server system, the Viewer also needs to be able to connect to the BlackBerry Enterprise

Servers.
BE SURE TO INSTALL THE LICENSES SO THE VIEWER AND AGENTS RUN PROPERLY.

Install the Archiving Agent(s)

Install an agent on each BlackBerry Enterprise Server you wish you include in your archiving system. Do
not run the configuration utility until you have installed all of the Agents.

Configure the Archiving Agent(s)

Start with the primary or the most important BlackBerry Enterprise Server. After running the Agent
Setup program, run the setup wizard. The wizard will start up automatically if it’s the first time you run
the Agent Setup program. Once you have the first one running, configure the other agents.

Copyright © 2010 GWAVA Inc.
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BlackBerry Enterprise Server log settings

For Retain to be able to find data to import, the BlackBerry Enterprise Server must be set to log the
phone calls, PIN, BBM, and SMS. If your BlackBerry Enterprise Server has not been logging this
information, you will not be able to collect data until it begins logging the information.

This quick guide to changing the logging level in the BlackBerry Enterprise Server is provided as a
courtesy. The full guide is in the BlackBerry Enterprise Server Help file, accessible from the within
the BlackBerry Manager program and from the Start menu. (Start, Programs, BlackBerry
Enterprise Server, Help, BlackBerry manager Help.)

Enabling this feature is explained in detail in the part entitled 'Accessing log files for BlackBerry
services', section 'Monitor PIN messages, SMS messages, and phone calls in a BlackBerry Domain'

To set the BlackBerry Enterprise Server to log this information, open the BlackBerry administrator
utility and select the BlackBerry Domain.
On the Global tab, click Edit Properties.

“='BlackBerry Manager-Security Administrator Authority

File Edit Tools Yiew Help
E5 Explorer View % Refresh m
Explorer Yiew b4 Global Servers User Eroups List Al Users Role Administration
=@ BlackBerry Domain  <@——
=g servers B.ackBerry Manager
GWAVA-TEST
ﬁ GWAYA-TEST_MDS-CS_1
& User Groups
@ Lacal Ports (Device Management) Edit Properties  <—————
T
A Common @
)
g ¥ Find User
 Find Handheld
Account @
Service Control & Customization @
“izBlackBerry.
e
ey

When the Global Properties window opens, select the IT Policy item from the left tree, and double
click on the It Policies field.

Copyright © 2010 GWAVA Inc.
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Global Properties 'ﬁ'
ﬂ Properties
® General IT Policies 4— (2 items)
® Global PIM Sync IT Palicy to User Mapping
® Access Control
® Push Contral
® WLAN Configuration
LT Policy
#® Enterprise Service Policy
® Media Content Management
IT Policy
Enables you to define IT policy settings that can be spplied to users inthe
BlackBerry Domain. If you change an (T Paolicy, it is resent to the BlackBerry
devices that are assigned to it
<] 2]
Ok | Cancel | |

Select Default, and then click Properties.

IT Policies

IT Policy Mame ey,
ta Default
@ Mewy Policy s

Mewy Copry...

034 Cancel

Scroll down and select the PIM Sync Policy Group item from the tree on the left.

Copyright © 2010 GWAVA Inc.
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On-Device Help Policy Group
EBluetooth Smart Card Reade

CRARE Finbices e e

i >

»

Default =
Properties ~ Dizable All'VWireless Sync
® Device-Only Ikems [l Dizahle Address Wireless Sync
® Deskbop-Only Tkems Dizahle Calendar wireless Sync
® Global Items Disable Memopad Wireless Sync
® Common Palicy Group Disable Task Yireless Sync
® Passward Palicy Group Dizable Wireless Bulk Loads
® CMIME Application Policy Gro Dizahle PIN Meszages Wireless Sync Falze
® Security PDI?CY ‘_5r°“° i { Dizable SM= Messages Wireless Sync Falze } —
: ;E;Tpsllijcljltcioa;ino:i::yhg::;I = D?Sable Phore (?all Log! V\ﬂ.reless Sync Falze
® Memary Cleaner Policy Group Dizahle Enterprize Activation Progress j
#® TLS Application Policy Group
® WTL3 Application Policy Grou
® Browser Policy Group
® SIM Application Toolkit
® TCP Policy Group
L4
® EBluetooth Policy Group
® YoIP Policy Group
® Smart Dialing Policy Group
® YPM Policy Group PIM Sync Policy Group
® WLAN Policy Group Cortains IT policies that apply to wirsless synohronization settings .
L]
.
<]

Ok | cancel | |

The logic behind the three options shown is in reverse. Set all three of the options shown here to
"False". (Disable PIN, SMS, and Phone Call Log Wireless Sync) Click on the fields desired and
select 'False' from the drop-down menu. Now your BlackBerry Enterprise Server will log all PIN,
SMS, and Phone Calls for all the connected users.

If you do not wish to monitor all these items, only set the items you wish to monitor to 'false'.

Select OK. Your BlackBerry Enterprise Server is ready for the Retain Agent.

Copyright © 2010 GWAVA Inc.
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General Installation

To install Retain for BlackBerry Enterprise Server, locate and unzip the download from www.gwava.com.
Select and run either the Viewer or Agent installer. The installation for both objects is nearly identical.

If you have a previous Retain for BlackBerry Enterprise Server installation, it must be completely
removed before you install version 2.0 (Save your license file, rename your database, completely
uninstall the viewer and agent software.)

Retain-Viewer.msi  Retain-Agent. msi

The Retain for BlackBerry Agent or Viewer installation begins.

%5 GWAYA Retain for BlackBerry Agent Setup X

Welcome to the GWAVA
Retain for BlackBerry Agent
Setup Wizard

The Setup wizard will install Gwav s Retain for BlackBerry
Agent on your computer, Click "Mext" to continue or
"Cancel” ko exit the Sebup Wizard,

Read, and if you accept the agreement, specify and click next.
it GWAVA Retain for BlackBerry Agent Setup

End-User License Agreement

Flease read the following license agreement carefully

GWAVA Technologies Inc. [A]
Retain for BlackBerry Enterprise Server

License Agreement

THE FOLLOWING CONITITUTES THE USER AND SOFTWARE
LICENSE AGREEMENT THAT IS ATTACHED TO THE 3SCFTWARE
THAT ¥OU ARE AEOQUT T DOWNLOAD. BEFCRE CLICKING THE
“ACCEPT” BUTTON OR USING THE SOFTWARE, PLEASE READ

THE FOREGOING TERMS AND CONDITIONS CAREFULLY.EY [v]

@1 accept the terms in the License Agreement!

(1 do not accept the terms in the License Agreement

Advanced Installer

< Back. “ [ext = i [ Cancel

After accepting, you may proceed through the installation.

Copyright © 2010 GWAVA Inc.
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Only the Viewer installation allows you to specify the install location. The Agent install does not have
this screen.

i GWAVA Retain for BlackBerry Agent Setup

Select Installation Folder Change current destination folder P*_\
This is the folder where GWeAYA Retain for BlackBerry Agent will be installed. . > Browse ko the destination Folder E
Look in: [Z0 @WAWA Retain for BlackBerry Agent [v] f3
To install in this folder, click "Mext". Toinstall to a different folder, enter it below or click
"Browse",
Folder:

|C:1,Prngram Filest G YA\ GW AYA Retain For BlackBerry Agent), Browse, .,

Folder name:

Advanced Installer Advanced Installer

<Back [ Mext: | [ Cancel

Specify your choice or accept the default and click ‘Next’.

i GWAVA Retain for BlackBerry Agent Setup

Configure Shortcuts

Create application shorkeuts

Create shortcuts For GWAYA Retain For BlackBerry Agent in the following locations:

Dieskiop

[#] Skart Meru Programs Folder

Advanced Installer

<Back || Mext= | [ Cancel
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Click ‘Install’ when you are ready to install the program. If you wish to change any settings, use the
‘back’ button.

%5 GWAVA Retain for BlackBerry Agent Setup

Ready to Install
The Setup Wizard is ready to begin the GWava Retain for BlackBerry Agen...

Click "Install” to begin the installation. IF you want to review or change any of your
installation settings, dlick "Back”. Click "Cancel" to exit the wizard.

Advanced Installer

<Back |} Install | [ Cancel

Click ‘Finish’ to complete the installation

& GWAVA Retain for BlackBerry Agent Setup =

Completing the GWAVA Retain
for BlackBerry Agent Setup
Wizard

Click the "Finish" button o exit the Setup Wizard,

Copyright © 2010 GWAVA Inc.
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Agent Configuration
Before you can run Retain for BlackBerry Enterprise Server, you need to configure the Agent and specify
where the data is, then collect it. Find the GWAVA Retain for BlackBerry Agent icon and run the Agent.
(The BlackBerry Enterprise Server must be set to log PIN, SMS, BBM and Phone calls.

See the Appendix for instructions on how to check or modify the correct settings.) u

WA Retain
The Agent only imports the current day’s BlackBerry Enterprise Server logs. If the Agent Console

Agent is shut down, the BlackBerry Enterprise Server transactions logged afterwards will not be
imported if the Agent is not restarted during that day. When the Agent is restarted, only the current
day’s logs will be imported. To import older logs, use the log import tool.

First the Agent needs to be configured. Click ‘Setup Wizard’ if the setup wizard does not automatically
start.

GWAYA Retain for BlackBerry Enterprise Server = | E

Setup Wizard for GWAVA Retain for
BlackBerry Enterprise Server

Thiz wizard will guide pou through the configuration of a Retain for BlackBery
Enterprize Server archiving agent. One agent rust be winning for 2ach
BlackBeny Enterprise Server you will archive.

Configuration steps:

- SOL Database for Retain for BlackBery Enterprise Server
- Agent Mame, Port, and Import Cycle Timing

- Path to BlackBermry Enterprize Server Logs

- Access to 'BESMomt' Database

- Provisioning

- Alerting and Reporting Options

- SMTP Connectar Settings

To continue, click Hexst.

L Mest > J I Cancel I

The Agent needs to know the address and have access to the MS SQL server. It is recommended to use
the SA user and password here because the Retain database will be created. (If a user other than SA is
used here, it must have rights to create a database.)

GWAYA Retain for BlackBerry Enterprise Server i E

Archive Database Connection
S0OL Server connection parameters for the archive database

Specify the SUL database server Retain for BlackBermy Enterprise Server will use. This may be a
dedicated server or the same database server that BlackBerry Enterprise Server uses. This
conhection will be tested when you click Next.

IF Address/DNS Mame:

Usemame:

Password:

It is recommended to create a database user for Retain instead of using your 'sa’ account. Vour SEL
Server must have miked mode authentication enabled. Follow these tips

- The user must use SAL Server authentication with a usemame and passward,
- St the default database to master

- Enable ‘dbcreator’ Server Role.

- Map user to BESMamt and enable db_datareader permission

Please see the documentation for more details.

<Back || Mewt> | [_ Cancel
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The Retain Agent requires a unique configuration name. Provide one and click ‘next’.

s . el
GWAVA Retain for BlackBerry Enterprise Server = O&
Unique Agent Mame
Set a name for this agent or take over an existing agent
IF this iz the first time you install an agent or pou are adding & second agent to an existing
implementation use New Agent. |f you are replacing an existing agent and would like to copy it's
configuration use Take Over Existing Agent.
@) Mew Agent: [pjwsinz003) ['ou may use the same name a3 the server.)
() Take Over Existing &gent:
Ewisting Agents:
Id Agent name Listen port Impoit time: Wersion Impoit c.
1 Agentl 9050 /2871974 100
2 piwin2003 3050 01./01/2008 2170
Sl ] B
‘what i this?
[ < Back “ Hest » j [ Cangsl ]

You may specify or change the Agent listening port or leave it as default. This is the port that the Viewer
will require to contact the Agent. If you change this port, note what you changed it to. (This port must

be accessible for external Viewers to function.)

GWAVYA Retain for BlackBerry Enterprise Server

Agent Port and Import Interval
TCP/IP Communication Port and Log Import Interval

The Yiewer application communicates with this agent by TCPAP, The default port iz 3050, Import
Interval specifies how often log files are imported, the default is 15 minutes, range is 5 to 1440,

Agent listens on part: jos0 2

Agent import interval: 15 {3] minutes

[ < Back " Mewt > I [ Cancel ]

1
o
X

The Agent gathers all of the information from the BlackBerry Enterprise Server logs, and requires them

to be on a local disk. Specify the location here and click ‘Next’.

GWAYA Retain for BlackBerry Enterprise Server

BlackBerry Enterprise Server Log Path
Local or mapped location to BlackBemy Enterprise Server Logs

BlackBermy Enterprize Server exports logs to its installation directory. Retain needs know this
location.

Lag File Path | BT

Note for UNC Paths: Rt KB12211

< Back u Next > I I Cancel
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Retain for BlackBerry Enterprise Server requires a connection to, and rights to read the BlackBerry
Enterprise Server configuration database.

Enter the address to the MS SQL database where the BlackBerry management database is located, and
the credentials for a user with read rights to the database. (The SQL database MUST use mixed
authentication for this to work.)

GWAYA Retain for BlackBerry Enterprise Server = O&E

BlackBerry Enterprice Server Database Access
SOL Server Connection parameters to the BESMgmt SOL Database

This Agent needs read access to the BlackBerry Enterprise Server database. This is namally
named BESMgmt. This connection will be tested when pou click Mext,

IP Addiess/DNS Mame:

Username: gwava

Password:

Copy previous database settings

[ < Back u Mext > ‘ [ Cancel ]

By Default, the BlackBerry Management database is called the BESMgmt.db, though the management
database name can be changed. Select the appropriate database and select ‘Next’.

- - 3!
GWAYA Retain for BlackBerry Enterprise Server = OX

BlackBerry Ent ise Server Datab Selecti
Select the BE Shgmt Database

B default the BlackBemy Enterprize Server database is named BESMamt. Please sslect the comect
database here in case you have renamed BE Shgmt.

Eizting databages:
Please select the database fram the list
master

tempdb

model

medb

ReportServer
FeportServerTempDE

EEARCHIVE

< Back “ HNext > ‘ [ Cancel
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If you have multiple BlackBerry Enterprise Servers sharing the same management database, select the
correct configuration that your BlackBerry Enterprise Server is currently using.
GWAVA Retain for BlackBerry Enterprise Server = [Z

BlackBeny E ize Server Datab Config
Select the specific BlackB ey Enterprize Server configuration this agent will archive for

If you have multiple BlackBerry Enterprise Servers in wour organization that share the same
BEShgmt databaze you must eelect which server this agent will archive far,

Ewisting BlackBemy Enterprize Server configurations:

Id Service name Dizplay name Server DN tachine n

[(Ilm| [)]

Select a server configuration from the list above,

[ < Back “ Mext > i [ Cancel ]

Select whether all users, or just specific users are to be archived. Keep in mind how many users the

system is licensed to archive. Once a user has data archived, they cannot be removed from the license
total.

. . (e
GWAVA Retain for BlackBerry Enterprise Server - O&
User Provigioning

Configure automatic or manual user provisioning

‘when Retain finds new users it can automatically archive their data or leave them until they are
manualy added through the Import D ata tool.

() Archive all users [Recommended)

Select this option to have Retain archive all users that it finds.

© ki

Select this option if you will manually add users to Retain,

Mate: It iz highly recommended to archive all users. By uzing the specific user mode you will
need to manually add uzers to Retain each time pou add them to your BlackB ey Enterprise
Server. During initial setup users must be selected as well.

If you are using the specific uzer mode you can select which uzers wil be archived (and add

new uzers to Retain as you add them to your organization] through the toal "Data Import in the
Archive Agent Console.

< Back “ HMext > I [ Cancel
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Retain can contact you with any errors or reports of what was imported once daily. If you want to
receive these notifications, specify a contact address(s) and SMTP server information here. You must
provide a valid user and password for Retain to send the mail from.

GWAVA Retain for BlackBerry Enterprise Server T ER

WAl
Alerting and Reporting
Specify recipients of emal alerts and reports

This agent iz capable of sending alerts and daily reports. Specify an SMTP Server and optionally
enable daily reports.

SMTP Server Addiess:
Part:

Usemame:

Pasgword: |

Send alerts ta the following addresses:

admin@bricehitter. com

Separate multiple addreszes with semi-colons.

< Back Ii Mext > i [ Cancel

Select ‘Next’.

Copyright © 2010 GWAVA Inc.



Retain for BlackBerry Enterprise Server 23

SMTP Connector

Retain has the ability to take the BlackBerry Enterprise Server logged events and turn them into a status
email containing the information of the original phone call, SMS, BBM, or PIN that was logged. This is
mainly used to input logs into long term storage systems designed for Email. This allows current Email
archive solutions to also archive all the activity on the BlackBerry Enterprise Server. This is achieved
through the SMTP connector.

If you have an Email archive solution you want to contain the BlackBerry Enterprise Server activity, or
you want an Email record of all events, enable the SMTP connector here. Otherwise, leave the SMTP
connector disabled and click ‘Next” through the next two screens and finish the setup wizard. If you
wish to enable or disable the connector at a later time, all you need do is re-run the setup wizard.

GWAVA Retain for BlackBerry Enterprise Server =i E
SMTP Connector
Enable/Dizable SMTP Connector and specify SMTP Server details

This agent can encapsulate each PIM, SMS, and Phone Call meszage it archives into an RFC-822
SMTP meszage to store in pour existing email archive

SMTF Server dddiess: | 132.168.1.102
Part e
Username: adrin

Password:

Copy previous SMTP settings

[ < Back “ Mext > J [ Cancel ]

Enter the correct information for your SMTP server with a valid SMTP username and password.

GWAYA Retain for BlackBerry Enterprise Server o i E

SMTP C tor [Ad d Confi ion])
Advanced configuration of the SMTP Connectar

Configure the To and From headers of the SMTP messages.

From address [This means the sender of the message to the gateway]
[ Always prefer to use the email address if known to the system
Sent from domain: yourdomain. com
(&) Use afized fram name: retainbes

() Use the original sender's name [ar number)

To addiess [This means the recipient of the meszage]

[ Always prefer to use the email address if known to the system

archiver

() Use the original recipiert's name [or number]

[ < Back u Mext > J [ Cancel ]

You may specify which user name the SMTP connector will use to send the messages, the ‘from’ name,
as well as the domain name. If you choose not specify a user address, you send the messages as the
BlackBerry user which created the log entry. (i.e. If the phone owner is Theodor Geisel, and the phone
number 312-345-6789, an email containing his SMS message may be sent to 3123456789 @Iorax.com, or
theodor.geisel@lorax.com depending on your BlackBerry Enterprise Server settings.)
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IMPORTANT: If your Email server does not accept all messages, then you must make sure that your
system will accept the addresses that the SMTP connector will generate. For this reason, it is
recommended to use a fixed address that will be accepted by the email server. If the original sender’s
name or number is used, and the email is rejected by the server, the next message will attempt to use
an alternate address, cycling through addresses until one is accepted. With variable addresses selected,
you may have different addresses for the same user, and messages rejected. If a message is rejected, it
will not be regenerated, so messages which are rejected are lost.

The SMTP connector runs right after the log import. So the date of messages sent by the SMTP
connector is after the actual phone call, SMS, or PIN. The log import interval you set earlier in the wizard

determines the time difference between the actual event and the email.

REMEMBER: the SMTP connector creates an Email for every single SMS, BBM, PIN, and phone call that is
logged by the BlackBerry Enterprise Server. This can generate large amounts of traffic on busy servers.

Select ‘Next’ to continue.

GWAVA Retain for BlackBerry Enterprise Server i E

Configuration wizard completed.

You have successfully configured the Retain For BlackBemy Enterprise Sarver
Archiving Agent.

To close this wizard, click Finish.

I <Back |f  Finish | I Cancel I

The Agent configuration is complete. If you wish to change anything, use the ‘Back’ button to return to

the page you wish to change. If you are satisfied with the settings you provided, select ‘Next’ to finish

the configuration.

Notee R i ,
you need to change any of the settings, you may

Information run the setup wizard at any time.

See the description below.

Pleasze stop and start the archiving service for changes to take effect.

After you have finished the wizard, the agent and
the service must be restarted.
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GWAVYA Retain for BlackBerry Enterprise Server i E

| GWAYA Retain for BlackBerry Enterprise Server
Archiving Agent Console

Service Contral

Service Statuz.  Stopped

Wersion: 21.8.0
Configuration
Agent Mame: piwin2003 ] Setup ‘Wizard... |

Once the configuration has been completed, you
should be returned to the agent window, and

Archive DB: BBARCHIVE on 192.168.1.104

BlackBermy DE:  BESkgmt on 192.168.1.104

should find the configuration listed on the agent
; screen in the Configuration Summary.
ICENsEe
Expiration: 2/23/201
Users: 100
Licenses: G, Montreal, OC, CA, colin@gwava.com

Canfiguration

Agent M ame; pjwin2003 k Setup Wizard... i
Archive DB: BEBARCHIVE on 192.168.1.104
BlackBemy DE:  BESMamt on 192.168.1.104

’ b anage Auditors... ]

’ t anage Impaorts. . ]

Start the service.

Service Cantral

Service Status:  Stopped

Werzion;: 21.80

After the service is configured and started, it will run automatically as a system service on system start-
up.
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Install License

From the agent screen, select the copy license button on the bottom of the page

Licenze
E spiration; 22342011 i New License i
zers: 100
Licenzee: Ghfadd, Montreal, QC, CA, colind@gwaya.com

Browse to where your license file is located, select it, and click ‘Ok’.

License File 7%
W 03 oo

Look in:

ty Recent
Documents

=

Deskiop

&

My Documents

-
L
tdy Computer
“,‘] File: hame: licenze. pem [V]

—
tdy Metwork, Filzz of tupe: Licenze Files [v]

The license information should appear in the license information field on the Agent screen. When it
does, the license has been recognized and is properly installed.
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Manage Imports s
Agent Mame: piwin2003
The Import Manager is where you can exclude or e BENRANE oo e
. . ’ . BlackBery DB:  BESMgmt on 192.168.1.104
include specific users’ data from your Retain YT ———
system. Without setting up the Import Manager,

you will not have any data imported into your
system. The import Manager starts with an empty list of active users. To access the Manage Imports
window, select the ‘Manage Imports’ button from the Agent window interface. You MUST populate this
section before any data will be available to your system.

It also shows a running list of how many users you have left in your license.

Import Manager x

Import Manager
_- Here you need to specify which BlackBery users are having their messages imported.

You have 99 licenszes in use, of a maximum of 100 licenzed users. That means you have 1 licenses left.

Ey

Add users]

Digplay name FIM number Ermnail address Active Lagt license change Group name Service name

<]

paul jo

daron parcel Claudia_Harvey...

11/23/2007
Mancy Ray ECLTOCKO Mancy_Fap@Eco.. 10/04/2007 Accounting
Dustin Jacobs BB02G11 Dustin_Jacobs.. 10/29/2007 Corporate
Herman Bauer 005FRIHRA Herman_Bauer . 09/10/2007 Mational
Sean Pratt OBJF43AM Sean_Pratt@ico.. 10429/2007 Technical
Eliaz Cortez LAED4AFS Eliaz_Cortez{@c.. 1042142007 I arketing
Marissa Simon HLEYORHW Marizsa_Siman... 09,/19/2007 Sales
Artoine Richards  JADDLZSW Antoine_Richard... 1043042007 Marketing
Erica Petty ThZ0WATEW Erica_Petty@co.. 10/14/2007 I arketing
Bridgette Harrell EHEI4H1J Bridgette_Harrel... 10/01./2007 Technical
Guadalupe Broo.. L7AJF3I3SL Guadalupe_Bro... 11 AF2007 Technical BESOT
Maggie Mielzen THPRJSY'S Magagie_Miglzen.. 091042007 Corporate Care BESO [v]
[<] I | (2]

Irnpart zettings
Check all

Impart phone call meszages

Import PIN meszages Irnport PIN subject Impart PIN bodytest
Import S5 messages Innport M5 bodytest

Import BBM meszages

l Apply ] Cloze

This interface works the same as the User Rights interface. The items checked for a selected user, or
users, will be imported into the Retain system, while the items not checked in the Import settings will be
omitted.
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To add a user, select add user and then select the user from the list. You may select multiple users at
once. The Add user(s) window ONLY shows the users that are not currently listed in the import section,
so it is impossible to add duplicates.

GWAVA Retain for BlackBerry Enterprise Server E
' Add user(s)
Select the user(s) from below:
Dizplay name FIM number Email address Active Last licenze change Giroup name Service hame |7
Tabitha Mo Clure  HIGEPKW4 T abitha_Mc Clur.. 09/27/2007 Marketing BESO1
Denize D aniel OL=MYPTE Denize_Daniel... 1042142007 Technical BESOT
Wictor Hurst L3kAEM LS Wictor_HurstE@c.., 111042007 Mational BESOT
FRobin Paul PSHYMFaH R obin_Paul@co.. 09/30/2007 Marketing BESO1
Stuart Powers BHYZCMHW Stuart_Powers... 1072772007 Technical BESOT
Ricardo Parrish FZSMEY 2B Ricardo_Parizh.. 11242007 M ational BESOT
Tanya Browning  PE3KOUTT Tanya_Browning... 1170872007 Technical BESOT
Gloria Todd TEATIRYY Gloria_Todd(Ee.. 09/27/2007 Service BESO1
Mandi Harding EBHLYCOS M andi_Harding... 1040142007 b arketing BESOT
Dena Kane SLICPOEF Dena_Kane@co.. 09/12/2007 Corporate BESO1
Danny Rogers DZR/LwFN [Danny Rogers.. 09/03/2007 Technical BESO
MikkiJohnzon GMREOGSE Mikki_Johnson.. 11414/2007 Marketing BESO1 b |
_Eurtis Ramirez ZHUZY 442 Curtiz Ramirez... [ 101042007 Accessom BESO ) adl
il
l Ok l t Cancel i

To Remove a user or users, simply select that user or users and then select the Remove button.
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Manage Auditors

The Rights manager allows you to create or grant

auditing rights to a user in your system. To spawn
the manager, select the ‘Manage Auditors’ button
from the configuration section of the Agent.

Configuration

Agent Mame: piwin2003

Archive DB: EBARCHIVE on 192.168.1.104
BlackBermy DE:  BESkgmt on 192.168.1.104

Manage Imports...

Auditor Rights Manager

& Create new auditor g Delete auditor

below

Py & dministrator Global Rights | Rights to Specific Users

Auditors Auditor rights
Fleaze select one or more auditors Fleaze zelect the global and [optional] specific rights below

|
[1& Sherman Mc Mahon
& Raulwhitaker Auditor Credentials
[]& Bridget Bass
[1& Chriz Hammond Full name: Adminiztrator
& Tina Mewmnan . ) -
CI& vickie Mueller Login name: | admin
[1& Owen Hartman
[1& Shelia‘Young
& Danluz
Da Carla Frazier Wiew Messages
& Jerod Farley
D% Tamrmie Sanchez Allow viewing of phone call meszages
Felicia Montoya
Ea Joanna Snowy Allows viewing of PIN messages
Da Juanita Reyes Allow viewing of SMS messzages
E% ﬁiltI;mBZraa?ai Allow viewing of BEM messages
[1& Heman Weeks
& Morica Blai
& ‘wesley fucher
CI& Jeff Berger Allow reviewing of messages
[1& Holie Newman . .
C1& Moses Peck Allows unmarking of reviewed messages
[1& Damell Osbaine
& Janine Vargas
& Staci Conway
& EricaHogan
& &ima Rivers
[1& Tahitha Pruit
[1& Hannah Beasley

Pazsword:

Fieview Messages

Enabled

Assign color 192,192,255 |v|

Allow viewing of PIM subject Allow viewing of PIN bodytest
Allow viewing of SM5 bodytext

Etra Functionality

Allow searching for messages
Allow exporting for messages
Allow printing of meszages

e e

To create an auditor, select the “Create new auditor” button from the

toolbar.

Enter the desired information for the new Auditor. This
user name is what the auditor will be known by in the
system and the login and password allow access through
the viewer to the data.

Once you have created the new auditor, you may select
them and modify their rights in the system.

§ @; Create new auditor 3 Delete auditor ‘

GWAYA Retain for BlackBerry Enterprise Server :z:
Create a new auditor
Fill ity the fields below:

Full name: |
Login name:
Paszsword:

Retype:

Cancel
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There are two ways to modify rights for new or existing auditors in the system, global and user specific.
The Global rights window applies the rights granted to the auditor to every user in the system, (present
and future). The “Rights to specific users” option applies to only the users specified in the list. The rights
listed and their effects in both modes are the same.

Global

The optional rights for auditors allow you to customize what an auditor has rights to modify or review.

The rights here are mainly self
explanatory. The full name, login
name, and password all change the
way the auditor logs in or is logged
in the audit log.

The Assign Color option allows you
to dictate the highlight color for the
auditor, (The color of the highlight
behind the messages that are
reviewed by this auditor).

The View messages, Review
messages and the Extra
functionality allow the restriction of
rights to the actual data that is
collected on the specific values
shown. This allows tight control
over what an auditor can do.

Auditor Credentials
Full narne: Adrniniztator
Login name: | admin

Passwond:

View Messages

Allow viewing of phone call messages
Allow viewing of PIN meszages

Allow viewing of SMS messages
Allow viewing of BEM messages

Review bezsages

Allow reviewing of messages

Allow unmarking of reviewed messages

Enabled

Azsign color: 192,192, 255 w

Allow viewing of PIN subject
Allow viewing of SMS bodytest

Allows viewing of PIN bodylext

Estra Functionality

Allow zearching for messages
Allow exporting for messages
Allow prirting of mezsages

[ ][

Newly created auditors start with no rights and no assigned color as default. This allows you to create
users without the risk of accidentally granting a right you did not specifically select.
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Rights to specific users

31

The user specific rights tab allows you to grant the auditor rights that affect only the users listed, and
only the rights listed for that user. You may grant rights specific to a certain user, or you may select
multiple users using the ‘shift’ or ‘ctrl’ keys while selecting to grant rights to a group.

Global Rights | Rights to Specific Users

Dizplay name User name FIM

Dustin Jacobs Dustin Jacobs B4B02G11
FRIHR

Wictor Hurst Wictar Hurst L3k EMMLA
Rabin Paul Rabin Paul PSHYMFAH
Ricarda Farrish Ricarda Farrish FZAEY 2B
Suzana Wiliams.. Suzana Wiliamz.. BFRICWT
Dena kane Dena Kane SLICPL3F
MikkiJohnzon MikkiJohnzon GMRE0OOSE
Cuirtiz Fiamirez Curtiz Flamirez ZHUZ vV 442
Bary Foberts B ary Foberts CWERCT3F

Herman Bauer  : Herman Bauer

<]
Wiew Meszages
] &llows view Phone calls
[ allove view PIN messages Allow view
[ &allows views SMS mezsages Lillows vigw
[ &llows view BEM mezsages

email address

Dustin_Jacobs...

Wictor_Hurstigic...

Service name

BESDT

{BESO1

BESO

Group hé Add user(s]

Remove uzer(s)

Corporaty

M ational

Robin_Paul@co.. BESO1
Rizardo_Pamszh.. BESO1
Susanag Wiliam... BESO1
Dena_Kane@co. BESOT
Mikki_Johnzon..  BESO1
Curtiz_Ramirez..  BESO1
Barry_Roberts@.. BESOT
FIM subject [ Al view PIN body

SMS bodptext

I ark.etin
M ational
|nternatic
Corporaty
bl ark ettin
Accesso
I ark.etin

Check, al
Uncheck all

Apply l l Claze

TO add users tO the ||St Se|eCt the add GWAYA Retain for BlackBerry Enterprise Server
)

user button and select the users from
the list. Repeat if necessary, though you
may again use the ‘shift’ and ‘ctrl’ keys
to select multiple users at once. The
Add user(s) list only shows the users
that are not currently listed in the user
rights list, so it is impossible to have
duplicates.

You may likewise remove users from the
list, and any rights that the auditor had
for that user which are not granted
globally will also be removed. Select

§ Add user(s)

Select the user(s) from belaw:

Dizplay name PIMN number
paul jones

daron parcell

Mancy Ray ECLTOCMO

Tabitha Mc Clure  HIGEPKW4
Deriize D aniel OL<MVPTS
Dustin Jacobs 4802611
Herman Bauer DOSFRIHA

Yictor Hurst L3MENML4
Robin Paul PSHYMFAH
Stuart Powers BHYZCHHw
Sean Pratt OBUF434M

Ricardo Parish FZIMEY2E

Eliaz Cartez L4ED4AFT
<

Graup name

Accounting
Marketing
Technical
Corporate
National
National
Marketing
Technical
Technical
National
Marketing

Service name Ermail address
BESOM Bonnie_Apers@.,
BESOM Claudia_Harvey...
BESO1 MNancy_Rap@Eca.,
BESO1 T abitha_Mec Clur..
BESO1 Denize_Daniel.
BESO1 Dustin_Jacabs.,
BESO1 Herman_Bauer..
BESO1 Victor_Hurst@c...
BESO1 R obin_Paul@ca.
BESO1 Stuart_Powers.,
BESO1 Sean_Pratt@co..
BESO1 Ricarda_Parish...
BESOT Elias Corezi@c...

Active

EHENENNEEREEEEEE

)

Aichiving User 1|

paul
daron
Maney
O Tabitk
O Deriig
Dustir
Herme
O Wictar
O Fiobin
O Stuart
Sean
O Ricarc |
[m) Elias (1)
>

Cancel

multiple or single users as desired.
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Archive Viewer

start the program from the start menu. (Programs | Beginfinite | GWAVA Retain for
cwava retain | BlackBerry Agent Viewer)
Archive Yiewer

u To start the viewer, locate the viewer icon on the desktop and launch the program, or

GWAYA Retain for BlackBerry Enterprise Server - Archive Yiewer 2.1.18.0

File Actions View Help

§ 9 Search... 3 Export... § a Audit Trail, ., § 3 Display: hd

~ User BIUWSE[J Search HesullsJ

HrFtone [ [T [Csms [ [

When you start the viewer, you are greeted by the blank viewer window. Before you can manage your
data, you must connect to the archive. Select “Login” from the ‘File’ menu.

File | Ackions  Wiew Help

F Export... E a Audit Trail... §

=] Exit

Retain for Blackberry Enterprise Server requires that you connect to one of the installed Retain Archiving
Agents. The Viewer always authenticates with an archiving agent, (it does not matter which one if
multiple agents are installed). If properly authenticated, the archiving agent passes the credentials of
the Retain DB (ip / user name / password) to the viewer. The viewer is then able to connect to the
Retain DB. The end user will never know the ip address, name, or password to the Retain DB. This all
happens in the background. Use the username and password which you used for the Retain Agent.
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Enter in the Agent address, (IP address or DNS), and if you changed the Agent listen port, change it here
as well.

The first thing an Administrator needs to do is to setup the Import Manager, so that logs can be
imported. Without setting up the Import Manager, no data will be available in the viewer or the
Retain database.

GWAYA Retain for BlackBerry Enterprise Server

Il ir pour

Usernarne: | admin |

s |
Agent address: | 10.1.1.104 |

Agent port; 3050 ﬁ

Pazsword:

ak. Cancel

The default name and password is admin | admin. You can change this from the Rights manager.

After you have entered the correct information, select OK to connect to the Agent.

GWAVA Retain for BlackBerry Enterprise Server - Archive Yiewer 2.1.16.0

File Actions “iew Help
[9 Expart a Audit Trail. Display:  Active Users -

Display name PIN number Email address Aclive Phane call
. Call type From/to name  Phone number  Device Date/Tim  Server Date/Time  Duration User name:
a daron parcell Claudia_Harvey..
8, Mancy Ray ECLTOCHD Nancy_Rap@ca
a Tabitha Mc C.. HIGEPKW4 T abitha_Mc Clur..
a Denise Daniel  DL<MWP78 Denize_Daniel
a DustinJacobs  5<802G11 Dustin_Jacobs..
a Herman Bauer  DOSFRIHR Herman_Bauer
a Wictor Hurst L3N ML Yictor_HurshEc..
£, Robin Paul PSHYMFAH Robin_Paul@co
a Stuart Powers  BHYZCNHW Stuart_Powers..
£ SeanPratt O8UF434M Sean_Pratt@co
a Ricado Pani.. FZ3MEY2E Ricardo_Parish..
&, Elias Cortez L4ED44FT Elias_Cortezi@c
a M arissa Sim.. HLOYORHwW M arissa_Simor...
a Antoine Rich. JAODLZ9W Antaine_Richard M
<] m ] [i] User BruwserL Search F\ssultsJ

Mrrene [0 [Csts [ 2

Logged in as Administrator (admin) , connected to agent 192,168,1, 1049050

Once you have connected, any data in the database should be viewable in the viewer.

Copyright © 2010 GWAVA Inc.



Retain for BlackBerry Enterprise Server

GWAYA Retain for BlackBerry Enterprise Server - Archive Yiewer 2.1.18.0

34

File

Actions

Wiew Help

P& audtTral..

a Display:  Active Users -

Digplay name
£ Abel Malone
a Abigail Lara
] L] 13

&, Albetto Dors.
£ Alevandia M..

£, Angelia Clake

£ April Mccall
£ Amando Ar.
3 Aszhley ¥aldez
£, Audrey John..
<]

£ Alice Robers..
& Alonzo Zimm...
& Amanda Hick..

£ Antoine Rich..
£ Antonio whe..

; @ Search. .. E? Export...

PIN number
ZRrZCGRA
S7BEVYDLC

208781 Alewandra_Moo...
O4ICJEMI Alice_Roberzon..
RSORGEYHM Alonzo_Zimmer...
IWHTKZES Amanda_Hickn...
ZBBRETPE Angelia_Clarke..

JAODLZS Antoine_Richard...
RJODTESC Antonio_wheele...
YPEVANIR April_Mccalli@co...
YFCOP4SE Armando_fmst...
O 3ELYEW Azhley Valdez..

J7MBUAFE Audrey Johnsto...

T
KEHRDDUY

Email address

Abel Malonet@c..

Abigail_Laral@c..

|

Call type Fromsto name  Phone number  Device Date/Tim  Server Date/Tim  Duration Uszer name M
Incoming - Mis. Rosa Richmo.. 0981118507 B/11/2007 19:01:.. 6/11/2007 13:01:.. 00:08:40 Dustin Jacobs [
Incoming - Co.. Tellp ‘Whyatt R23-6335369  5/01/2007 03:03.. B/01/2007 03:03:.. 00:34:51 Candy Mccann
Incoming - Co..  Brandy Castro 9820904070 114042007 021, 1140/2007 02:1... 00:24:51 Leo Reyes
Incoming - Mis. John Combs 730-8119288  3A03/2007 14:17.. 3/03/2007 1417 00:24:14 Wincent Rubia
Incoming - Co..  Fredenck Yo. 5123634848 1041942007 232, 10/419/2007 232, 00:43.34 Iriz Bray

Incoming - Co..  Kendall Black... 455-173-1180 FATA2007 1223 003738 ‘vonne Kauf.
Inzoming - Mis.. Maogie Bird 380-946-7248 104072007 12:2.. 10/07/2007 12:2.. 00:18:48 Staci Kim

Incoming - Co..  CheriSanchez  362-889-2212  9/26/2007 06:36... 9/26/2007 06:36... 00:16:44 Gilbert Doyle
Outgaing Christa Andr..  143-0824220  4A13/2007 1313 4/13/2007 1313 00:09:11 Shawn Rhodes
Outgoing |sabel Blevine 0467052084 R/09/2007 08:07... 5/09/2007 08:.07... 00:1362 Amanda Hick...
Incoming - Co.. Jamison Dod.. 404880-7424  B/26/2007 04:57.. 8/26/2007 04:57... 00:44:51 Audrey Johns..
Incoming - Mis. Trenton Logan  185-1155648  11/25/2007 04:0.. 11/25/2007 04:0.. 00:05:03 Alexandra Mo
Outgaing Karie Mc Da. 3741353155 10/11/2007 08:1.. 104112007 08:1.. 00:41:58 Eric Maman o]

User BlowserL Search HesultsJ

.F'hone

[ [T

[Csms [ [

D ate and Time: | FAFA2007 11:20:06 PM

| Call Type:

From/T o name: | Leno Pemy

| MHumber:

Druration: | 00:13:25

[

Mark as reviewed l

Review date  Auditor

Action

Logged in as Administrator {admin) , connected ko agent 192, 168.,1,104:9050

Select a user. Any items that have been reviewed by an auditor are marked in red.

The archive viewer has three major options to change or toggle the view; Quick viewer, Quick chart,
and Reviewer. These are toggled on and off through their respective buttons under ‘View’ menu.

The user list and the User Data panes in the window are the base of the viewer, and cannot be toggled
off. The other three windows along the bottom can be removed or combined as desired. The
configuration showed below has all three windows active.
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File Actions Wiew Help

; @ Search. .. i} Export... ; a Audit Trail,., ; a Display:  Active Users

Digplay name - PIM number Email address Act

a AbelMalone Z8vZCGRA Abel Maloned@c.. Call type Fromsto name  Phone number  Device Date/Tim  Server Date/Tim  Duration Uszer name M
a Abigail Lara S7BEVYDLC Abigail_Lara@c.. Incoming - Miz. Foza Richmo.. 096-1118507  BA11/2007 19:01:.. 6/11./2007 19:01:.. 00:08:40 Dustin Jacohs [
¢ AlanaH BTYOSP2L Alana_He: Incoming - Co.. Tellp ‘Whyatt R23-6335369  5/01/2007 03:03.. B/01/2007 03:03:.. 00:34:51 Candy Mccann

a Albeta Dors.. KEHRDDUW Alberta_Dorsey... Incoming - Co..  Brandy Castro 9820904070 11042007 021, 114042007 021, 00:24:51 Leo Reyes

& Alexandra M. HASETE Alewandra_Moo.. Incoming - Mis. John Combs 730-8119288  3A03/2007 14:17.. 3/03/2007 1417 00:24:14 Wincent Bubio

£ Alice Robers.. O4ICIBNI Alice_Roberson.. Incoming - Co..  Frederck Yo. 5123634848 1041942007 23:2.. 10/19/2007 23:2.. 00:4334 Iris Biray

a Alonza Zimm... RSORGEYM Alonzo_Zimmer... Incoming - Co..  Kendall Black... 4551731180  7AF/2007 1223, 7A7/2007 1223 003738 ‘wonne Kauf.

& Amanda Hick.. IWH7KZZS Amanda_Hickn... Outgaoing eo Pemy 924-0765913 FA0F 2007 0742007 =T

& Angelia Clake  2855ETPB Angelia_Clarke... Incoming - Mis.  Maggie Bird 380-946-7248 1040772007 1 104072007 1 Staci Kim

£ Antoine Rich.. JAODLZY Antaine_Richard.. Incoming - Co..  CheriSanchez  382-559-2212  9/26/2007 06:36... 9/26/2007 06:36:.. 00:16:44 Gilbert Doyle

& Antonio ‘whe.. RJODTEEC Antonio_wheele... Outgoing Christa Andr..  143-0824220  4/13/2007 1313 411372007 1313 00:0%11 Shawn Rhodes

£ April Mccall WPEVANIR April_Mecali@co... Outgaing Isabel Bleving 0467058084  5/09/2007 08:07... 5/09/2007 08:07... 001352 Amanda Hick..

a Amando Ar.  VYFCOP4SE Armando_rmst... Incoming - Co.. Jamison Dod.. 404880-7424  B/26/2007 04:57.. 8/26/2007 04:57... 00:44:51 Audrey Johns..

a Ashley Waldez O 3EUYEW Ashley_Valdez.. Incoming - Mis. Trenton Logan 1851155648 11/25/2007 04:0.. 11/25/2007 04:0.. 00:05:08 Alexandra Mo..

a Audrey John.. JTMEUAFZ Audrey_Johnsto... M Outgaing Karie Mc Da. 3741353155 10/11/2007 08:1.. 104112007 08:1.. 00:41:58 Eric Moiman 7]
< ] m | [l] | User Browser J Search HesultsJ

[ Mark as reviewed l

HrFtone [ [T [Csms [ [
Review date  Auditor Action
Date and Time: | 7/7/2007 11:2006 PM | Call Type:
From/T o name: | Leno Pemy | Mumber:
Druration: | 00:13:25 |

Logged in as Administrator {admin) , connected ko agent 192, 168.,1,104:9050

The Quick chart window pane displays a simple chart of the number of phone calls, PIN, SMS, and BBM
messages that the user has recorded in Retain. The graph shown rates the amount of items from 0 to
600 and provides a quick status of this particular user’s phone activities.

The Quick viewer window pane displays information on the selected item. For a phone call, it displays
the call time, recipient, duration, and when expanded, the call type and number.

The Reviewer window pane shows the activity that Retain has seen on this item. (This is the auditor’s
tool.) This lists when an item was listed as reviewed, and by which user. If an item is unlisted as

reviewed, that is logged as well.

Removing or deselecting any of these window panes allows for more room in the Archive viewer
window to display either the remaining options or the base viewer with the user list and item window.
This window has only the Reviewer active.
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File  Actions

View Help

i @ Search... ‘? Export...

& audit Trail...

a Display:  Active Users =

<]

Display name FIN number Email address Active ™
3 AbelMalone  Z3VZCGEA Abel Maloned@c .,
a Abigail Lara 87EEVYDLC Abigail_Lara@c..
& este A este L2}
a Alberto Dors.. KEHRDDUY Alberto_Dorsey...
a Alexandra M. 4vWx<8781 Alexandra_Moo..
a Alice Robers.. O4ICIBM| Alice_Roberson
a Alonzo Zimm.. RSORGEVM Alonzo_Zimmer..
3 Amanda Hick.. WHTRZZE Amanda_Hickm...
a Angelia Clarke  2885ETPB Angelia_Clarke...
a Antoine Rich..  JADDLZSW Antoine_Richard
a Antonio Whe.. RJODTESC Antonio_wheele..
a April Meocal WPEVAMIR April_Mceal@co..
a Armando Ar..  WVFCOP456 Armando_smmst
a AshleyWaldez  Ov3ELYEW Aghley_Valdez..
a Audrey John..  J7MBUAFZ Audrey Johnsto...
a Bary Roberts  CVEBRCT3F Barry_Roberts@..
a Bobbie Franc.. TXTSCWHZ Bobbie_Francis..
a Brandon Brig.. YJMBEI0S Brandon_Bright..
a Brandy Hang.. JDKFIGTR Brandy_Hansen..
a Bridgette Har.. EHBI4HTJ Bridgetts_Harrel
& BwonMNovak 826401 B yron_Movak(@..
a Candy Mcca. G3WETMYZ Candy_Meccann..
a Carla Tyler I<0HEEDJ Carla_Tyler@co
a Caralyn Marg... XTMEVIB) Carolyn_Margan...
3 Cazey Massey FPE1JS2Y Casey_Massey..
a Catherine Mo.. FTETPGAD Catherine_Mose..
a Cecil Sween.. W43TKEYT Cecil_Sweeney
a Chadwick Pa. GDAFLMwY Chadwick_Parks...

Hi
Bl

M

Call type From/to name  Phone number  Device D ate/Tim
Incoming - Mis. Rosa Richmo.. 09681118507 B/11/2007 19:01...
Incoming - Co..  Tely \Wwiatt 52363358369 570142007 03:03...
Incoming - Co..  Brandy Castra 9820904070 111072007 02:1
Incoming - Mis. JohnCombs  730-811-9258  3/03/2007 1447
Incoming - Co..  Frederick Yo. 5123634848 10419/2007 23:2..
Incoming - Co.. Kendall Black.. 4551731180 7A17/2007 12:23:

Incoming - Mis. Magaie Bid 380-946-7248  10/07/2007 12:2..
Incoming - Co..  Cheri Sanchez  362-883-2212  9/26/2007 0B:36...
Outgaing Christa &ndr..  143-0824220  4/13/2007 13:13:

Outgoing Isabel Blevine 0467058084  5/09/2007 08:07...
Incoming - Co..  Jamigon Dod. 404880-7424  8/26/2007 D4:57...
Incoming - Mis. Trenton Logan  185-115-5648  11/25/2007 04:0

Dutgoing Karie Mc Da. 3741333155 10/11/2007 08:1..

Server Date/Tim
E/11/2007 19:01:
/01 /2007 03:00
1141042007 021

30372007 14:17...
10/19/2007 23:.2..

FATL2007 12:23:

104072007 12.2..

9/26/2007 06: 3
41372007 1313

5/03/2007 08:07...
8/26/2007 04:57...

11/25/2007 04:0

10/11/2007 08:1..

Duration

00:24:51
00:24:14
00:43:34
00:37:38

00:18:48
0:16:44
00:03:11
00:13:52
00:44:51
00:05:08
00:41:58

User name: M
Dustin Jacobs [}
Candy Mccann

Lea Aeyes

Yincent Rubio

Iris Bray

Yvonne Kadf,

Staci Kimn
Gilbert Doyle
Shawn Rhodes
Amanda Hick..
Audrey Johns..
Alexandra Mo

Eric Noman ¥

User Browser | Seach Hesls

[ tark as reviewed

Review date Auditor

Action

Logged in as Administrator (admin) , connected to agent 192,168.1,104:9050

This window has removed all three options and maximized the User list and Data panes.

GWAVA Retain for BlackBerry Enterprise Server - &

ve Viewer 2.1.18.0

File  Actions

Wiew Help

4 @ Search... _? Export...

& Audic Trall..

n Display:  Active Users -

Display name
& AbelMalone
a Abigail Lara

PIN number
ZEVZLGRA
SFEEVYDC

Email address

fibel_Malone@e..

Abigail_Lara@®c..

Active

& Alberto Dors..
B Alexandia M
£ Hlice Robers.

& Angeliz Clarke
£ Antoine Rich.
£ Antorio Whe,
& Apil Mecall

& Amando Ar.
a Ashley Valdez
& Audiey John..
£ Bamy Roberts
£, Bobbie Franc

& BuronMovak
£ Candy Mcea
£ Cails Tyler

a Casey Massey
£ Cecll Sween..

£ Chadwick Ps
<]

& Alonzo Zimm..
& tmanda Hick..

& Brandon Brig..
a Brandy Hans..
a Eridgette Har..

& Cardn Morg..

£ Catherine Mo..

KKHRDDUY
AnE7E1
O4ICIENI
RSORGEVM
NHTKZZS
2BB5ETPB
JAODLZSY
RJODTEAC
WPEWANIR
WFLCOP4SE
O 3ELYEW
JTMELARZ
CVERCTIF
THTECYHZ
IMBEIRE
JDKFSGTR
EHEI4H1)
Uaze401
G3MSTMY2
I{OHEED.
KTMEVIB
FPE1ISZY
FFETPGAD
WAITEEVE
GDEFLNWY

Alberto_Darsey..
Alexandra_Moo

Alice_Roberson..
Alonzo_Zimmer...
Amanda_Hickm..
Angelia_Clarke...

Antoine_Richard..

Antonio_wheele

April_Mecali@co...

Armando_Amst..
Ashley Waldez..

Audrey_Johnsta..
Barry_Roberts@
Bobbie_Francis

Brandon_Bright...
Brandy Hansen..
Bridgette_Harrel..
Byron_Movak@..
Candy_Mccann

Carla_Tyler@eo

Carolyn_Momgan..

Caszep_Massey..

Catherine_Mosze..

Cecil_Sweeney..
Chadwick_Parks.

@Iy
[2]

Call type Fromfto name  Phone number  Device Date/Tim  Server Date/Tim  Duration User name h]
Incoming - Mis.. Rosa Richmo.. 0981118507 6/11/2007 19:01... 6/11/2007 19.00... 00:08:40 DustinJ acobs
Incoming - Co.. Telly Whyatt 0236335369 5A01/2007 03:03:.. 5/01/2007 03:03... 00:34:51 Candy Mccann |i
Incoming - Co.. Brandy Casztro 9820304070 11410/2007 021.. 114042007 02:1.. 00:24:51 Leo Reyes
Incoming - Mis. John Combs 7308119258 3/03/2007 14:17... 3/03/2007 14.17... 00:24:14 WVincent Rubio
Incaming - Co.. Frederick Yo 5123634848 101942007 23:2.. 10/19/2007 23:2.. 00:43:34 lriz Bray

Incoming - Co..  Kendall Black.. 4551731180 7/A17/2007 12:23... 7/17/2007 1223, 00:37:38 Yvonne Kauf
Incoming - Mis. Maggie Bird 300-946-7248  10/07/2007 122 10/07/2007 12:2.. 00:18:48 Staci Kim

Incoming - Co.. CheriSanchez 3682553-2212  9/26/2007 06:36:.. 9/26/2007 06:36:.. 00:16:44 Gilbert Dople
Outgoing Chrigta Andr.. 1430824220 4413/2007 1313, 413/2007 1313 00:08:11 Shawn Rhodes
Outgaing Isabel Blevins 0467058084 5/09/2007 08:07-.. 5/03/2007 08:07:.. 00:13:52 Amanda Hick.
Incoming - Co.. Jamizon Dod.. 404880-7424  B/26/2007 04:57:.. B/26/2007 04:57:.. 00:44:51 Audrey Johns
Incoming - Mis. Trentonlogan 185-115-6648  11/25/2007 04:0.. 11/25/2007 04:0.. 00:05:08 Alewandia Mo.
Outgoing Karie Mc Da. 374133-3185  10/11/2007 0&:1.. 10/11/2007 08:1.. 00:41:58 Eric Morman
Outgoing Megan Contr.. B825-300-8820  8/28/2007 08:10.. 8/28/2007 08:10:.. 00:00:14 Dana Murilla
Incoming - Mis. EileenMorgan BES-4B0-0683  12/24/2007 21:3.. 12/24/2007 21:3.. 00:10:23 Denise Daniel
Incoming - Mis. Ywonne Mcki. B32-EB0-7810  12A112/2007 14:2.. 12/12/2007 14:2.. 00:08:17 Oscar Gibsan
Incoming - Mis. Rita Rath 4173964770 102742007 19:2.. 1072142007 19:2.. 00:21:24 TrentWilsan
Incoming - Mis. 3074277295 BA1/2007 21:46.. 641172007 21:46... 00:31:13 Jackie Huff
Outgoing Don‘wells 5176262386 9/04/2007 09:24:.. 9/04/2007 03:24:.. 00:01:31 Philip Rose
Outgoing Phillip Davila F3B0437027 742372007 08:22.. 7/23/2007 06:22:.. O0:16:11 Lynette Mueller
Outgoing Sandra Cord.. B622-7548654  4/28/2007 12:40.. 4/28/2007 12:40... 00:11:55 Dexter Collier
Incoming - Mis. Shem Lawre. B731757294 12/20/2007 0E:3.. 12/20/2007 D6:3.. 00:09:40 Frederick Glo
Incoming - Mis.. Lakeisha Mc. 3931982577 10/31/2007 04:3. 10/31/2007 04:3.. 00:23:04 Tiina Chapman
Incoming - Co.. Teddy Jacob.. 243-150-8031  7/28/2007 00:45:.. 7/28/2007 00:45... 00:17:03 DustinJacobs
Outgoing Sonia webb BB0-044-1474  7/23/2007 1918, 7/23/2007 1318, O0:16:19 Dylan Yaughan
Outgoing Becky Stokes  447-112-B072  7A0/2007 20048:.. 7/410/2007 200:48... 00:13:56 Brandy Hansen M
UserBrowser | Seaich Resulks

Logged in as Administrator {admin) , connected to agent 192, 168.1.104:9050
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The User Data Pane has three tabs. The Phone call, PIN, SMS, and BBM tabs will be populated with data
only if you selected Retain to monitor and import this data from the BlackBerry Enterprise Server logs.
The BlackBerry Enterprise Server must be set to monitor these interactions before data will be available

to Retain.

Retain for BlackBerry Enterprise Server

The different windows and the data that they show are displayed below.

| PIN519) | SMS (503)

Call type From/to name Phone number Start date Diuration Commatd Llger name

Outgaing Tabatha *wilzon 871613-6242 FAOBA2007 12:36:21 00:35:36 Add K.evin Maldonado
Outgaing E duardo Hamilton 9RERZ232098 8/24/2007 10:08:04 00:32:52 Update K.atie Horton

Outgaing Abigail Riddle FET0237195 8/30/2007 22:57.23 00:11:34 Update Fafael Acevedo

Outgaing Fene Frice 0463207355 B/04/2007 23:03:20 000123 Update Alana Hester

Outgaing Latorya ke Daniel 846700-3093 4/01/2007 10:38:44  00:40:19 Update Micah Sellers

Outgaing Debbie Branch B23-902-6502 B/27/2007 20:40:06 00:44:58 Update Julia Grimes

Outgaing Sonja ¥ oder 2311312 22642007 13:47:34 003411 Update Ozcar Gibzon

Outgoing Foy Gilmore 477408-5124 872342007 01:44:37  00:43:54 Add Sandra Cazey

Outgoing Dante Savage 207825-6201 912007 20:2318  00:36:15 Update Alonzo Zimmerman
Outgaing Beth Hines 059-72819597 341042007 14:58:20 00:02:39 Add Denise Johns

Outgaing Lucas Higginz 922-776-033 9/24/2007 15:01:07  00:04:47 Update Ebony Harrizon

Outgaing Leo'Wang 319542-3404 11/06/2007 09:03.. 001232 Update Audrey Johnston
Outgaing Traci Mcarath A18456-3339 9/24/2007 18:17:46 00:38:35 Add Cecil Sweeney |
Oitaning bdiltesn Chan 2OARTEN 1272007 0114 002110 Add Burcwn Moweal Indl
Messagetyp  To Cc Beco From Subject Bodytext Sendfreceived d  Command Usemame il
Incoming 2IBHAVES WYSABICW Maggie Miel.. Hithere Quad raren... 4/01/2006 20:01.. Add “Wivian Butler
Incoming YOLLECLS 2T3HARYY Cazey Maz. Heyl Multum gra.. 8242007 2205, Add Ricardo Par..
Outgoing AGEBSRTH Jenifer Bird Got anew c.. Quad raren.. 3/18/2007 18:07.. Add Chastity Fo..
Incoming 9BRS9KEY  YEMIYFTE Raobin Paul Retain Quad raren.. 11/06/2007 22:3.. Add Jesus Patel
Outgaing WRWT S Gabriela Le.. Downloads Wersuz esz. 5A15/2007 09:55. Add M arvin 'wade
Incoming BDSwWEYHS Clarizza Bri.. by 8820 de.. Pro linguen.. 3/09/200610:59. Add Bonnie Apers
Incoming WDSEEEAI Gretchen Di. Gonna have. Versuz ess. 2/08/2007 1516, Add Jonathan M.
Incoming SOLBLSTA Loretta Vale.. Call me Tam quo, et.. 1/17/2007 01:03.. Update Oilando Re..
Incoming LOG2G1YL Kewin Mald. Femember. Longam, e f. 11/21/2007 12:3.. Add Cazey Mas..
Outgaing BG7ILETA Mark Hanco. Give me a q. Multum gra.. 9/13/2007 11:18. Update Brandy Han..
Incoming T4EREUTC Elena Howa.. My pc broke.. Pro linguen... 1/31/2007 08:16.. Add Lakizha Mc...
Outgoing C2RTSW0S Leticia Flow.. Fetain Multum gra.. 5/13/2006 0454, Add Fiobin Paul
Outgaing P3UZB0E7 Micheal Mar.. ‘with may Sed quad e.. 541742007 00:22.. Update Armando Ar.
Outgaing WZIHEZ Jennifer Roy  Heyl Fro linguen... 9/16/2006 03:40.. Update Mathaniel A..
Incoming BBEVIGEES Leo Reyes Fietain Et quad esti. 9/07/2006 09:13.. Add wiendell Oc. |
linearning DGRBS bdoenan ufe  IHnarso bdulbien ars AMTIOOO0E NS08 |lndats b el Bttt 1Y)
Email address Message type  To Fram Bodytest Send/received dat  Message stat Command User name ad
invalid@comp..  Outgoing QUEI39 Jennifer Roy Id eudiz quo li.. 81720061713 T« Sent Add Gretchen Diaz
invalid@comp..  Incoming UBJDIMSH Candy Mccann  Sed quad feci. 10/07/2006 23.11.. Rx_Received Add Antoine Rich...
invalid@comp..  Outgoing WwMYHELT Stefanie Booth  Quad rarendu.. 8/09/2006 05:25.. Tw_ Sent Add Jared Keith
invalid@comp..  Incoming RCILL3MF Jenifer Bird Tam quo, et p.. 5A2/2007 20:46:.. T _Sent Update Marvin Wade
invalid@comp..  Incoming TLEIFIRY DonHatman  Longam, e fu. 3/01/200612:37.. HRx_Received Update Scoft Wade
invalid@comp..  Incoming C7GES1258 Donowvan Sus. Wersus esset. 7AB/2006 02:49.. Tw Sent Add Loretta alen...
invalid@comp..  Outgoing FIPORESY Shemy Woods  Tam quo, et g.. 4/159/2007 00:12.. Rx_FReceived Add Amanda Hick..
invalid@comp..  Incoming ALUYTOFOA Tarya Lambert  Quad rarendu.. 5/28/200611:41:... Rx_Received Add Antonio ‘whe...
invalid@comp..  Incoming FKI17LZRE Trina Chapm.. Quad rarendu.. B/27/2007 00:41:... Rw Received Update Elias Cortez
invalidEcomp..  Incoming TARTPSCO EvaMontaya  Multum gravw. 542042007 02:59.. Rx_Received Add Gwendolyn B..
invalid@comp..  Incoming DCOxO0&WD  Joyce Lloyd Wersuz esset. 1/01/2007 12:28.. Tx Sent Update Lorena Baster
invalid@comp..  Outgoing MZKHEXSC Jimmie Jenki. Eb quad estis. 1278/2006 1307 A2 _Received Update Meghan Heb..
invalid@comp..  Outgoing FOMIPTWH K.atie Hortan Id eudiz quo . 8/06/2006 02:43:.. T Sent Update Gloria Todd
invalid@comp..  Outgoing Q21EMWHH Trina Chapm.. Tam quo, et p. 12/16/2006 16:32.. Rx_Received Update Fandall Jime...
inwalidfficame  lneamina EPEHVCE Do Dlowne  (uiad rarsndi B2 9007 1614 Tu Cant Lindata Takitha bde 0 1Y)

Copyright © 2010 GWAVA Inc.




Retain for BlackBerry Enterprise Server 38

View Audit trail

Retain also tracks the movement of all Auditors in the system. Select the ‘View audit trail’ button from
the tool bar and the audit trail window will be spawned.

File Actions Wiew Help

@ Search... [ﬁ‘ Export...

a Cisplay:  Ackive Users -

GWAVA Retain for BlackBerry Enterprise Server

View audit trail

IDrag a colurmn header here to graup by that calurn. —
Executed on Auditor uzer name Auditor display name Action Perfarmed on auditor display name Performed an auditor user tE
9/09/2008 11:5.. admin Adrniristrator Lagin

8/18/200815:4.. admin Administrator Logout

8/18/200815:4... admin Adrinistratar Lagin

8/M18/200815:4... admin Administrator Logout

8/18/200815:4... admin Administrator Login

8/18/200815:4... admin Administrator Logout

8/M18/200815:4.. admin Administratar Lagin L
8/18/200815:3.. admin Administrator Logout T
8/18/200815:3.. admin Administrator Login

8/18/200815:3.. admin Adrinistratar Lagaut

8M8/200815:3.. admin Administrator Lagin

8/18/200815:3.. admin Administrator Logout

8/18/200815:3.. admin Administrator Login

8M8/200815:2.. admin Administrator Logout

8M18/200815:1...  admin Adrmiristrator Edit auditar Owen Hartman Chrig b |
8/18/200815:1... admin Administrator Login

< | I |

This window shows the footsteps of the auditor through Retain and reports each action taken.
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Export Items

File Actions

&4 search...

Wiew  Help

Active Users -

& Audt Trail... i 8 Display:

GWAVA Retain for BlackBerry Enterprise Server

E= Export

Ewpart

“what do you want to export?

What datatype do you want to export?

FPaper zpecification

() User data Export phone call data ) Portrait
) Search result data Export PIN data (#) Landscape
Oy export selected rows Export SMS data | Letter M|

E sport

The Export Items function allows you to publish data from Retain to other formats. You can either
export the User data, (all data specified in the export window), and then clicking export, or export the
entire search result.

The export function grabs all user data and search results. If you wish to export only a section of the
results, tighten the search criteria or edit the exported data.

After you have chosen the data type and Paper specification you desire, select the Export button.

Select the filename ? X
Save jn: |@ Desktop M [ s s
You can now choose the filename and vy Documents
type to which Retain will export the data. 3ty Carputer
My Recent GMY Metwork Places
Documents | |5 Create BEDemo
. I download
Browse to the location and enter the @ (CoRetainfor-8E5-1.1.0.0
filename you wish to save the data as. Destop | [EDFeSesoflorecto
T Chscreenshots-1
. . ) Stemeages
Export allows you to publish the data in MyDEmS FEIRTEES 1,0,pdf
. Z# Sh d
three different formats; .xls, .pdf, and e shortes to Secord ()
Xps. Choose one of these from the Save
as type and select Save. My Computer
| " File name: |user_reporﬂ M I Save I
ﬁﬁﬂbe pftdf mef[| p[xdf] ] by Metwark, Save ag type: |Adobe pdf file [*.pdf) M [ Cancel ]
ICTOE0 KpE THE | 5pE
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If you selected Export to do so, or left it as default, the document will open after it has been saved.

(This is an exported log excerpt from a two page .pdf, portrait size output file.)

40

kall type EFromfto name ?:’hme number %!ﬁr! date i[)ura!ion iCommand *Jser name
Incoming - Completed Guillermo Ball 3456694398  6/01/2007 04:22:53 00:40:00 Add Ebony Harrison
Outgoing Neal Rocha 863387-3138  8/11/2007 13:48:36 00:41:43 Add Lamont Larson
Incoming - Completed Gretchen Bamett 139-1371988  4/15/2007 00:09:19 00:42:39 Update Gabriela Lester
Incoming - Missed Call, Unopened Levi Galloway 164-5537354  6/02/2007 02:14:31 00:06:23 Update Timothy Schmitt
Incoming - Missed Call, Unopened Claude Kelly 2277870047 7126/2007 10:32:26 00:27:30 Update Curtis Ramirez
Incoming - Missed Call, Unopened Chadwick Ware 228033-8374  5M14/2007 05:56:04 00:03:00 Update Shawn Rhodes
Outgoing Victor Wolf 178806-5078  4/24/2007 07:01:09 00:33:08 Add Armando Armstrong
Outgoing Donna Fowler 353-904-9528 9/24/2007 15:57:31 00:38:25 Add Orlando Reed
Incoming - Completed Randal Wheeler 483-6984037  6/23/2007 19:11:18 00:32:50 Add Gwendolyn Byrd
Incoming - Missed Call, Unopened  Gilberto Forbes 776-5829483  9/14/2007 02:58:06 00:25:17 Add Shari Mc Bride
Incoming - Missed Call, Unopened  Penny Crawford 907-297-0123  7M15/2007 05:19:58 00:14:14 Add Denise Valenzuela
Incoming - Missed Call, Unopened Kenneth Knapp 485109-9908  6/29/2007 16:37:06 00:22:38 Update Lamont Larson
Incoming - Missed Call, Unopened Jay Morrison 1577922436 112172007 13:13:33 00:15:12 Update Joan Mullen
Incoming - Completed Latisha Jordan 321-916-2796  8/13/2007 10:40:41 00:30:48 Update Guadalupe Brooks
Incoming - Completed Jarrod Ritter 129-104-9227  12/30/2007 02:59:16 00:22:10 Update Jenifer Bird
Incoming - Completed Janelle Bradford 833-895-5042  6/11/2007 14:29:57 00:19:22 Update Tia Mays
Incoming - Missed Call, Unopened Constance Moses 627419-2428  9/03/2007 07:16:00 00:23:19 Add Clarissa Briggs
Incoming - Missed Call, Unopened Jeannette Pham 0316043490 3/23/2007 07:56:08 00:04:50 Add Jonathon Allen
Incoming - Completed Glenda Marshall 8513954465 10/11/2007 23:51:52 00:41:36 Add Kristina Melendez
Incoming - Missed Call, Unopened  Kristen Obrien 964583-8786  7/23/2007 11:06:44 00:26:57 Update Martin Mc Gee
Outgoing Andre Noble 015409-9136  6/23/2007 02:17:13 00:10:12 Add Alice Roberson
Outgoing Roberta Moyer 2353374835 9/22/2007 09:35:42 00:38:01 Add Mark Hancock
Incoming - Completed Perry Zimmerman 8727748335 6/22/2007 09:05:33 00:43:48 Update Larmry Joyce
Incoming - Completed Reginald Haynes 493-936-6326  10/15/2007 15:23:14 00:31:01 Update Diane Mc Intyre
Incoming - Missed Call, Unopened Toby Hogan 5164873102 6/28/2007 22:53:57 00:22:32 Update Dustin Jacobs
Incoming - Completed Lucas Sellers 896-366-6848  5/27/2007 11:48:07 00:27:52 Update Felix Shannon
Incoming - Completed Bonnie Hobbs 658-281-0177  5/14/2007 14:03:20 00:25:33 Update Jonathan Manning
Outgoing Alisha Logan 3651833654 712312007 05:23:33 00:04:27 Update Margarita Mc Dowell
Incoming - Missed Call, Unopened Cassie Watkins 1689153822 10/05/2007 06:00:16 00:29:07 Update Joan Mullen
Outgoing Robyn Rubio 994-06326509  9/28/2007 14:16:47 00:39:08 Add Mandi Harding
Incoming - Completed Bobbie Chung 838326-1710  10/12/2007 06:41:22 00:41:37 Add Nathaniel Arellano
Incoming - Completed Abraham Huerta 776-861-3062  5/08/2007 09:26:21 00:24:26 Update Lamont Larson
Outgoing Sarah Pacheco 184-710-9347  8/07/2007 11:38:09 00:40:58 Add Maggie Nielsen
Incoming - Missed Call, Unopened Chad Daugherty 086-374-2098  4/23/2007 13:44:33 00:21:44 Update Dustin Jacobs
Incoming - Completed Lakesha Morrow 2117777220 12/26/2007 16:24:18 00:44:04 Update Chiristy Irwin
Incoming - Missed Call, Unopened  Philip Leach 381-581-6576  5/14/2007 05:49:41 00:14:13 Add Martin Mc Gee
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Search Items

File actions Wiew Help

& audit Trail...

The Search items option allows you to search the entire
Phone, SMS, BBM, and PIN records for any criteria you

provide. To create a search, first select the Search items button from the toolbar. The search items
window will appear.
GWAYA Retain for BlackBerry Enterprise Server

Searchingrordata—| o

A search consists of bwo things: Specify which users you want to uge from the list

-Selectingusers to search on () Search on all users in the list [200]

- Specifying the search critenia () Search on all SELECTED users in the list (0]

Etontrgc:hsea;g‘rlstcellanTsfolf?Dlz ac';i tgz[";?;?g;:b'::;i‘?osﬂ; be Digplay name FIN number Graup hame Service name Email address Active Archivi| ™

the two. Such a combination of users and criteria is called a

Searcht BonrisAyers  UGSEISG Techrical BESDI Bannie_Ayers@.. =

‘ou can specify the users to search on and the message Claudia Harvey HBOKRITZ Accounting BESO1 Claudia_Harvey.. |

gl et i dog o oo ey Momyay  EOLTOM)  sccowing gD Nancy_Fayaco =
Tabitha Mc Clure H1GEPKW4 Marketing BESO1 T abitha_Me Clur. F
Dienize Daniel OL<MVP7E Technical BESO1 Drenize_Daniel .. F
Dustin Jacobs S<BO2GT11 Corporate BESD1 Dustin_lacobs [
Herman Bauer O0SFRIHR M ational BESO1 Herman_Bauer.. [
“Wictor Hurst L3bdEMMLE M ational BESO1 Wictor_Hurst@c.. F
Robin Paul PSHYMFAH Marketing BESON Robin_Paul@ca... F
Stuart Powers BHYZCNHW Technical BESO1 Stuart_Powers... F
Sean Pratt O8UF434M Technical BESO1 Sean_Prati@co.. =
Ricarda Parrish FZIMEY2E Mational BESD Ricardo_Parish.. F
Elias Cortez L4ED4AFS M arketing BESD Elias_Cortezic.. =
I arigza Siman HLOYORHW Sales BESO M arizza_Simon.. EM
< i I |i]

Load search Save search Load group Save graup

Lo o ]

If you already have a saved search, you can select the Load search option; otherwise the system
assumes that you wish to create a new search. At any time, if you wish to save your search, selecting the
Save search button allows you to do so.

To perform a search, you must first select which users and item types will be searched. The system

allows you to either search on all users in the system, (this system has 200 users), or you may opt to
search in only the selected users. This requires that you select one or more users from the list.
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Once you have selected the users you wish to search in, you must then select which item types you wish
to search through. (All types, SMS, BBM, phone, or PIN.) Click on the “Messages to search for” tab

above the user selection window 5
pa ne. “what messagetypes do you want to search for:
Incoming messages only Outgoing messages only Ineoming and outgoing messages

Before you can select any of the
message types you wish to
search through, you must select
either the Start new criteria, or
Load criteria button.

After you have selected the Start
new criteria, or loaded new
criteria from a saved search, you | S——
that the search applies to.

YWwhat messagetypes do you want to search for;

Add criteria row Drelete criteria row

Phone callz FIN meszages SMS meszages

Incoming messages only COutgoing meszzages anly Inzoming and outgoing messages

The boxes with check marks in them are active and will have the search applied to them.

Now that the message types have been selected, you may add search criteria. Select the Add criteria
Row button from the bottom of the window.

Friendlpdatafield Condition Walue Operatar

v

[ ket figld] Cantains
Fram/ta name Iz equal to OR

Fromdta phone number Starts with

i Endz with
Elapzed time .
Call date Containg not

M atches reqular expression

The dropdown window menus are shown here. To access the dropdown windows, double-click on the
desired field, then select the operator. The Value field is the area where you manually add the
keywords to search for. If you wish to add more than one search criteria, use the AND, OR operator and
select the Add Criteria Row button again, and then input the desired search information. Repeat as
desired.

Click the Search button when you wish to perform the search.
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After the search is
complete, you will be
returned to the main
viewer screen. The
search results are
listed under the search
results tab, at the
bottom of the User
data/Search results
window. To toggle
between the two, use
the tabs.

This search data can be
organized and printed
or exported in the
same manner as the
User data results and
information can.

If you wish to save the
search criteria, select

the Save criteria button from the bottom of the

search criteria window.

You will be prompted to create a save name and a

description.

Unsaved criteria will remain in the search window
until new search criteria are specified, or the

program is restarted.

Retain for BlackBerry Enterprise Server 43

Call type Fromdto name Phone number
Outgoing b arci Franklin (B5-285-6348

Start date Duration Command User name
BA2/2007 07 001348 Add Joan tullen

Mark as reviewed

Rewview dat  Auditor Action

Date and tirme: | B12/2007 7.16:26 Ak

| Call bype:

Fram/T a name: | b arci Franklin

| MHumber:

Duration; | 12:13.46 AM

GWAVA Retain for BlackBerry Enterprise Server

Mame of the criteria:

Description:

search 1

First search criterid

=
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Customizing the Viewer

Retain allows the user to extensively customize the viewer to fit any environmental need. The toolbars,
viewer panes and viewers can be moveable and edited. The viewer panes can also be detached from the
main window to ‘float’ as their own independent window on the desktop.

Changing and customizing the toolbars

§ ‘ﬂ;, Archive login _? Export items -

§ ‘,E‘, Rights manager %3 Import manager a Wiews audit trail B

§|@ Quick viewer |ﬁ Quick chart |Ln Reviewer |ﬁ

Actions
Panes

tbRights

Lock the Toolbars

Custaormize. ..

There are three different toolbars in the Retain Viewer:
Actions toolbar — Archive login, Search ltems, Export Items, Charts, User Properties
Panes — Quick viewer, Quick chat, Reviewer
tbRights — Rights Manager, Import Manager, View Audit Trail

You can remove or add toolbars, add or remove buttons, and move these toolbars. To remove or add a
toolbar to the viewer, right click on the toolbar area in the window, and select the toolbar you wish to
add or remove from the right click menu.

All panes and items in the viewer which are not locked are available to be moved. The toolbars are the
only items which can be locked into place. Moveable items are noted by the four vertical dots at the

top-right edge of the item you wish to move. ’m' = R R ﬂ

A simple use of this, for instance, to maximize the view panes on a monitor, is to expand the main
viewer window and click and drag the toolbars and set them end-to-end.

GWAVA Retain for BlackBerry Enterprise Server - Archive viewer V1.1.0.1 build 3070

File Actions View Help
&, Archive login - &3 Searchitems [ Exportitems [a@ Charts =] User properties -] 7 Rights manager <3 Import manager a View audit brail B‘@ Quick wiewer |ﬁ Cuick chart ILB Reviewer |B
Display name PIN number Email address Active " m
_g Bonnie syers  UGSEIVEG Bonnie_dyers@.. | Call type Framéto name Phone number Start date Druration Command User name 7
5 Claudia Harv.. HBOKRITZ Claudia_Harvey.. Incaming - Complet... Guilermo Ball 345669-4398 E/01/2007 0d:22 . 00:40:00 Add Ebary Harrizan
| ™| Outgoing Meal Rocha 863387-3138 8/11/2007 13:48.. 00:41:43 Add Lamant Larzon
Q Tabitha Mc C.. H1GEPKwW4 T abitha_tc Clur Incoming - Complet.. Gretchen Barnett 1391371988 4/15/2007 00:0%... 00:42:39 Update Gabriela Lester
4 Denise Daniel  OL<MYP7E Denize_Daniel.. Incoming - Missed..  Lewi Galloway 164-5537354 E/02/2007 02:14:.. 00:06:23 Update Timathy Schmitt
_Q Dustindacobs  B4B02G11 D ustin_Jacobs Incaming - Missed.. Claude Kely 22F7aT0047 FA2BA2007 10:32.. 00:27:30 Update Curtiz Ramirez
£, Heman Bauer 00SFRIHR Herman_Bauer.. Incoming - Missed.. Chadwick 'Ware 2280338374 51442007 05:56:... 00:03:00 Update Shawn Rhodes
& Wictor Hurst L3r5MILS Wictor_Hursh@e Outgaing Wickor Walf 178806-5078 442442007 07:01:... 00:32:028 Add Armando Ammstro..,
4 FRobin Paul PSHYMFAH Robin_Paul@ca.. Outgoing Dorna Fawler 353-904-9528 9/24/2007 15:57... 00:38:25 Add Orlando Reed
£ Stuart Powers  BHYZCNHW Stuart_Powers... Incoming - Complet.. Randal Wheelsr 433-6384037 B/23/2007 19:11:.. 00:32:50 Add Gwendolyn Byrd
5 Sean Pratt D8UF434M Sean_Pratti@ico.. Incoming - Missed.  Gilberto Forbes 776-5823483 9414/2007 0258 . 00:25:17 Add Shari Mc Bride
£ Ricardo Pari.. FZ9MEVY2E Ricardo_Parrish.. Incaming - Missed.. Penny Crawford 907-257-0123 TA5/2007 05:1%.. 00:14:14 Add Denize Valenzuels
£ Elias Cortez L4ED44F3 Elias_Cortez@c.. Incoming - Missed..  Kenneth Knapp 485109-3309 B/29/2007 16:37:.. 00:22:38 Update Lamant Larsan
_Q M arizza Sim..  HLEYORHW Marisza_Simon... o Incaming - Missed.. Jay Mamison 1577922436 11212007 131, 001512 Update Joan Mullen o
< T T 3] || Userdata| Search results

The gray buttons on the end of the toolbars allow you to add or remove items from the toolbar.

The menus here contain the buttons allowed for each toolbar,
and can be deselected to remove, or selected to add them to
the toolbar.

&dd or Remave Buttons = I Actions 4

tbRights 3

Panes 3

Custornize...
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Changing the viewer panes

The viewer panes have the option to be detached from the viewer window completely and float on the
desktop as independent windows. To move a pane to another location in the Retain Viewer, click and
drag the pane title bar to the desired location. As you drag, you will notice hot buttons appear which
allow you to drop and resize the pane to the pre-designed location and size. If you avoid the hot buttons
then the pane will set wherever you drop it on the viewer window.

If you do not drop the window pane in the viewer window, or set it in an area which the viewer does not
recognize as an anchor spot, the pane will float on the desktop. Floating panes act as their own
independent windows, and as such, can be resized a moved independently from the main viewer
window. You may also detach, or float, a pane from the right click menu. Right clicking on a pane title
bar allows you to float or hide a pane at will.

GWAYA Retain for BlackBerry Enterprise Server - Archive viewer ¥1.1.0.1 build 3070

File Actions View Help
§ ‘;b Archive login @ Search items _? Expatt items Q Charts || User properties B

§ 7\ Rights manager %8 Import manager a Wiew audit trail -]
“@ Quick viewer |ﬁ Quick chart |[R| Reviewer |B

Display name FIN nurmber Email address Active "

£} Borniedypers  UGSEIVG Bonnie_dpers@... 3

£}, Claudia Harv.. HBOKR3TZ Claudia_Hareey... __

Iy 2 Raj y_Ral Call type From/ta name Phone number  Start date Duration Command User name
5, Tabiha bc C.. HIGEPKW4 T abitha_Mc Clur = = [= o [= = [=
g Denize Daniel  OL<MVP?E Drenize_Daniel..

£ DustinJacobs  5<B02G11 Drustin Jacobs..

£, Heman Bauer  OOSFRIHR Herman Bauer..

g Wickar Hurst L3kBMHMLA Victor_HustEe.

£, Rabin Paul PSHYMFAH Robin_Paul@co...

£ Stuat Powers  SHYZCNHW Stuart_Powers..

£, SeanPratt D2UF43aM Sean_Pratti@co..

£}, Ricardo Pari.. FZIMEYZE Ricardo Parrigh..

g Elias Cortez L4ED44FS Elias_Coitez(Ec

£, Marissa Sim.. HLOYORHW I arisza_Simon

& Antoine Rich. JAODLZ® o
£, Erica Petty T2 Ew
£ Tanwa Brown.. PE3KOUTT Wrtone e Clsmis
1§ Bridgette Har.. EHBIAH1 h results
£} Guadalupe B.. L7JF335L
£ Maggie Niels. THPPISYS
£}, Gloria Todd TZATIRTY
g tandi Harding  EBHLYCOS
£ ElenaHoward  S4BTRE7M
£ Sussna Wil BPHLICW?
< 1l

Logged in as Administrator (admin)

To return a floating pane to the main viewer window, either drag and drop the pane to an anchor
location in the main window or right click and unselect the floating option to return the pane to its
default location.

Floating

All panes will return to their original location on restart of the viewer application.
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The viewer allows you to organize and filter the data shown in the user list, search results, and user data
panes. The two different ways of organizing the data are filtering and grouping. Filtering works like a
miniature search, only displaying the information that fits the particular criteria you set as the filter.
Filters are set on columns in the data fields. Grouping uses the column headers to organize the data into
a tree, where you choose the hierarchy for the grouping tree.

Both of these options use columns. To view which columns are active in the data panes, right click and

select Show columns from the menu. The list that
opens shows the active columns, and allows you to

add or remove columns.

By default, filtering and grouping are turned off. You
enable and disable both options from the right click
menu by selecting ‘Toggle’ for either option to turn on, or off, the

desired option.

When either option is enabled the data pane where the option is

§  Toogle filtering Display name
Clear &ll filters PIM number
Toggle grouping [ Graup name
Clear &l groups L] service name

Email address
Show colurmns | 3

Active

Archiving

[ created on

[] Deleted on

[] Activated on

enabled expands to display the option area.

The grouping option spawns the area above the columns, whereas the filtering option adds a row
directly beneath the column headers.

Dizplay name PIM nurmber
B! =

£, Heman Bauer  005FRIHR
A4 Alice Robers.. O4ICIENI
8 Darick Cruz ODUEP4YT
A Jozhua Suar. OMILEHM3Z

Email addrezs Active

(=] I

Herman_Bauer..
Alice_Roberzon .
Drarrick_Cruzisc ..

[w]

Jozhua_Suarez..

Copyright © 2010 GWAVA Inc.



Filtering

Retain for BlackBerry Enterprise Server

47

To set a filter, click on the filter row in the column which you wish to set the filter, a drop menu arrow
should appear in the column field, which displays the automatic filters available. This shows the details
which show all the values which are contained in that column.

Dizplay name FIM number Email address Active ||
= = I m &

£ Heman | [Custom] Al

& slice Hcﬁua:;gnks] .

£ Darick Eﬁxbgl__l-dalune@cumpany.cum I

B Lo e Fesereompary o

T Alberto_Dorsey@compant. com - =]

B Joan My dlexandra_Mooney@company. com =

_;_"a AzhleyValdez  OV3ELNEW Aszhlep Waldez..

8 rvonne Kauf. 1EGTIETZ Ywonne_Kaufma..

£ Suzanne Val.. 1M4WGE Suzanne_Walent..

£ MarvinWade  1MHIY4FR M arvin_Wade@.. v|
< >

FIM number Email addrezs Active Archiving ]
= O] Em =

wer  OOSFRIHR Herman| = Equals
r=.. OD4ICIEMI Alice_Rao O]
B QDaPay'? Drarrick_Cruzisc.. O]
ar..  OMWILGIHMS3 Joshua_Suarez..
laz 002 7POM Gretchen_Diaz.. ] O]
] 0Q030wLC Joan_Mulleni@ic.. O
ez Ov3EUYEW Azhley Yaldez .
uf.. 1EGTIETZ Twonne_Kaufma..
al. IM$ANGES Suzanne_Yalent.. O
de  TMHITY4FR b arvin_wadedd ., hdl
< >

Once a filter has been set, only the rows which
contain that value in that column will be
displayed.

There are some columns which only show two
options, contains and equals. These filters only
have two or three values in the columns to filter
out. These columns may also be the most useful
as they cut down large amounts of data without
having to know the exact value in the column
which you are looking for. For instance, if you
wish to see all the accounts which Retain is not
archiving, set the archiving column filter to
‘equals’ and an empty checkbox. The results will
be filtered as soon as you have set a value.

To clear or remove all the filters you have set, you may right click and select ‘Clear all filters’ from the
menu.
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Grouping

43

Grouping columns organizes the data according to the column criteria. To enable grouping, right click on

the title bar of the pane you wish to organize, and select Toggle grouping. The pane
should now display a grouping area to hold the columns you have decided to group

Toqale filkering

Clear all filkers

by.
Dizplay name FIM rumber Ermail address Bctive |
a Herman Bauer  DOSFRIHA Herman_Bauer..
A Alice Robers.. O4CIBNI Alice_Roberson... ]

Toggle grouping

Clear all groups

Show columns

After you have activated grouping, the grouping bar appears above the column headers, with
instructions to drag headers to that location. In this example, we are looking for information on an
incoming call on a specific date to Jamie Koch, in order to get the call number. Select Jamie Koch from

the User list, and toggle grouping on the User data pane.

Click and drag the Call type header into the grouping window. (Red arrows will appear, pointing to the
grouping bar to indicate where the column header should be dropped.)

e

Call type

Qi ype From/ta harne Phane number Start date Druration Cormmand Llzer name
Incoming -..  Shuley Hoffm.. 1242211576 3082007 07, 002438 Add Tarwa Lambert
Ihcoming - C.. Latopa Haas 201-2402884 R/08/2007 04:.. 00:24:25 Update Trent Wilzon

The information in the pane will be pulled into groups according to the header column values.

Call type

B3 Call type : Incoming - Cr

Call type : Incaming - Miszed Call, Unopened [186 items]
Call tppe : Outgoing [154 itemns]

To continue grouping, expand a desired group, and drag the next column header to the grouping bar.
Since we know the day that the phone call came in, we can group according to the start date header

Call type

L Start date

(=) Call type : Incoming - Completed [184 items]
Start date : 2/26/2007 4:05:57 AM [1 item)
Start date : 2/27/2007 1:07:22 &M (1 item)
Start date : 2/27/2007 4:00:16 P [1 item)

From/ta name Phone number Diuration Command Uszer name
Jamie Koch 972104-4567 00:23:24 Add Herman Bauer
Start date : 3/1/2007 11:11:02 P [1 item)
Start date : 3/2/2007 9:53:25 PM [1 item)
Start date : 3/3/2007 11:15:15 PM (1 item)

select ‘Clear all groups’ from the menu.

Copyright © 2010 GWAVA Inc.

We then can expand the correct
date and find the phone calls listed.
Here, there is only one call listed,
and further grouping is needless.

You may group as many headers as
you like, and rearrange the order by
dragging them to the desired
location in the grouping bar.

To clear all grouping, right click and
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Uninstall

Retain for BlackBerry Enterprise Server can be removed for both the viewer and the agent, without
affecting the rest of your system.
To completely uninstall Retain for BlackBerry Enterprise Server:

Agent:
Stop the agent running process through the Agent configuration wizard.
Use the ‘Remove Programs’ windows utility to uninstall the program

If desired, remove the program installation directory and logs, which are not removed automatically.
DO NOT DELETE YOUR LICENSE.

You still need to drop your BBArchive database from the MySQL system. Using the MySQL Management
Studio, remove the database and close all open connections. Doing this deletes all of your collected
data. It is recommended that you retain your log files in order to retain all data if the BBArchive
database is deleted.

Viewer:
Use the ‘Remove Programs’ windows utility to uninstall the program.

If desired, you may remove the program installation directory and logs.
DO NOT DELETE YOUR LICENSE.
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Appendix

Manually Importing Logs
To add BlackBerry Enterprise Server logs, (older
than your Retain installation) to the database, the
logs must be manually imported through the
advanced options in the Retain Agent interface.

Manually importing logs tells Retain to look for
older logs in the original source directory, and the
log files must retain their original name.

After selecting ‘Advanced’, the import tools desired must also be selected

GWAYA Retain for BlackBerry Enterprise Server

Ul

1
a
X

= GWAYA Retain for BlackBery Enterprize Server
Archiving Agent Congole

Service Control

Service Status:

Wersion:

Configuration

Agent Mame:
Archive DB:

BlackBemy DB:

License

E wpiration:
Users:

Licenzes:

Running
21.140

piwin2003
EBARCHIVE on 192.168.1.104
BESMaomt on 192.168.1.104

2/23/201
100
Gwdaiia, Mortreal, QOC, CA, colini@gwava.com

4—

Stop

Setup Wizard...
Manage Auditars...

Manage Imports...

MNew License...

Close

from the drop-down menu of the advanced tools window.

There are two options which deal with manually importing logs: a single
date, and a date range. The import Date only imports logs conforming

Fin

Impart B ange

*

with the specified date. A date range imports all logs falling within the specified range.

vl
Advanced =
Agent Utility | Configuration
Cormmand: Import Date [V]
Start Date: 2/25/2010 v
Results...
Results represent high level success or failure, please see the log files for details.
Check for Updates... Cloze

SMTP Send Date £
SMTP Send Range
Sync Users
SMTP Count Unzent PIN
SMTP Count Unzent Phone [V
Advanced :z:
Agent Utilty | Configuration
Command: Impart Fangs [v]
Start Date: 202502010 [w]
End Date: 24250200 [v]
Results...
Results represent high level success or failure, please see the log files for details.
Check for Updates. ..

Select the desired date, or range, and select ‘Execute’. You may view the results in the results window.
Imported log data will be added to the system according to the ‘imported users’ settings.

The command-line import tool is still included for scripting purposes, and instructions can be found

below.
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Command Line Manually Imported Logs
To add BlackBerry Enterprise Server logs, (older than your Retain installation) to the database, you need
to use the manual log import tool, agentutil.exe. This allows you to input the older data to your Retain
system.

To import a single log or a single day’s worth of logs, there are options, or commands, to use with the
agentutil.exe utility included with Retain. There are also commands that allow you to import a date
range or a specific type of log. The SMTP connector can be triggered by this utility, and the options are
included below which allow you to create messages for the SMTP connector, or to bypass that option in
order to avoid overwhelming your mail server.

The options or commands recognized by the utility are listed below, and will be shown if you run the
utility without any parameters.

:»Program Files“BeginFinite“~GWAUA Retain for BlackBerry Agent>agentutil

WAUA Retain for BES — Archiving Agent utility U2 _A.6.8

sage: <4ip-address> {port} importsingledate <date>
Lip—addressy <portr importdaterange <{startdater> <{enddatel
{ip—addres
Lip—addres

{port> importphonelog <{dateX
Lporty importpinlog <date’>
Lport> importsmslog <{datel

>
>
{ip—address>
; Lportr smtpzend {date’
>
>

Lip—addres
Lip—addres
Lip—addres
Lip—addres

Lport> smtpsenddaterange <startdate? <{enddate>
Lportr ping
{port> info

D I

The source directory used is configured in the archiving agent graphic configuration screen. This is
simply a way to force a manual import.

1) Open a command prompt (Start|Run|CMD)

2) CD to “C:\Program Files\Beginfinite\GWAVA Retain for BlackBerry Agent”

3) Run the agent. (“agentutil”)

a. If you simply enter agentutil<kENTER>, you will get the screen you see above. It is helpful if you
forget the syntax.

b. The syntax is: agentutil [ip-address] [port] [command] [parameters]

Example:

If you wish to import the log files between August 27, 2007 and August 28, 2007, you would enter:
agentutil 127.0.0.1 9050 importdaterange 08/27/2007 08/28/2007

This assumes that your agent is on the same host you’re running this command (usually so) and that
you’re using the default port of 9050 (set in the configuration screen).

One other important point is that the date format is MM/DD/YYYY.
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Migrating data from a Retain for Blackberry 1.x database

The Retain 2.0 database is not compatible with the Retain 1.0 database format, and the data must be
pulled from the original log files or migrated from the current 1.x database to the new 2.0 database
format.

To migrate Retain 1 data into the new Retain 2 system you must:

Uninstall Retain 1.x (DO NOT delete RETBBArchives database)
Install Retain 2.0

Create BBArchive database using the ‘Create200db.exe’ utility.
Configure Archive agent, and have agent running.

YV VYV

Once you have completed these steps, run the Retain migratory utility. It can be found under Start | All
Programs | GWAVA Retain for BlackBerry Agent | GWAVA Retain for BlackBerry DB Migrator.

f@ EBeginFinite » | M@ Gwava Retain for BlackBerry Agent b

] Gwava Retain for BlackBerry dbCreatar

. . . GWaAYA Retain For BlackBerry Agent Wizard
Or it can be run directly from the program directory: i

C:\Program Files\BeginFinite\GWAVA Retain for BlackBerry
Agent

. GWaAYA Retain for BlackBerry DB Creator

GWAYA Retain For BlackBerry OB Migrator

GWAVYA Retain for BlackBerry Enterprise Server - Migration utility

The Migration utility will first alert
you to its function with this screen.

This application will migrate your existing Fetain for BlackBery Enterprize Server 1.x data to the new 2.0 database.

I order to successfully migrate wour data, vou must install Retain for BlackBemy Enterprize Server 2.0, prior to
Tunning this migration tool

- Install Retain for BlackBerny Enterprise Server 20

- Leave the old 1.« database [called RE TBBAichives) intact on your SOL server.

- Make zure that the 2.0 archiving agent iz properly installed and running.

- Make sure pou run thiz migration utility from the SAME machine on which the 2.0 archiving agent is running

Click ‘Close’ to continue

| |
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The Migration utility will open with this window.

To migrate the data, connection info to the old database must be provided. Supply the IP address of the

MySQL server where the RETBBArchives database. Provide the Username and Password, and if you
changed the database name from the default, specify that here.

GWAVA Retain for BlackBerry Enterprise Server - Migration tool

Retain 1.x database settings Retain archiving agent 2.0 zettings
Ip address: | Agent listen port: 8050 (4
U zarmame: |p address: 192.168.1.104
Pazswaord: Log file path:
[ atabase name: RETEBAchives
Available data igration
Phone call records to migrate: Progress:
PIM records to migrate: 0
SMS records to migrate: 0 Migrate

Select ‘Connect’. The Migration utility will notify you if you have successfully connected. If the
connection fails, correct the information and verify that the SQL server is running and the connection is
available.

Provide the correct information for the Retain 2.0 archiving agent as well. The default port is specified. If
you are not running the Migration utility local to the Archiving agent, you will need to change the IP
Address.

Click ‘Connect’.
The Log file path will be automatically propagated if you have a valid connection to the Archiving agent.
When you have successfully connected to both the 2.0 agent and the 1.x database, the ‘Migrate’ button
will become available. Select ‘Migrate’ to move your data from the old database into your Retain 2.0
system.

The Migration utility will show you status of the migration. It may take several I .
minutes depending on the size of the database and the performance of your

system and connections.

You will be notified when the migration has completed. Once you see this
notification, close the migration utility. Your data has been migrated.
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