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Retain for BlackBerry Enterprise Server

About Retain for BlackBerry Enterprise Server

Retain for BlackBerry Enterprise Server is an Executive level system for:

- Archiving

- Auditing

- Data Retention

- Regulatory Compliance.

It provides a quick, safe and immediate access to a company’s BlackBerry Enterprise Server
usage information so that executives can review BlackBerry smartphone usage:

- PIN messages

- SMS messages

- Phone Call logs

- Which messages came through which BlackBerry Enterprise Server

Intended Audience

This manual is intended for IT administrators in their use of Retain for BlackBerry Enterprise
Server or anyone wanting to learn more about Retain for BlackBerry Enterprise Server. It
includes installation instructions and feature descriptions.

Technical Support

If you have a technical support question, please consult the GWAVA Technical Support section
of our website at www.gwava.com.

Sales

You may contact a Beginfinite sales team member via:

e-mail: info@gwava.com

telephone: 866-GO-GWAVA (866-464-9282) in North America (toll free)
+1 514 639 4850 (direct line).

Mailing address:

Beginfinite, Inc.

100 Alexis Nihon Blvd. suite 500
Saint-Laurent, Quebec, Canada
HAM 2P1

Copyright Notices

The content of this manual is for informational use only and may change without notice. Beginfinite Inc. assumes no
responsibility or liability for any errors or inaccuracies that may appear in this documentation. GroupWise is a
registered trademark of Novell, and copyrighted by Novell. Windows is copyrighted by Microsoft. © 2005 Beginfinite
Inc. All rights reserved. ® GWAVA is a registered trademark.
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Retain for BlackBerry Enterprise Server

Introduction

As BlackBerry Smartphones gain popularity, companies have been installing BlackBerry
Enterprise Servers to connect them to their corporate networks. This creates some
complications for organizations who must keep records archived of corporate communications.
Up until now, there has been no real facility to archive and easily audit BlackBerry Smartphone
activity.

Retain for BlackBerry Enterprise Server allows authorized users to review the PIN and SMS
messages sent from a BlackBerry Smartphone through a BlackBerry Enterprise Server. It
also allows accessing Phone Call logs in order to review call usage. Retain for BlackBerry
Enterprise Server provides protection from information leaks, misuse of company
resources, and legal liability. Retain for BlackBerry Enterprise Server ensures that
executives are able to accurately evaluate PIN, SMS and Phone Call activity so they can
properly enforce policy and procedure.

Product Overview

Retain for BlackBerry Enterprise Server is a system based on a client — server architecture. Our
server component, the Archiving Agent, runs on the same server as your BlackBerry Enterprise
Server and our client component, the Viewer Application, runs on any Windows workstation.

Retain for BlackBerry Enterprise Server archives the data it collects from the BlackBerry
Enterprise Server and stores it in a Microsoft SQL database. The database may be located
anywhere on your network. Authorized personnel may review the archived data and run reports
against it using the Viewer Application.

Retain for BlackBerry Enterprise Server is designed to gather information that is visible to the
BlackBerry Server which is not visible to your e-mail system.

Confidential PIN and SMS messages inspection

For legal, human resources and compliance auditors, Retain for BlackBerry Enterprise Server
provides the ability to maintain oversight to all PIN and SMS messages communications sent
through the BlackBerry Enterprise Server. Retain for BlackBerry Enterprise Server monitors and
scans all PIN and SMS messages. This provides protection from information leaks, misuse of
company resources, and legal liability.

Confidential BlackBerry investigations

Retain for BlackBerry Enterprise Server shows authorized personnel all PIN and SMS messages
sent by a particular user or selected users. These messages may be reviewed discreetly for
investigative purposes.

Export PIN, SMS and Phone Call data for evidentiary review

Retain for BlackBerry Enterprise Server can export PIN, SMS and Phone Call log data into an
Excel or Calc (OpenOffice) spreadsheet by using the XLS format.
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Licensing

Like other GWAVA products, Retain for BlackBerry Enterprise Server is licensed per user. Retain
for BlackBerry Enterprise Server will operate as a demo for thirty days for testing purposes. After
that, you must purchase a license for the appropriate number of users on your system.

Features
> Confidential PIN, SMS and Phone Call log Inspection of BlackBerry devices
> Designed for auditors and legal staff
» Search employee PIN and SMS messages, Phone Call logs
» Print and export PIN and SMS messages, Phone Call logs
» Confidential process - No modifications are made to the data
» Complete logging for review of auditing activities
» Supports full search capabilities

Minimum System Requirements Archiving Agent (server side)

» Windows XP or Windows 2000 or Windows 2003 (fully updated and patched
through ‘Windows Update’)

BlackBerry Enterprise Server v4.1 (Service Pack 3 preferred)

Microsoft SQL Server 2000, 2005 (Express/MSDE, Workgroup, Standard or
Enterprise)

Microsoft .NET Framework 2.0 or higher (fully updated and patches through
‘Windows Update’)

512 MB RAM

2 GB hard drive space (depending on the size of the BlackBerry Enterprise Server
audit log files)

Enough SQL users to satisfy Retain for BES Viewer. (The viewer connects to the SQL
server. If five viewers are used simultaneously, five ‘user CALs’ are required. See
http://www.microsoft.com/sql/howtobuy/faq.mspx.)

YV VV V VY

Minimum System Requirements Viewer Application (client side)

» Windows XP or Windows 2000 or Windows 2003 (fully updated and patched
through ‘Windows Update’)

» Microsoft .NET Framework 2.0 or higher (fully updated and patches through
‘Windows Update’)

» 512 MB RAM

» 1 GB hard drive space (depending on the space needed for exporting)
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Special Notes

The actual data gathered by the Archive Agent is textual. It is therefore easily compressed and
the field lengths are very small. So the overall space required by the database is quite small.

The archived data itself may be placed on any reachable Microsoft SQL server. Usually, the same
machine used for the BlackBerry Enterprise Server is used to store the Retain archives, because
the space requirements are small. However, this is always dependent on the amount of data you
will be archiving. So you can decide when setting up to put the data elsewhere, if you wish.

Architecture

Retain for BlackBerry Enterprise Server is made up of two main components:

’ The Archiving Agent (or the “Agent”)
@

S Wi \
" Application

The Viewer Application (or the “Viewer”)

» Also called “Archive Viewer”

The Agent sits on the same server as your BlackBerry Enterprise Server. It reads the log
files generated by the BlackBerry Enterprise Server and stores them in a Microsoft SQL
database. In addition to the log files, the Agent stores configuration information on how
you’re Retain for BlackBerry Enterprise Server system is set up. This information
includes the location of other BlackBerry Enterprise Servers in your network that you
wish to monitor and archive. Every BlackBerry Enterprise Server that you wish to include
in your archiving system must have an Archiving Agent installed on it.

The Viewer sits on a workstation and connects to the SQL database via TCP/IP to read
what the Agent put there. In addition, it reads configuration information from the SQL
database to know where your other BlackBerry Enterprise Servers are located and
contacts those servers to provide you with additional information about the archives
you will be viewing.
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How It Works

A simple configuration

In its simplest configuration, the Retain for BlackBerry Enterprise Server system works as shown
in the diagram below:

Windows Server

L

Archiving
Agent

) |

T

Viewer
Application

On the Windows server in this example, there is:

1)
2)
3)

BlackBerry Enterprise Server
Microsoft SQL database

Retain for BlackBerry Enterprise Server Archiving Agent

The Microsoft SQL database containing the Retain for BES database does NOT need to
be on the Blackberry Enterprise Server. We have just placed it here in this example to
show a “simplest” configuration.

Note that the same SQL database server that the BlackBerry Enterprise Server uses may
also be used to store the archived data for Retain. This would be an example of the
simplest configuration.

The Agent will read the log files from the server’s hard disk and will store them in the
SQL database, as shown.

The Viewer logs in to the SQL database and reads the archived data and configuration
information. Behind the scenes, the Viewer will read live information from the
BlackBerry Enterprise Server database and it will combine this data with the archives
you will be viewing.
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In an Enterprise configuration

In a configuration where you might have more than one BlackBerry Enterprise Server, the
system works like this:

Windows Server 1

v

: .L‘
!_ Archiving
= v Agent

Windows Server 2

- -

| | ; Arewivi Viewer
il Au'nr 4 Application

The first Windows server with BlackBerry Enterprise Server is set up just like in the simplest
configuration shown earlier.

You may put the Microsoft SQL database anywhere; it does not need to be installed on the same
server as your BlackBerry Enterprise Server. It is shown on the same server in this diagram for
the sake of illustration.

Every BlackBerry Enterprise Server to be included in the archiving system must have its own
Agent installed. You configure each Agent to tell it where to send the data it collects and where
the server actually is within the network, so that the Viewer may communicate with it.

The Viewer, as always, logs in to the SQL database and reads the configuration information that
tells it where to find the live BlackBerry Enterprise Server databases. It then connects behind the
scenes to bring you a more complete view of the archived data.

Additional servers work the same way as shown here with “Windows Server 2”.
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Installation

Setting up GWAVA Retain for BlackBerry Enterprise Server requires advance planning to decide
exactly what and how you want to archive, where to store the data and finally how you will
want to access it.

Download Retain for BlackBerry Enterprise Server from www.gwava.com. Be sure to get your
license too.

Strategy
1) Plan your system.
2) Prepare your servers.
3) Install the SQL Database.
4) Install the Archiving Agent(s).
5) Configure the Archiving Agent(s).

6) Install the Viewer.

Plan Your System

Consider where you want your archived data stored. You might want to use an existing server
with plenty of available space or you might want to use a whole new server. You might want to
use a virtual server connected to a network-attached storage device or a SAN.

The data will be stored in a Microsoft SQL database and the Viewer will access the database
server to present the data to you. So a key factor in this is speed and availability of access.

Every Agent must be able to connect to and store data in this SQL database.

In addition, for more detailed features, such as showing which data came from which BlackBerry
Enterprise Server, the Viewer must be able to connect to the BlackBerry Enterprise Servers.

Prepare Your Servers

Make sure that all your servers have the necessary software installed and properly working.
Ensure that there is an unblocked TCP connection available between the servers. See the
software checklist

By default, the BlackBerry Enterprise Servers do not log PIN, Phone Call or SMS data. You must
configure it to do so.

Once this is done, you may proceed with installing the SQL server and the Agents. Otherwise,
the Agents will have nothing to collect.

Install the SQL Database

Before the Agents start collecting the data, you need to provide a place for the data to be
stored. Choose what database server you will use to store the archived data and make it
available and ready. Then, proceed with installing the Agents.
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Install the Archiving Agent(s)

Install an agent on each BlackBerry Enterprise Server you wish you include in your archiving
system. Do not run the configuration utility until you have installed all of the Agents.

Configure the Archiving Agent(s)

Start with the primary or the most important BlackBerry Enterprise Server. Run the Agent Setup
program and run the wizard. The wizard will start up automatically if it’s the first time you run
the Agent Setup program. Once you have the first one running, configure the other agents.

Install the Viewer

The viewer can be installed on any workstation that can see the SQL database server by TCP/IP.
In a multiple server system, the Viewer also needs to be able to connect to the BlackBerry
Enterprise Servers.

BE SURE TO INSTALL THE LICENSES SO THE VIEWER AND AGENTS RUN PROPERLY.

Software and Settings Checklist

For Retain for BES to work correctly, the following programs, settings, or information
needs to be installed, set correctly, and available for use.

» SQL server installed and working.
> All SQL servers must have mix authentication enabled. (Mix mode Uses both Windows
and SQL authentication modes — See http://support.microsoft.com/kb/325022 )
» Must have SA password or equivalent Administrator rights (User with database creation
rights, read/write rights to the RETTBES.db and read rights to the BES management
database. (Instructions to change SA password — See
http://support.microsoft.com/kb/321081 )
Access to a user that can create a new database. (This will be the RETTBES database)
This user MUST also have full read/write rights to the RETTBES.db.
Same user MUST also have read rights to the BESMGT.db on BES server
=  The BESMGT.db is the default name for the Blackberry management database
but the name may be different if specified. Make sure you know the name of
your management database. The Management database name MUST NOT be
the same as the database for Retain BES — default is RETTBES.db.)
» The SQL server MUST have TCP/IP enabled and connections allowed.
> IF the SQL server listens on a port other than the default, this port must be specified.
Know the port.

Y V VY

» Toinstall you also need access to the server(s) where BES is installed. (agent must be
installed on BES server)
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Configuring Your BlackBerry Enterprise Server(s) to Monitor PIN, SMS and Phone Calls

Before installing the ‘Archiving Agent’ components, you need to configure the BlackBerry
Enterprise Server to monitor PIN messages, SMS messages and Phone Calls. Otherwise, there
will be no data for the agent to gather.

These instructions are provided as a courtesy. The real guide is in the help file within the
BlackBerry Manager. This Help File is accessible from within both the ‘BlackBerry Manager’,
installed on the BlackBerry Enterprise Server, as well as from the Start Menu (Start, Programs,
BlackBerry Enterprise Server, Help, BlackBerry Manager Help).

Enabling this feature is explained in detail in the part entitled ‘Accessing log files for BlackBerry
services’, section ‘Monitor PIN messages, SMS messages, and phone calls in a BlackBerry
Domain’.

To configure it for the Archiving Agent, you need to take the following steps and NOT the steps
mentioned in the documentation:

1) Inthe BlackBerry Manager, in the left pane, choose a BlackBerry Enterprise Server.
) On the Server Configuration tab, click Edit Properties.
3) Click Sync Server.
4) Double-click Audit Root Directory.
) Choose a directory to store the log files. Example:
c:\Program Files\BeginFinite\GWAVA Retain for BlackBerry Enterprise Server Archiving
Agent\Logfiles\

File Edit Tools Yiew Help

Z5 Explorer View | % Refresh

Explorer Wiew X || Server Configuration | Users |
EI@ BlackBerry Domain

E||E SErvers
. @ rvesso1

o 0 hpscirvmesas 74 A — I

Service Hame: RWBBS01

[&) Appications Instaled i) Properties (ot Pt GBI | Py oaram Fles B giriPiney 7y s fetan for BES srchii
7| Application Regiskry ® General

k3 Devices Registered ® Messaging

L= Manitor Messages ® IT Admin

B rveESO1_MDS-CS_t

B rveeso1_BBIM_1

----- ﬁ User Groups

% Local Ports {Device Management)

® Global Filkers
5 Sync Server
® EES Alert

® D3 Services

Audit Root Directory
Set the absolute path where SMS, PIM, and saved mezsage sudit files are ;I
stored. If this value is not set, the audit files are stored in the root logoing
directory defined in the BlackBerry Configuration Panel. You must restart
the BlackBerry Synchronization Service for changes to take effect. LI

QK I Cancel | Apply |
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Click OK.

In the BlackBerry Manager, in the left pane, click BlackBerry Domain.

On the Global tab, click Edit Properties.

Click IT Policy.

In the IT Policy Administration section, double-click IT Policies.

In the list of policies, click a policy.

Click Properties.

Click PIM Sync Policy Group.

14) Perform any of the following actions:

(The log settings in BES work with a reverse logic. You turn them off by setting it on. ie: a
check in “disable SMS Message Wireless Sync” will shut off SMS Wireless Sync.)

0 N O

9

1
1
1

)
)
)
)
0)
1)
2)
13)

- to Monitor SMS messages that users send from BlackBerry devices:
Click Disable SMS Messages Wireless Sync, In the drop-down list, click False.

- to Monitor PIN messages that users send from BlackBerry devices:
Click Disable PIN Messages Wireless Sync, In the drop-down list, click False.

- Do not monitor phone calls that users make on BlackBerry devices:
Click Dlsable Phone Call Log Wireless Sync, In the drop-down list, click False.

File Edit Tools ‘Yiew Help
Exp\orer Wiew | % Refresh
Explorer Yiew x | | Global | Servers | User Groups List | Al Users Role Adrinistration | Saftware Configurations
EIQ BlackBerry Comain
=@ rv:\:;ﬁsm BlackBerry Manager
FR e R Global Properties ]
&) Applications Installed [ Propartie: [LF T wil—1
k{3 Devices Registered ® Global
= Moritor Messages ® Access 5 Properties = Disahble Al Wirelezs Sync
ﬁ RWBES01_MD3-C5_1 ® Puch C ® Device-Only Tems Dizahle Address YWreless Sync
! ﬁ RWEBSO01_BEIM_1 ® WLAN ® Deskbop-Only Items Dizable Calendar Wireless Sync
& User Groups & 1T Poli ® Global Items Dizable Memopad Wireless Sync
% Local Ports (Device Management) ® Erterp ® Comman Policy Group Disable Task Mreless Sync
® Media *® Password Palicy Group Disable Wireless Bulk Loads
® CMIME Application Policy & Dizable FIN Messages Wireless Sync Falze
® Security POIFY group X Dizable SMS Messages Wireless Sync False
: EZ;TDSIE?JS:DI;IETCGV;:L D?sable Phone Call Log. V\ﬂ.reless Sync Falze
® Memory Cleaner Policy Gro Disable Enterprise Activation Progress
® TLS application Policy Groug
® WTLS Application Policy Gr
® Browser Policy Group
® SIM Application Toolkit
® TCPP I'cy =] up
#® EBluetoath Policy Group
® YoIP Palicy Group
® Smark Dialing Policy Graup
® PN Policy Group PIM Sync Policy Group
® WLAN Palicy Group Cortaing IT policies that apply to wireless synchronization settings. d
4 | ® On-Device Help Policy Groo
® Elustooth Smart Card Reac
i ﬂ- MRS Diliss (2 ] _I_I j
Ok I Cancel | Apply |
T

15) Restart the ‘BlackBerry Synchronization Service’ or restart the BlackBerry Enterprise

Server as a whole for these changes to take effect.

You are now ready to install Retain for BlackBerry Enterprise Server
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Installing the Archiving Agent

The ‘Archiving Agent’ component is responsible for importing the BlackBerry Enterprise Server
Audit data into the Microsoft SQL database.

Download the software from www.gwava.com and extract it into a temporary directory. There
are two components, the Viewer and the Agent. Go to the directory where you extracted the
Agent installation files.

Run setup.exe to launch the installation procedure.
PR

Welcome to the GWAVA Retain archiving agent Select Installation Folder

Setup Wizard ).

Sz
The installer will guide you through the steps required to install GWwWaYA Retain archiving agent on The installer will install G'w/AYA Retain archiving agent to the following folder.
your computer.

To installin this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files\Beginfinite \G'WAVA Retain archiving agents, Browse...
Disk Cost...

WARNING: This computer program is protected by copyright law and international treaties. Install GWAYA Retain archiving agent for yourself, of for anyone who uses this computer:
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

' Everyone

 Just me

Cancel | < Back Cancel < Back

Click “Next” to start the installation wizard.

Select the installation folder. We suggest you accept the default. Also, we suggest you install it
for “everyone” to avoid user-permission troubles later on.

7l GWAVYA Retain archiving agent i =1 4| Wl| 72 Gwava Retain archiving agent B

Installing GWAVA Retain archiving agent

Confirm Installation

The installer is ready to install GiwAYA Retain archiving agent on your computer. GWaAVA Retain archiving agent is being installed.

Click “Next" to start the installation.
Please wait...

Cancel I < Back

Click “Next” to continue and the installation itself will begin. The Archiving Agent runs as a
service.
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When you see this screen, the installation process is complete.

Installation Complete

GWAYA Retain archiving agent has been successfully installed.

Click “Close” ta exit.

Please use Windows Update to check for any critical updates to the NET Framework.

Cance! < Back

What’s next?

The ‘Archiving Agent’ software has been installed, now you need to configure it.
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Configuring the Archiving Agent

After you’ve installed the Archiving Agent, you need to configure and start it.

Use the icon on the desktop or the Start Menu option (Start, Programs, Beginfinite, GWAVA
Retain for BlackBerry Enterprise Server Archiving Agent, ‘'GWAVA Retain for BlackBerry
Enterprise Server Archiving Agent Config’).

GWAVA Retain for BlackBerry Enterprise Server

Archiving of phonecall, PIN and SMS data for BlackBery Enterprise server

‘ Archiving agent status: ]

Current status: ~ Running Setup wizard Start

This is the main screen for the configuration program. It will tell you the status of the service —

running or not. You may start, stop or configure the service here. To configure the service, click
the Setup Wizard button.

If this is the first time you’ve run the configuration program, the setup wizard will launch
automatically.

The Setup Wizard
The setup wizard walks you through 5 main sets of options so that the Archiving Agent can work.

GWAVA Retain for BlackBerry Enterprise Server | DX GWAVA Retain for BlackBerry Enterprise Server B @

‘Welcome to the archiving agent setup wizard for GWAVA Retain for BlackBerry Enterprise Server Specify the location of the archive database server.
This wizard will help you setting up a GWAVA Retain archiving agent on this machine. The This GWAVA Retain archiving agent stores its data on an existing Microsoft SQL server. This canbe a
archiving agent is the windows service process that performs the nightly archiving of the dedicated archiving server, but also the SQL server which BlackBerry Enterprise Server itself is running. In
phonecall, PIN and SMS data that is exported by the BlackBerry Enterprise Server. In case your case the archive database does not exist on the selected server, it wil be created automatically for you.
company runs more than one BlackBerry Enterprise Server, you will need to install and setup
an archiving agent on every BlackBerry Enterprise Server.
ip-address fdns name: | TCRER® —\
Port number:
Username: |
Password: |
To continue, click Next. To continue, click Next

The first screen is informational. Click ‘Next’. On the second screen, you will specify the login
parameters for the Microsoft SQL server which will be used to store the archived data. Use DNS
names in preference to IP addresses when you can.
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GWAVA Retain for BlackBerry Enterprise Server

ﬂg@@]

Specify a name for this particular archiving agent. Specify the port and import time.
Please give your Archiving Agent a unique name. You will use this name to refer to this server when running This GWAVA Retain archiving agent can be controlled by the GWAVA Retain management application. To be
the Viewer application, This can be renamed at any time. Suzzested names could be the machine name able to communicate with this agent, the agent uses a port to listen on. By default, this is port 9000 You
{shown as default). Please choose a name that you will know refers to this BlackBerry Enterprise Server. also need to specify at what time the agent starts its importing mechanism. This should be AFTER the

BlackBerry Enterprise Server finishes its exporting process. By default, this value is 01:00 A,

Agent name: Agent listens on port: | 9000 &

Agent import time: 09:10 &

To continue, click Next

The Archiving Agent needs a name so you can identify it in reports. You may change this name at
any time. Click ‘Next’.

The next screen is where you set what port the Agent listens on for control signals from the
Viewer and at what time to import the logs.

Log Import Time

This bears a bit more explanation. By default, the BlackBerry Enterprise Server rolls over its logs
at midnight. The default name for the log files includes the date that they cover. The default
import time is 1 AM, which gives plenty of time for the logs to be ready to import.

Because it’s 1 AM “the next day”, the import function will import the PREVIOUS day’s logs. In
other words, on the 15™ of October, it will import the logs dated October 14. This is worth
noting, especially when doing a manual log import.

When you do a manual log import, you will have to change the file name of the log files to
match the date you want to import. If you’re importing today, you would change the date on
the filenames to YESTERDAY’s date.

T =y

€}

Specify the BlackBerry Enterprise Server log file path.

Select the Folder under which the BlackBerry Enterprise
Server exports its log files:

This BlackBerry Enterprise Server (the one you are installing this archiving agent on) exports its log files to ® () Agents
local disk. Please specify the folder under which the log files are placed. @ () AttachServer

# ) BBMar

|2) BypassRouter
1) ConfigUtil
) Docs

1) Help
orm

() 20060131
(L) 20060201
L) 20060202
) 20060203
() 20060204
) 20060205
) 20060206

< | >

Next » Cancel [ Make Mew Folder ] [ OK ] [ Cancel

Logfile path: CrI010\demo =)

R

]

& W OEE E

v

To continue, click Next

Choosing the Log File Path

In this step of the wizard, you will specify where the log files get stored. The log files are
grouped by date under the log file folder. Each day’s set is stored in its own folder, using the
date as its file name. Choose the parent folder (highlighted) as the log file path.

Copyright 2007 Beginfinite Inc.



Retain for BlackBerry Enterprise Server 18

The log files are imported from the file system so the Archiving Agent needs access to the log
files via a static path. While this may be done with a permanent drive mapping, it is always best
to install the Agent on the same server as the BlackBerry Enterprise Server it services.

“BE‘@

€

Specify the BlackBerry Enterprise Server database.

The archiving agent needs to have read access to the BlackBerry Enterprise Server database. This database
{called BESMgmt by default) will probably be on this machine. If you are running multiple BlackBerry
Enterprise Servers, the location and name of this database could be different.

ip-address/dns name: | bes |

Port number: [ 1433 % |

Username: |sa2 |
Password: | e |
Database: | BEsMgmt \

To continue, click Next

Here you specify the login parameters to the BlackBerry Enterprise Server database. This is
information you set when you installed the BlackBerry Enterprise Server.

Choosing What to Import

Retain for BlackBerry Enterprise Server lets you choose WHAT you want to import. By default,
“everything” is imported from the log files. This might not suit your own archiving policy so you
may choose what gets imported at this stage of the setup wizard.

GWAVA Retain for BlackBerry Enterprise Server [S]/5|[3€] | - GWAVA Retain for BlackBerry Enterprise Server B&
Specify import settings Specify import settings
YYou can specify what the archiving agent: should impart. For privacy considerations you could decide i.e. You can specify what the archiving agent should import. For privacy considerations you could decide i.e.
not to import the actual bodytext of PIN messages. not to import the actual bodytext of PIN messages.

Enable importing of Call log data Enable importing of PIN data
Enable importing of subject

Enable importing of bodytext

To continue, click Next To continue, click Next

Click on the tabs to choose the category of information you want to control. Items are imported
if the box is CHECKED. Therefore, if you do NOT want to import something, UNCHECK the box.
Click ‘Next’.
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& - B —
GWAVA Retain for BlackBerry Enterprise Server £ GWAVA Retain for BlackBerry Enterprise Server g jm] E\

Specify import settings The archiving agent is successfully configured.

You can specify what the archiving agent should import. For privacy considerations you could decide i.e. You have successfully completed the archiving agent setup wizard. Click Finish' to close this wizard.
not to import the actual bodytext of PIN messages.

Enable importing of S5 (Text) data

Enable importing of bodytext

To continue, click Next To close this wizard, click Finish.

Once you have completed the wizard, you may now start the service. Upon completion of the
wizard, the service is stopped:

Archiving agent status:

Current status:  Stopped Setup wizard Start Stop

Click ‘Start’.

Archiving agent status:

Current status:  Running Setup wizard Start Stop

Your agent is now running and will import data once per day at the time you have specified. You
may now install the Viewer. When you have data in the archives, you use the Viewer to see it
and report on it.
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Manually Importing Logs

To import a log manually, you may:
1) Change the name of the log files to yesterday’s date.
2) Run the setup wizard and choose:
a. The path to the log files you want to import
b. Atime a few minutes away.

3) When the wizard is complete, start the service, wait until the time you set and allow the
Agent to import the logs.

4) Rerun the wizard to set the import parameters back to normal.

To import data from a date range, there is a special command-line utility you may use.

Older log files can be imported manually by using the ‘Retain for BlackBerry Enterprise Server
Archiving Agent utility’:

C: \Program Files\BeginFinite\GWAVYA Retain for BlackBerry Enterprise Server Archi
v1n ent agent—utll
3;\ Retsin for BES = dpehiving Agent ukel ity wi.0o
{ip- add > {port? importsingledate {datevalue>
ip-add > {port? importdaterange (5tartdatevalue> {enddatevalue>
{ip-address) <{port> importphonelog <{p one o? ile
e

{ip-address) <{port) importpinlog <{pinlog

{ip-address) <{port) importsmslog <smslog

{ip-address) <{port? readsetting <{section> <keyname>
{ip-address) <{port) writesetting <{section> <keyname)> <value>
{ip-address) <{port) showlogfile

{ip-address) <{port? ping

{ip-address> <{port?> version

C:\Program Files\BeginFinite\GWAVYA Retain for BlackBerry Enterprise Server Archi
ving Agent>_

The source directory used is configured in the archiving agent graphic configuration screen. This
is simply a way to force a manual import.

1) Openacommand prompt (Start|Run|CMD)

2) CD to “C:\Program Files\Beginfinite\GWAVA Retain for BlackBerry Enterprise Server
Archiving Agent”

3) Runthe agent.

a. If yousimply enter agent-utilkENTER>, you will get the screen you see above. It
is helpful if you forget the syntax.

b. The syntax is: agent-util [ip-address] [port] [command] [parameters]

Example:
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If you wish to import the log files between August 27, 2007 and August 28, 2007, you would
enter:

agent-util 127.0.0.1 5000 importdaterange 08/27/2007 08/28/2007

This assumes that your agent is on the same host you’re running this command (usually so) and
that you’re using the default port of 5000 (set in the configuration screen).

One other important point is that the date format is MM/DD/YYYY.

Installing Retain for BlackBerry Enterprise Server Archive Viewer

The Viewer Application enables an auditor to access the archived data. It installs on your
Windows XP or Vista desktop with Microsoft .NET Framework 2.0 installed.

Download the software from www.gwava.com and extract it into a temporary directory. There
are two components, the Viewer and the Agent. Go to the directory where you extracted the
Viewer installation files.

Run setup.exe to launch the installation procedure. Click Next to continue.

] i GWAVA Retain for BlackBerry Archive Viewer - InstallShield Wizard @

InstallShield Wizard

Welcome to the InstallShield Wizard for

Peeparing’toiinstall... GWAVA Retain for BlackBerry Archive Viewer

GWAVA Retain for BlackBerry Archive Viewer Setup is
preparing the InstallShield Wizard, which will guide you
through the program setup process. Please wait.

The InstallShield{R) Wizard will install GWaYA Retain For
BlackBerry Archive Viewer on your computer. To continue, click
Next.

Extracting: GWAYA Retain for BlackBerry Archive Viewer.msi

(@5 )

WARNING: This program is protected by copyright law and
international treaties.

T |

License

Retain for BlackBerry Enterprise Server is commercial software and licenses for its operation
must be purchased from GWAVA. Please read the license agreement and click to agree to the
terms to continue. Click Next when ready.

Installing your license

The license file should be applied after the application is installed.

GWAVA Retain for Blackberry Enterprise Server uses PEM-based licensing. That is, your license is
encoded in a special file with a .PEM extension. You will receive this file from GWAVA.

To install the license file, simply copy it into the directory where the application is installed.

Clicking Back or Cancel will leave your computer unchanged.
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1% GWAVA Retain for BlackBerry Archive Viewer - InstallShield Wizard

License Agreement \ ‘

Please read the following license agreement carefully. \ ‘

USER AGREEMENT AND SOFTWARE LICENSE TERMS.

BEFORE YOU CLICK ON THE ACCEPT BUTTON AT THE BOTTOM,
CAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT. BY CHECKING THE "ACCEPT" BUTTON, YOU ARE
CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE

TERMS OF THIS AGREEMENT, CLICK THE "CANCEL" BUTTON AND DO
NOT USE THIS SOFTWARE.

b L B A R PR S BT OO P G PEPIATY
(31 accept the terms in the license agreement

(O 1do not accept the terms in the license agreement

>

[ < Back ][ Next > ] [ Cancel

J

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

[ < Back ]l Install l [ Cancel

Click INSTALL to start the installation procedure.

The installation itself begins:

1% GWAVA Retain for BlackBerry Archive Viewer - InstallShield Wi

Installing GWAYA Retain for BlackBerry Archive Yiewer
The program features you selected are being installed.

Please wait while the Installshield Wizard installs GwAYA Retain for
BlackBerry Archive Yiewer. This may take several minutes.

Status:

Validating install

(RNNAAAARARRRRRARN )

= Back Mext = Cancel

{5 GWAVA Retain for BlackBerry Archive Viewer - InstallShield Wizard @

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Gwava
Retain for BlackBerry Archive Yiewer. Click Finish to exit the
wizard.

Once the procedure is complete, click “Finish” and your Viewer Application is installed.
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Now, install the license file.

GWAVA Retain for Blackberry Enterprise Server uses PEM-based licensing. That is, your license is
encoded in a special file with a .PEM extension. You will receive this file from GWAVA.

rbes-license-file.pem
PEM File
4 KB

To install the license file, simply copy it into the directory where the application is installed.

[C2) C:\Program Files\BeginFinite\GWaYA Retain for BlackBerry Archive Viewer

If your license is installed correctly, you should see it in the Help | About screen:

GWAVA Retain for BlackBerry Enterprise Server

“a  About

L4 About GWAYA Retain for BlackBerry Enterprise Server

Giava Retain for BlackBerry Enterprise Server by Beginfinite. Version 1.0.0.10 W, 2WEY S, COM

Retain is the first product to provide the essential archiving and oversight capabilities that legal, human
resources, and auditing personnel need within RIM's BlackBerry Enterprise Server. Retain is an
Executive level solution for BlackBerry monitoring, auditing, and reporting. It is a simple desktop
application with the ability to maintain oversight to all BlackBerry communications. Retain ensures that
organizations can conduct confidential message investigation and reduce the liability that organizations
can experience while maintaining the integrity of the BlackBerry Enterprise Server,

— > License file found: rbes-numusers.pem (1 user license)
This product is licensed to:  ACME Sewer Cleaning Ltd., asdf, CA
Contact person email: asdf
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Setup and configuration for the Archive Viewer

Starting up

Now that the Viewer is installed, you will see its icon on your Windows desktop. You can start
the Viewer Application by using the icon on the desktop or the Start Menu option (Start,
Programs, BeginFinite, GWAVA Retain for BlackBerry Enterprise Server Archive Viewer, ‘GWAVA
Retain for BlackBerry Enterprise Server Archive Viewer’)

GWAYA Retain
for BlackBerry
Archive Yiewer

Start the viewer and you will see the initial splash screen which also shows your license.

Once the program is loaded, you will have to log in to the Archive database. Use “Connect to
archive”.

You will be asked to supply the IP/DNS address of the database server in addition to the login
credentials. The default database name is BESLoglmport.
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The first time the Viewer Application is run it prompts the user for a ‘username’, a ‘password’,
and the IP address of the Microsoft SQL server where you’re Archiving Agent stores the data.

GWAVYA Retain for BES Archive Viewer
File Actions Options Help

% Connect to BES server a Search items & Bxport items E Chartz [Jg Print E_

GWAVA Retain for BES

= Please enter the BES server credentials:

Fra- Connect to BES server

BES username: | roel |
BES password: |"""" |
IP-address ofthe BES server: | mssgl.gwava.com |
Database name: | BESLogimport |

Clict Ok to connect.
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Once you’ve logged in to the database server, the viewer will retrieve your system’s information
and you will be brought to the main screen.

Here are the components of the main screen:

General toolbar,
query and
grouping control.

GWAVA Reta;; or BlackBerry Enterprise Server
File Actions Options Help

- Archive v ewer

Search results display area.

B Connectto achive &3 Searchitems & Exportitems [gd Charts g Printitems _ ¢ |G} Quickviewer =@ Grouping & Clearflrers

= (I BlackBerry users
& Tom Rains. 11
Joe Bertnick.22
5,20
Tay Kratzer.19 305

331

335

© 9
28
& 8

9w oo
88 &
B39

363

D5 /187200
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007
05/18/2007

creationDate *r  modificationDate 7 systemRef r user

05/18/200 1 Wilem Bagerius. 20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus. 20)
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus. 20
05/18/2007 4 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1 Willem Bagchus.20
05/18/2007 1

Willem Bagchus.20

Incoming

Outgoing
Incoming
Outgoing
Outgoing
Outgoing
Outgoing
Outgaing
Outgoing
Outgoing

- Missed Call, Unopened

- Missed Call, Opened

- Completed

e e
ing - Missed Call, Unopened  Tom Poitras 1514296

Home

Home

Pinalope
Home

Results area

2818812
2818812
2818812
5146262
2818812
5146208
5146208
5146208
2818812

5146208 |

5146208
5146262
2818812
5146208
5142671

5145262 V|
B

Duration:
GWAYA Retain For BlackBerry Enterprise Server /

15:15:14

Phonecall
Datetime: | 2007/04/25
Name: | Tom Poitras
Number: | 15142967095
Type:

| Incoming - issed Call, Unopened

00:00:00

~

Status bar

Detail display aléa

column
headers and
control
toolbar

This main display area is very versatile and serves many functions. The three main areas are the
user list area, the results area and the detail area.

The system is controlled using the toolbars.
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Viewing your system

After a successful login, the viewer starts out with only the user tree.

File Actions Options Help
§ &, @ Searchitems 5

G Charts L@ Print items B: @Qlidwim ®3 Grouping & E

27

= [ ElakEery eers
Carsten Piske.1
Charles Taite.1
Christian Heselhaus.1
Christina Dowling.1
Cleve Wright.1
Davin Cooke.1
Doug Stein.1

Ernie Riedelbach.1
Frank Beckert.1
Gert Lantinga.1
Herbert Lefering.1
Jason Ullman.1
Joe Bertnick.1
Laurence 0'Brien.1
Marc st-Arnaud.?

File Actions Options Help

& @ Search items :& Export items E Charts _jg Print items == @Qu'dcviewa ®3 Grouping &f H

= BlackBerry users
= 3 Carsten Piske.1

2 PIN Log

3 smstog
Charles Taite.1
Christian Heselhaus.1
Christina Dowling.1
Cleve Wright.1
Davin Cooke.1
Doug Stein.1

Ernie Riedelbach.1
Frank Beckert.1
Gert Lantinga.1
Herbert Lefering.1
Jason Ullman.1
Joe Bertnick.1
Laurence 0'Brien.1
Marc St-Arnaud.1
Melissa Mitchell.1
Michael Bell.1
Mike Silverman.1
Mitch Lauer.1
Perry Owen.1
Richard Bliss.1

Rob Meakin.1
Roelvan Bueren.1
Ron Gardiner.1
Ronald de Zwart.1
Tay Kratzer.1
Taylor Cochrane.1
Ullrich Neuman.1
Willem Bagchus.1

50 1
g1
12 1
143 1
184 1
221 1
248 1
254 1
306 1
335 1
389 1
EIA
407 1
428 1
438 1
480 1
472 1
485 1

<

id *r AgentConfig_ID *r

creationDate v

05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008

modificationDate 7

05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008
05/01/2008

systemRef 7 user

1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.
1 Carsten Piske.

1
1
1

1
1
1
1
1
1

1
1
1

callType
e
Incoming

Outgoing

Incoming -
- Wissed Call, Opened Frank B

Incoming

Incoming -
- Missed Call, Openad Doug St

Incoming
Incoming

Outgoing

Incoming -
Incoming -
Incoming -
Incoming -

Incoming
Incoming
Outgoing
Incoming
Incoming

Incoming

- Missed Call, Openad Mike Sil|
Marc §t-)

Completed Jason U

Completed Tay Krat|

- Missed Call, Opened Michael

Perry Ov
Completed Ron Gar
Completed Marc St-.
Completed Mike Sil
Completed Mitch Lz

- Missed Call, Opened Davin Co
- Wissed Call, Opened Davin Co

Taylor C

- Missed Call, Opened Taylor C
- Missed Call, Openead Tay Krat
- Missed Call, Opened Richard

(2]

Datetime:

Hame:
Humber:
Type:

Duration:

Phonecall

373172008 11:49:00 AW
Taylor Cochrane
55395539

Incoming - Completed

5/1/2008 12:02:59 AM

GWAVA Retain for BlackBerry Enterprise Server
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Quickviewer

This view type is the QuickViewer mode. This mode maximizes the results field to show as much
as possible for quick view of the total information. This can be used in conjunction with the
Search Items and Grouping modes to provide easy access to the information presented.

Click on the Quickviewer button in the toolbar to deselect this mode and enable the details
window to appear.

&3 Searchitems % fad Charts L@ Print items H§ {3 Quickviewer | =@ Grouping &f !

The quickviewer button toggles the detail display area at the bottom of the results pane which
contains information on the time, name, number, direction, and duration of the selected object.
With this you can quickly maximize the results area or see individual information on selected
results.

or BlackBerry Enterpri

File Actions Options Help
&R searchitems & Bxportitems Q Charts _jg Print items

@ Quickviewer ®™@ Grouping &f ]

El m BlackBerry users ‘id % AgentConfig_ID % crestionDate v modificationDate % systemRef % user % callType % name |
= 3 Carsten Piske.1
i

=] FIN log 50 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Mike Sily
D SMS log 80 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Marc 5t-)
Charles Taite.1 12 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Jason U
Christian H lhaus.1
r!S an ESE. aus 143 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Frank B
Christina Dowling.1
Cleve Wright.1 164 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Tay Krat|
Davin Cooke.1 221 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Doug St
Doug Stein.d 248 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Michael
Emnie Riedelbach.1 - .
Frank Beckert.1 254 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Perry Ov
Gert Lantinga.1 306 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Ron Gar|
Herbert Lefering.1 335 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Marc St-
Jason Uiman.1 389 1 0S/01/2008  05/01/2008 1 Carsten Piske.1 Incoming - Completed Mike St
Joe Bertnick.1
oe Bertmick- 201 1 05/01/2008  05/0172008 1 Carsten Piske.1 Incoming - Complated Mitch Lz
Laurence 0'Brien.1
Marc St-Arnaud. 1 407 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Davin Ct
Melissa Mitchell.1 428 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Davin Ctf
Michael Bell.1 438 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Taylor ¢
Mike Sil 1
Mt Lt 460 1 05/01/2008  05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Openzd Taylor
Perry Owen.1 472 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Tay Krat|
Richard Bliss.1 435 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Richard
Rob Meakin.1 402 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Missed Call, Opened Cleve W
Roel B A
ostven - veren 528 1 05/01/2008 05/01/2008 L Carsten Piske.1 Incoming - Completed Roelvar
Ron Gardiner.1
Ronald de Zwart.1 542 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Melissa
Tay Kratzer.1 587 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Mitch Lz
Taylor Cochrane.1 638 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Ernie Ri
Ullrich Neuman.1 3 .
Willem Bagchus. 1 646 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Herbert
654 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Outgoing Carsten
685 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Outgoing Joe Ber
686 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Outgoing Frank B
701 1 05/01/2008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Frank B
75 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Outgoing Melissa
729 1 05/01/72008 05/01/2008 1 Carsten Piske.1 Incoming - Completed Ruelvar[v
< ] fm | [’]

GWAVA Retain for BlackBerry Enterprise Server
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Search Items

To search through the items in the system, select the Search Items button from the toolbar to
spawn the search items window.

i & Connectto archive & Exportitems [gd Charts Li@ Print items § & Quickviewer ®@ Grouping &F Clear filters !J

Search items

Spedfy the usersto indude in your search, and define the search criteria:

What messagetypes do you want to search for:

~[1& carsten Piske.1
Charles Taite.1 Phone calls PIN messages SMS messages
Christian Heselhaus.1 O Incoming only
Christina Dowling.1 A
Cleve Wright.1
Davin Cooke.1 Datafield Condition 4 Value

() Outgoing only (%) Bothincoming and outgoing

Doug Stein.t
Ernie Riedelbach.1 . .
Frank Beckert.1 Search Criteria
Gert Lantinga.1
Herbert Lefering. 1 v
Jasan Ullman.1

i Joe= Bertnick.1
 Laurence 0'Brien.1
(¢ Marc St-Arnaud.1

(b Melissa Mitchell.1

i Michael Bell.1

(3 Mike Silverman.1

(a Mitch Lauer.1

& Perry Dwen.1

i Richard Bliss.1

(3 RobMeakin.1

¢ Roelvan Bueren.i
s Ron Gardiner.1

¢ Ronald de Zwart.1 [ Add new row l l Delete current row
i Tay Kratzer.1
@ Taylor Cochrane.1 Load/save criteria
(» Ullrich Neuman.1

N00000000000000000C

The search items window spawns without anything selected. To search, first select the users
from the tree or the entire system you desire to search within.

After you have selected an item to search from, the search engine needs the item type and
source specified.
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What meszagetypes do wou want to search for:

¥ Phone calls v pin messages ¥ sus messages

" Incoming only £ Curtaoing only * Baoth incoming and outzoing

Select all types you wish to include in the scope of the search. You are now ready to specify the
search criteria. To specify the criteria, click the Add New Row button from the bottom of the
criteria window.

Click on the new row, below the Datafield column header. Then select the criteria type desired.

Datafield Condition © Value
From/To/Phonenumber
Subject
Bodytext
Date

Repeat the step under the Condition column, selecting the search parameter. The search criteria
does not allow wildcards, but does have the functions of a wildcard built into the conditions
available.

Datafield Condition £ Walue

From T/ monenurt | ~ ——

Contains

Is equal to
Starts with
Ends with
Contains not
From date
Until date

Again select the Row under the Value column. This will give you a cursor to specify the search
criteria you with to find in the BlackBerry logs.

Datafield Y Condition YValue

From/To/Phonenumber Contains Joe Bertnick

Click on Search button at the bottom of the window to execute the search.
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GWAVA Retain for BlackBerry Enterprise Server

-

“fele

Call log result (83)

Search result

Below you will find the results of your search:

% AgentConfig_ID  °r creationDate  °r modificationDate  “r systemRef “r user % callType ' name % phonea
1 0550172008 05/701/2008 1 Joe Bertnick.1 Incoming - Miss... Gert Lantinga 50315
1 0540172008 05/01/2008 1 Joe Bertnick.1 Incoming - Com... Laurence 0'Brien 600860
1 0540172008 05/01/2008 1 RoelvanBuere.. Incoming- Com... Joe Bertnick 04319
1 0570172008 05/701/2008 1 Mike Silverman.1 Incoming- Com... Joe Bertnick 302330
1 05/01/2008 05/01/2008 1 Mitch Lauer.1 Outgoing Joe Bertnick 49624%
1 05/01/2008 05/01/2008 1 Christina Dowli.. Outgoing Joe Bertnick 922?91
I |

Name:

Number:

Type:

Datetime:

Duration:

Phonecall

| 3/12/2008 11:49:00 AM

| Gert Lantinga

| Incaming - Missed Call, Opened

|
|
| 50315031 |
|
|

| 5/1/2008 12:02:37 AM

The search results window is displayed for all messages and item types matching the search.

To make this information useful for Auditor’s or system administrators, the Export function is of
note. Click the Export button near the bottom of the window to launch the Export wizard.

Export Items

The export window allows you to export information to a useable format for other programs or
reports in the system. If you have selected a particular row or rows, then the option to export
only the selected information will be available.
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GWAVA Retain for BElackBerry Enterprise Server
[ Export
¥ _-_-'___
= Exportthe current visible data
What do youwant to export? Paperspedfication
Paper size ™
(A1l rows ) Portrait A3
iselected rows only (¥ Landscape A4 |
A 3
| Letter b |
Executive
Falia
Ledger
Legal

Letter

Choose the paper type or specification that you wish to export into, whether you wish to open
the document after it is exported, and click Export.

Select the filename

Savein: |E}HTEES (e Il

] [C)RTBES docs
{ = Berry Enterprise Server Manual. pdf

] Specify the save name,
_:) where you want the save
My Documents location, and select the

. type you wish to save it
g’ as. Currently, .pdf, .xps,
My Computer

and .xls are available.
.. File name: |F{TEES-d|E|ﬂ.pdf I Save I
Adobe pdf file " pdf)
My Network Save as type: |Adobe pdf file (~.pdf) [ Cancel ] Microsaft xps file {-ms}
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Retain for BES organizes information from the BES system logs to create charts that are easily
accessible. To launch the chart window, select the Charts button from the toolbar.

‘ﬂ.} Connect to

soss

ve &3 Searchitems & Exportitems

GWAVA Retain for BlackBerry Enterprise Server

Charts and graphs

Choose one ofthe predefined charttypes below:

rd

|Top10 Phone users

Joe Bertnick. 1
Melissa Mitchell. 1
Frank Beckert. 1

E

—
—

Ronald de Zwart. 1

Top 10 Phone users

Tay Kratzer. 1
Mitch Laver.1
Marc St-frnaod. 1
Willem Bagchus. 1
Carsten Piske.1
Davin Cooke. 1

.Numherufcalk

L@ Print items § @& Quickviewer ®@ Grouping &F Clearfilters

The charts window opens with the default chart selected: Top 10 Phone users. You may choose
any of the other charts to view.

Print

With selected
information in the
results field, click on
the Print button in
the toolbar to launch
the print window.

Check the format,
and choose the
printer you wish.
Click the Print

&/ Print Preview
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button to complete the action.

Grouping

The grouping option is a tool to help you organize the information field. Grouping allows you to
sort and group the results according to the column header desired. To use grouping, select the
Grouping button from the toolbar.

3 &, Co &F Searchitems &% Exportitems [gd Charts L@ Print items E & chkwewer ar t E‘

A sorting row will appear above the information field with instructions to drag a column header
to that location.

id *r ApentConfig_ID %y creationDate *r modificationDate “r  systemRef “r| user r callType T nan|a

81 1 04/07/2008 04/07/2008 1 Adam Fields.598 Outgoing Louil =
82 1 040772008 04/07/72008 1 Adam Fields.598 Incoming - Missed Call, Opened  Heil
83 1 040772008 04/07/,2008 1 Adam Fields.598 Incoming - Missed Call, Opened  Mick
84 1 04/07/2008 04/07/2008 1 Adam Fields.598 Incoming - Missed Call, Opened  Mick

Using your mouse, click and drag the column headers desired, in the desired order, to the sorting
row that appeared. There is no limit to the amount of headers you can group with. Repeat as
desired.

Here we have grouped according to System Ref, then Modification date, then the user name, and
finally the creation date.

systemRef ——
L modificationDate

L user T
L creationDate

= pu—
id “r AgentConfig_ID % callType “r name “r phoneNumber®r startDate 7 sewerLogiA

=

systemRef : 1 {40 items)
modificationDate : 5/1/2008 11:50:01 AM (1 item)
= modificationDate : 5/1/2008 11:50:01 AM (1 item)

=

=) user: Carsten Piske.1 (1 item)
= creatlonDate 5/1/2008 11: 50 01 AM (1 ltem)

# modificationDate : 5/1/2008 11:50:02 AM (1 item) =
| modificationDate : 5/1/2008 11:50:02 AM (1 item)
modificationDate : 5/1/2008 11:50:02 AM (1 item)
1 modificationDate : 5/1/2008 11:50:03 AM (1 item)

=+

i+

If you unselect the Grouping option, the sorting header will disappear, but the grouped results
will remain until you reverse the process and drag the organizing headers back into the
information field. Drop them there to return the system to normal.

You may also rearrange the column headers in the main field if desired. This will not
group or sort the data, just change the order in which the columns are displayed.
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Clear Filters

Filters allow the user or auditor to trim the results quickly without specifying a new search
parameter. An active filter removes all results from the information field that does not comply
to the parameters that the filter has specified. To set a filter, choose the desired parameter,
such as the user name, and select the funnel icon at the left side of the header.

Eﬁ l id % | AgentConfig_ID *r I callType “r | name j‘ phoneNumber 7 | startDate *r | serverlogDate ¢
= systemRef : 1 (2 items) B
| modificationDate : 4/7/2008 3:17:45 PM {1 item) T
| modificationDate ; 4/7/2008 3:17:45 P (1 item) T

A drop-down menu will appear allowing you to select the appropriate filter for the header you
selected.

id % AgentConfig_ID %r creationDate % modificationDate % systemRef % user |; emailAddress “r messageType’r
125 1 05/01/2008 05/01/2008 1 {Custom) noreply@gwava.com Outgaing
137 1 05/01/2008 05/01/,2008 1 :Eloa:;f;nks] noreply@gwava.com Incoming
205 1 05/01/2008 05/01/,2008 1 Charles Taite.1 \noreply@gwava.com Outgoing
224 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing
262 1 05/01/2008 05/01/,2008 1 Charles Taite.1 noreply@gwava.com Incoming

Select the User name, or blank, non blank, or custom users to define this filter.

id % AgentConfig_ID *r creationDate *r modificationDate *r systemRef % user j emailiddress “r messageType 1F
126 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing R
137 01 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Incoming

208 1 05/501/,2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing k=
224 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing h
262 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Incoming

308 1 05/501/,2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing R
327 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing K |
328 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing E
332 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Incoming

383 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Incoming

386 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing K
452 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing h
485 1 05/501/,2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing ¥
LTIE | 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@ewava.com Outgoing U
521 1 05/01/2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing T
549 1 05/501/,2008 05/01/2008 1 Charles Taite.1 noreply@gwava.com Outgoing K
1A NR /N4 2008 LT ENETTE] 1 Fharlas Taite 1 narenle@owava cnm Nitenine I\.M
< 1 | [*]

To remove any and all filters that are active in the system. Select the Clear Filters button from
the toolbar and the system will reset to the default information field without filters.
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Appendix 1: Troubleshooting

Retain for BlackBerry Enterprise Server is straightforward and simple.
The trouble points are at the connection level. Here are some points to watch for:

1) The archiving agent must be able to
a. Connect to the archiving database.
b. See and read the log files on all monitored BlackBerry Enterprise Servers.
i. Often, each BlackBerry Enterprise Server will have its own agent
installed.
c. Connect to the BlackBerry Enterprise Server management database.
i. Again, this is often done on a locally-installed agent.

2) The archive database must have its TCP/IP connectivity switched on and allow remote
connections.

3) The viewer agent must be able to connect to the archive database.

Be sure to check these connection settings at all levels. If the components can communicate,
then the system will function properly.
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Appendix 2: Uninstalling Retain for BlackBerry Enterprise Server

Removing both the Retain for BlackBerry Enterprise Server Archiving Agent software as the
Retain for BlackBerry Enterprise Server Archive Viewer is a straightforward, entirely automated
process. Only log files, configuration files and audit files will not be removed automatically.
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Contact GWAVA

For all of your support and purchasing needs, please visit our home page at www.gwava.com.

100 Alexis Nihon, Suite 500
Montreal, QC, H4M 2P1, Canada.
E-Mail: info@gwava.com

Copyright 2007 Beginfinite Inc.

38


http://www.groupwisesolutions.com/
mailto:info@gwava.com

