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Retain Publisher and Viewer

Retain comes with the ability to export selected messages to a local archive for searching and viewing or
to fulfill the need of a mobile archive for legal compliance. This can be extremely useful for larger
systems or systems which have a high load, and where the need for review or legal compliance is being
exercised, but access to the entire Retain archive is not necessary. Instead of allowing or facilitating
constant access to the entire Retain Server, the Publisher can export and index groups of messages to a
local archive, and the Viewer can search, view, and forward messages from the local archive.

The process is performed in two parts: the Publisher and the Viewer. The publisher, using an existing
account with mail export rights, connects to the Retain Server and exports the messages complying with
the search request, and creates a local database archive on the host machine. The viewer accesses the
local archive and allows browsing, searching, and message exportation from the local archive.

Requirements:

> Network connection to Retain Server

.Net 3.5 SP1

Windows XP, Vista, 7, 2003, or 2008. (32-bit or 64-bit)

PST migration requires MS Office or Outlook installed. (32 and 64-bit systems are supported.)
Retain user with rights to export mail

(See User management in the Retain Administration Guide)

YV V VYV

The Viewer can be run or be installed as stand-alone client wherever a published archive exists, but it is
recommended to install the Viewer when you install the Publisher. While the Viewer and Publisher can
be installed and run separately, the Viewer must have direct access to the published archive. Do not
place the published archive on a network share. Accessing the published database from a remote
machine may cause instability and is insecure. For this reason, it is best to use the Viewer local to the
published archive.

The install files are located in the extracted Retain install sources tools folder.

.../retain/tools/publisher
o RetainPublish,exe O Rekainviewer exe
Run the installers on the desired machine.
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Retain Publisher Install

The Retain Publisher installation is very similar to the

Viewer installation. Basic questions are asked, and (C WAV Retain Publines
the installer checks for .NET 3.5 SP1 before copying Welcome 1o the GWAVA Retain
or installing any files. Click ‘Next’ to continue. Publisher Setup

. Setup will guide you through the installation of GWAVA
The installer checks for any programs that need to be - | Retain Publsher.

. . . . It is recommended that you dose all other applications
closed for installation. Close any applications ; before starting Setup, This will make It possils to update
relevant system files without having to reboot your

computer,

specified and click ‘Next’.

Click Next to continue.

[(© GWAVA Retain Publisher |

License Agreement
Please review the license terms before installing GWAVA Retain Publisher.

Press Page Down to see the rest of the agreement.

USER. AGREEMENT AMD SOFTWARE LICEMSE TERMS,

ICAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS

IWGREEMENT. BY USING THIS SOFTWARE, YOU ARE

ICONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO . " ’
THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE Read and accept the license agreement. Select ‘Next

ITERMS OF THIS AGREEMENT, UNINSTALL THIS SOFTWARE IMMEDIATELY.

This | ser Anreement (the "Anreement™ is 2 lenal anreement hetween von and = to continue.

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install GWAVA Retain Publisher. Click Next to continue.

(@) [ accept the terms of the License Agreement
do not accept the terms of the License Agreement

(O GWAVA Retain Publisher [

Choose Components
Chooze which features of GWAVA Retain Publisher you want to install.

Mullsoft Install System w2, 46-Unicode

< Back ][ Next = ] [ Cancel

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

. . . elect componen install: Description
Because the Publisher is worthless without the Selectomponents o et Pastien yu mouse
Viewer over a component ko

see jts description,

Viewer, the Publisher installation provides the
option to install the viewer alongside the publisher.

If the viewer has already been installed, this is not Space required: 27.7MB
necessary. Itis recommended to have both the
Mullsoft Install System w2, 46-Unicode
viewer and the publisher on the same machine. next> | [ concd

Select the desired setting and click ‘Next’ to

continue.
O GWAVA Retain Publisher

Choose Install Location
Choose the folder in which to install GWAVA Retain Publisher.

Setup will install GWAVA Retain Publisher in the following folder, To install in a different folder,

Select the install location. The default is shown. If Sick Browse an select another folder. Click Next to continue.
the default location does not work for the system,
browse to, or specify the desired install location.

Destination Folder

C:\Program Files\GWAVA \RetainPublisher

Space required: 27.7MB
Space available: £55.5G8

Mullsaft Install Syskem w2, 46-Unicode

[ < Back " Mext = ][ Cancel I
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i o [PE——

Select where to place start menu shortcuts, or Choose Start Menu Folder
Choose a Start Menu folder for the GWAVA Retain Publisher shortouts, o

select the ‘Do not create shortcuts’ option to keep

the |nsta | Ier from Creat| ng a ny shortcuts |n the sta rt Select the Start Menu folder in which you would like to create the program's shortcuts, You

can also enter a name to create a new folder.

menu.

Accessories
Administrative Tools
AVG 2011
BlackBerry
CounterPath X-lite 4
DAEMON Tools Lite
Games

Google Talk
GWAWVA

LucasArts
Maintenance

|| Do not create shortouts
Mullsoft Install System w2, 46-Unicode

<pack || mext> | [ cancel

Select the desired desktop shortcut configuration.
The installer can create Desktop or Quick Launch

icons if desired. Default is shown ’ — .
) GWAVA Retzin Publi (I |

Install Shortcuts
Please specify the location for the Retain Publisher shortouts,

Select ‘Install’ to copy the program files and install
the PUb|ISher. || create Desktop Icons

[ create Quick Launch Icons

" GWAVA Retain Publi [

Installing
Please wait while GWAVA Retain Publisher is being installed. o

Create folder: C:\Jsers\worknew\AppData\Roaming Microsoft\Windows\Start Menu\Programs
Mullsoft Install System vz, 46-Lnicode

<Back || Instal | [ cancel

Show details

Completing the GWAVA Retain

Publisher Setup
Mullsoft Install System vz . 46-Unicode

< Back Next > Cancel
GWAVA Retain Publisher has been installed on your
computer,

Click Finish to dose Setup.

After the files have been copied, select ‘Finish’,
completing the installation.

< Back Cancel
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Welcome to the GWAVA Retain

Retain Viewer Install Publisher Selup

Setup will guide you through the installation of GWAVA
| Retain Publisher,

Itis recommended that you cose all other applications

before starting Setup. This will make it possible to update

The Installation wizard goes through the general questions : reevant systen fles vithouthavingto reboot your

computer.

and checks for the required .NET 3.5 SP1 to be installed. Rkt o ot

Click ‘Next’ to continue.

The install checks for any running programs that need to (O 6WAVA Retin Publiher |
be shut down. Shutdown any needed applications and e

Please review the license terms before installing GWAVA Retain Publisher,
H { ’
click ‘Next’.

Press Page Down to see the rest of the agreement.

IUSER AGREEMENT AND SOFTWARE LICENSE TERMS.

Read the “cense agreement and accept CAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS

{T. BY USING THIS SOFTWARE, YOU ARE

ICONSENTING TO BE BOUMD BY AND ARE BECOMING A PARTY TO

ITHIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE

ITERMS OF THIS AGREEMENT, UNINSTALL THIS SOFTWARE IMMEDIATELY.

IThis | Iser Anreement (the “Anreement™ is a lenal anreement hetween von and

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install GWAVA Retain Publisher. Click Next to continue.

Click lNeXt’ to Continue (@ 1 accept the terms of the License Agresment

() I do not accept the terms of the License Agreement

Mullsoft Instal System v2,46-Unicode

<Back |[ mext> | [ cancel

[ © Fetain viewer Setup

Choose Install Location
Choose the folder in which to install Retain Viewer,

Setup will install Retain Viewer in the following folder. To install in & different folder, dick

Select the install location. The default is shown, but if the Bronse and select e ier. Cick et o conrue.
default does not work for your system, browse to, or
specify the new path and click ‘Next’ to continue.

Destination Folder

C:\Program Files\GWAVA\RetainPublisher|

Space required: 26.3VB
Space avalable: 655,568

Mullsoft Install System w2, 46-Unicode:

<Back |[ Next> | [ cancel

Decide where to place the start menu shortcuts, and
([ ntain iewer '-- !
whether you wish shortcuts to be created. If you wish to foen
Choose Start Menu Folder

not have shortcuts created, select the ‘Do not create hoose Sfersenu older for the Retan Verer shorteuts

4 i Select the Start Menu folder in which you would like to create the program's shortouts. You
S h o rtc Uts o ptl on. can also enter a name to create a new folder.

Click ‘Next’ to continue. mssones

Administrative Tools
AVG 2011
BladkBerry

CounterPath X-Lite 4
DAEMON Tools Lite
Games

Goodle Tak

GWAVA

LucasArts
Maintenance

[7]Do not create shortouts
Mullsoft Install System vz 46-Unicode

<Back [ Next>
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The installer checks all running programs for any possible e )
conflicts and alerts if any programs need to be closed. Program lis o

Please dose the following programs before continuing with setup
Click ‘Next’ to continue.

Application Process
1M No programs that need to be closed are running

(<o |z ] [ )

The installer then asks whether you wish to have a —
tain Viewer p = : |
Desktop shortcut created, and whether to add Quick

La u nch ico n S X Please specify the location for the Retain Publisher shortcuts.

Select the desired settings and select ‘Install’. If .NET is

. . D real es! cons
present on the system, the install will proceed and you DEEZ.TLDIW
may finish and complete the installation.

[ < Back H Install ][ Cancel l

At this point, the install wizard checks for .NET 3.5 SP1.

If it is not installed, or it is an older version of Windows, the ® Retain Yiewer Setup X

Publisher and Viewer installers will prompt you to install .NET 9
X . . . X \_t‘/ MET 3.5 5P is not installed. Install now?
3.5SP1. Aninternet connection is required for this

installation. If you decline to install .NET 3.5, the install will [

es l l Mo ]

fail and exit. The install may require a system restart. [ —m—ru ——

Installing
Please wait while Retain Viewer is being installed.

Downloading net exe

If you select to install .NET 3.5 SP 1, the correct install [EEiE )
package will be downloaded from the internet.

275KE (10%) of 2890kE at 91.9kBfs (25 seconds remaining)

Cancel
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¥8 Microsoft .NET Framework 3.5 SP1 Setup

After the package is downloaded, the .NET installer will icwsot

welcome to Setup . n_et Fra mewo I’k
run.

Be sure ko carefully read and understand all the rights and restrictions described in the
license terms. You must accept the license terms before you can install the software.

Read and accept the license agreement and follow the ]

install to the end. MICROSOFT SOFTWARE SUPPLEMENTAL

syl (]

- P — Press the Page Down key to see more kext,
icrosoft . ramework 3. etup
()1 have read and ACCEPT the terms of the License Agreement

(100 NOT ACCEPT the terms of the License Agresment

“r'ou must restart your computer to complete the installation.

[[]5end information about my setup experiences to Microsoft Corporation.

data collection policy
Festarl Mow P estart Later Details regarding the data collection polic

Download File Size: 52 MB
Download Time Estimate: 2 hr 9 min {56 kbps)
14 min (512 kbps)

To complete the install, you must restart your system.

Once the system has been restarted to complete the

% Retain Viewer Setup

.NET 3.5 SP1 install, the Retain Viewer or Publisher ﬁ

. . Completing the Retain Viewer Setup
installation must be restarted.

Flease, run Retain Publish installer again when NET
Framewark installation finish,

Y

If you previously ran the installer, but had to abort to
install .NET, you will need to re-enter your settings.

(© Retai Viewer Setup

Installing
Please wait while Retain Viewer is being installed.

Welcome to the GWAVA Retain
Publisher Setup

Create folder: C:\Users\worknewAppData'Roaming Microsoft\windows\Start Menu'\Programs
Setup will guide you through the installation of GWAVA
Retain Publisher.

Show details
Itis recommended that you dose all other applications _

before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Next to continue.

Mullsaft Install System v2.45-Unicode:
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After the installation has finished, select ‘Finish’,
. Completing the Retain Viewer Setup
completing the setup.

Retain Viewer has been installed on your computer.

Click Finish to dose Setup.

< Back |I Finish Il Cancel
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Retain Publisher

The Retain Publisher must be run to create the local archive for the
Viewer to connect to. The Publisher does not display messages, it just
accesses and exports messages into a portable message archive.

The Publisher must be used in conjunction with a user that has
administrator rights to publish messages. Because the Publisher
connects over the network, it requires an open network connection to

the Retain Server.

The Administrator account for Retain automatically has the publish

messages right, and can be used here, though it is
highly recommended to create and use an auditor
account with the mail export right and access to
the desired mailboxes or post offices required.

Input the Retain Server’s DNS or IP Address and
the login for the account with message export
rights and rights to the desired mailboxes. Unless
the login account has the administrator level right
to ‘search all mailboxes’, only the mailboxes
granted to the auditor account will be accessible.
Granting rights to mailboxes other than the active

User Rights

Rights explicitly granted to the user,

Administrator level rights

[ access all audit logs

[ Deletion Manager

[ apply or remove litigation hold

[ Manage Server

O Manage Users and Groups

O Manage Workers, Schedules, Profiles, Jobs
Publish Messages

[ Restore messages [Any Maibosx]

[ search all maboxes

Core Settings User Rights Mailboxes Miscellaneous
Mailhoxes

These are additional malboxes beyond the primary mailbox that the user may access. A non-admin user will
only view messages addressed to these e-mail addresses (and to their primary mailbox), and might be ahle
to forward/delete messages if given rights, An admin with Search A8 Matroxes rights can access all
mailboxes and perform any operation in the Search Interface.

—Currently Selected

H Bastua
3 rnaston

[~ Criteria
First Mame ~ begins with v

Show only users Show only recently cached itemns

Add Selected

user’s own mailbox are specified in the user rights section, under the ‘mailboxes’ tab. (The advanced

view provides a protocol and port options.)

i+ Retain Publishing Wizard

Retain Server Information

Please provide the Retain Server address and a user account with rights to publish messages.

Server Address

Usermame

Password

Save usemame and password

English
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Select ‘Next’ to login to the Retain Server.

The Publisher then asks for the desired location for the exported archive messages. The messages
extracted from the Retain Server will be saved in a database at this location. Select an existing location
or select the green plus button and then browse to, or create a new folder for the published archive
destination.

.+ Retain Publisher

Publishing Location

Select a location to publish the archived messages.

A &l CAlsers\work\D esktophpublish

[ ]9 cAUsers\work\Desktop\publish\new publish

&

Start Indexer after messages have been retrieved

Bundle the Viewer application with this archive

[C] Require password Enable redaction

Confirm password Confirm passwaord

English -

The options to password protect and use Redaction, both require passwords. To use them, select the
checkbox and specify a password. The passwords can be different and both options may be present on
the same archive.

When the ‘Bundle the Viewer application with this archive’ option is selected, the Viewer installation file
is copied into the archive as well, preparing it to be completely mobile; the entire destination folder can
then be copied or sent to any system with all that is required to read and search the archive. If the
archive is to be distributed on a burned DVD or CD, further redaction will not function from the disk. All
redaction comments should either be made before the archive is burned to a disk, or the archive should
be copied from the disk to a local location where changes can be saved. When writing the archive to a
read-only medium, it is always prudent to finalize the compilation.

Making the archive mobile can be very useful in situations where direct access to the Retain archive,
such as during legal discovery, when email information is required to be surrendered for a user or group
of users, an archive can be created and provided without disrupting current Retain operation. Click
‘Next’ to continue.

Copyright © 2016 GWAVA Inc. All rights reserved. 11



O et bl
Address Book

Choose the domains, past offices, and mailboxes to publish,

[C] Dredge from Exchange journaling mailbox

4 D@dom
V]88 po

English -

Select the scope of the export job. Single or multiple users, mail boxes, message servers, domains, and
social media, even crossing message systems, may be added or excluded from any export job. Select
‘Next’ to continue.

O Retain Publiher
Query Form

Please select query for filtering data.

Use custom query

Queries Query Parameters

MNew simple query ~ ) Core

New advanced query Search phrase:

Qperator: Contains v|

v ) Scope

English ~|

The Publisher may restrict what mail or items are published into the message archive by specifying
search or query terms. If a message or item does not apply to the search terms, it will not be added to
the published archive. There are three opportunities to specify search terms or criteria; Core (query),
Scope, and Misc.

Each of the three different criteria areas at this step may be shown or hidden by clicking on the
hide/show arrow. Select the ‘Use custom query’ and either the simple or advanced query options to
enter search criteria. Previously saved searches or searches that have been shared with the logged-in
user will be displayed in the queries menu. If the ‘Use custom query’ box is not checked the query
parameters will remain locked and cannot be manipulated.

Copyright © 2016 GWAVA Inc. All rights reserved.



To add criteria to the Core query parameters,
simply select the green ‘+ icon, then select the
different desired operator, search type, and
phrase.

For instance, a very exclusive ‘contains’ search of
the message contents will only publish messages
that have the exact specified word or phrase in
them. Fuzzy searches for approximates to the
specified phrase, producing results including the
words, but not in the specific order, or similar
words.

The Scope details what types of messages will be
searched for. If no items are checked, all are
allowed, and that setting is default. To restrict to
specific messages and types, (some are mail system
specific), at least one item must be selected. If one
item is selected, or something is desired to be
excluded from the published archive, select all
desired item types. The Item Type, Item Source,
and Attachment size, are all independent factors
and must be specified independently or left blank.
A blank item source and attachment size will not
restrict those criteria when combined with a
specified type.

Query Form

Please select query for filtering data.

Use custom query

i Retain Publishe

Queries Query Parameters
New simple query ~) Core
New advanced query Search Terms
SearchType  Operator  Search Phrase
Wessage Cantents
Attachment Name
Sender (email
Internet Heacler
GW Post Gffice
¥ 5| Recip. Domain
Recipient
Sender (display)
Sender Domain
Subject
English - [ <Bak | [ Net> | [ cose |
(' Retain Publisher
Query Form
Please select query for filtering data.
Use custom query
Queries Query Parameters
New simple query ~) Core
New advanced query ~) Scope
Item Type
Leave unse search all types
[#] Mail [C] Appointment
[£] Note [E] Task
[£] Phone Message
Item Source
[C] Unknowin [C Received
[ sent [ Personal
[ pratt [[ Journaled
Attachment Size | =
English - <Back | [ Net> | [ ciose

Attachment sizes can be restricted or allowed into the message archive, and are acessible through the

drop-down menu at the bottom of the query screen, under the ‘Attachment Size’ menu.

Simply selecting the desired setting will make it active in the search criteria. Set as

desired and continue.

\# Retain Publisher

Folder Structure

Select options for retrieving folder structure.

Folder Structure:

@ Non-empty folders
All folders

English -

Ay

<100 KB

»100 KB, <1 ME

=1 MEBE <10 ME
The publisher can also be »>10 M8, <100 MB

=100 ME

restricted to exclude all empty
folders from the published archive. Select as
desired and click ‘next’

The Date Range allows for specific item date
ranges to be selected or excluded. The query will
cause the publisher to only look for the specific
mail required within the specified time frame.

Copyright © 2016 GWAVA Inc. All rights reserved. 13



The time range may have a start date, and end date,

 Retain Publisher
or both.
Date Range
ThIS Settlng dlfferS from the f0||0WIng t|me I’EStI’ICtIOI"I If desired, you may publish messages from a specific time period.

in that the start and end times may be specified in a

Filter items by creation date (creation date range is required if any query is selected):
Y g 9 Y query

range, instead of a specific hard date. Only messages From To
strictly adhering to the range will be published. If a o nmiE b
date range is desired, enable the date range and =
select the desired range. 2‘1' ;3 135 - } 2: 13
S
A date range is required to be specified if the active R
query is anything other than a previously saved T— e

query, so make sure it is pr——
set to an acceptable

] ] Indexer Filter Settings
window for the desired

data. The publisher

The following document types will be indexed using IFilters. Additional filters may be installed using the links provided.

4 Microsoft Office

automatically defaults the Document Word 87-2003 (*dad]
date range to one year. Ekngﬂtl‘}\f?zduégul(\?)
Book Excel 2007 (*.xlsx)
Click on the ‘From’ or ‘To’ ’ Adb[,tf (See manual)
dates to reveal the data s 4

Text Document (*.txt)

selection calendar and B oot s

specify the date as Log file (*4og] _
Configuration file of .NET (*.config)
desired, Configuration file (*.ini)

4 [J] HTML file (= html)
HTML file (*html)

Click ‘Next’ to continue. HTML file {~htm)
ASP.NET 1.1 page (“.asp) .
The Publisher can create English -] [ <Back | [ Net> | [ Close |

and index the archive for
faster searching and browsing by the Viewer. It is highly recommended to index a published archive. All
default filters are shown. Click ‘Next’ to continue.

If previously published messages are present in the selected publish location then you will be presented
the option to overwrite the present information, or to append the new messages to the existing

message store. (Goverite I < =) o]

The Publisher will connect to the Retain Server and export B B e iy e hers.

the qualifying messages from the selected user(s)
mailboxes and builds the local archive.

[ Replace ][ Append H Cancel

Copyright © 2016 GWAVA Inc. All rights reserved. 14



.+ Retain Publisher

Please Wait

Messages are being retrieved from Retain Server.

Getting folders

Saving request number 12

B0 &0
B0 &0
B0 &0
B0 &0

admin (admin.po.dom)
Rush (benjamin.po.dom)
Bassett (david.po.dom)

o o oo

Clements (sam.po.dom)

English - | Close |

When the Publisher is done, it will display a report on the job. Depending on whether the exported
archive was selected to be indexed after the job is done, the indexer will run. A .net error may occur at
the end of Indexing, caused by an error in Adobe iFilter, if this error occurs, please install Adobe PDF
iFilter 5.0 found on Adobe’s web site.

T T ==

Finished

The process has finished. Please refer to the information below for the status of this job.

Completed successfully:

Total statistics for all users:

Folders: 73

Messages: 7200 (Top-Level: 4330, Embedded: 2370)
Attachments: 1454

ERRORS: 0

James2 (james2 @ mmmss===com)
Folders: 3

Messages: 2 (Top-Level: 2, Embedded: 0)
Attachments: 15

ERRORS: 0

Joes (joes@ cemmm: = COM)

Folders: 3
Mazeznae: 7 (Tand aval 7 Ermhaddad- M

English -|

Select ‘Close’ to exit the publishing wizard and the indexer will automatically run if that option was
selected. With a successful publishing job, the archive is now ready to be connected to the Viewer.

If the Indexer was not automatically run, it must be run before the Viewer can search the archive.

Copyright © 2016 GWAVA Inc. All rights reserved. 15



Retain Viewer

To connect to the published archive, locate the shortcut to the installed Retain (G0 Migwer

. . Retain Viewer
Viewer and start the Viewer. SWAYA T,
The viewer must be pointed to a valid O o pr

database on initial startup. If the viewer
does not prompt for the location to a
published database, or if a new database

is desired, select the ‘Open’ button and
browse to and select the containing
folder. If the Viewer has been previously
opened, it will remember the last

database opened. o el
HTML E Plain text | [ Save orward Print Strikeout/Unstrikeout

From: Date:

The viewer is setup similar to an email fo:

Subject:

client, with the mailbox and account on
the left, the selected account’s contents

fill the space on the top right, and any

selected message’s contents are displayed
along the bottom. Tabs allow access to the message properties or text, and highlighted buttons below
the tabs determine what is shown and how, (Attachments, HTML, Plain Text). The Viewer also has the
ability to forward the selected message out of the portable archive to any specified address.

[
To access an archive, select the ‘open’ button from the top ! o Rlptm:ed wive )
toolbar, or select the ‘Open’ option from the ‘File’ dropdown @ w0t S
menu. 4B options
Egi Exit

The Viewer only needs to know the base location of the
archive, or the folder selected in the Publisher as the archive

’0% Hemegroup

> A worknew

location. The ‘Open’ menu starts a browse window.

> 1M Computer
’&\j Network

> @ Control Panel

& Recycle Bin

Browse to the location where the portable archive is located, |, published2
select it, and click ‘OK’. 1L published archive

Dt IEA b OF

Copyright © 2016 GWAVA Inc. All rights reserved. 16



If the archive was password protected, the
correct password must be entered here before Database is encrypted. Please enter password.

the Viewer can gain access.

ChUsers\wark\Desktop'publishinew publish

Once the Archive has opened, all mailboxes
contained in the archive are displayed. Select a
mailbox to access the mail in the archive.

e &= -

Open Search

Mailbox [Benjam in (benjamin.po.dom)

4[] 7g% Rush Home From To Subject Date
[[] &= Mailbox <stephanie.harris@ibu “james@ibu  Topics for General Counsel  20-Mar-2000 10:2°
=
<stephanie.harris@ibu “james@ibu  Topics for General Counsel  20-Mar-2000 10:2°

<stephanie.harris@ibu "james@ibu  Topics for General Counsel  20-Mar-2000 10:2°

<stephanie.harris@ibu "james@ibu  Re: San Antonio Meeting 22-Mar-2000 05:5°

m | »

Mail | MNotes = Properties

@ I—TI\-‘IL HSave = Forward = g Print  #eeStrikeout/Unstrikeout  Black out

From:
Teo

CC:

BC:
Subject:

It is important to note that while the Publisher stores time in UTC, the time displayed in the viewer,
located in the ‘Date’ column for each message, is relative to the viewer’s installed time zone, it is not in
UTC. Messages published in PDF also display according local time zone. PST is exported in UTC, but
Outlook rounds to the nearest minute, and displays the UTC timestamp in local time.

The text of the selected message will be displayed in the bottom viewer pane. The viewer contains
options to show or hide the attachments, forward the message, as well as whether to view the message
in plain text, or in HTML when avaialable.

Mail | Notes | Properties

HTML b Save ~ “§ Forward ~ (g Print = &= Strikeout/Unstrikeout
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M Properties

Core 1

Message Type: Mail

Owner UID: 9bd5f380-11db-0000-9acc-0065c7f2c244
Parent Node:  Mailbox =
Read: False
Created:  12/28/2001 5:04:54 PM
Delivered:  5/28/2010 7:39:05 PM

Stored N

Additional Properties
emailSystem gw _

The properties tab displays the essential information on the mail item in question. The created,
delivered, read status, and store date are displayed along with the identification number, message

source, etc. s

) cper Tcen:balt::de rchive
Forward EAUsersyworkmewDeskioplpublished archi 2%
The Forward, and forward as attachment options allow the Q -

Retain Viewer to send the selected message from the archive to iGP optons
a destination account. ‘Forward’ functions exactly as the sgg o

forward function in an email client. The ‘Forward as attachment’ . -
creates an attachment from the selected email and attaches it to a message sent.

In order to utilize the ‘Forward’ option in the viewer
pane, the Viewer must be configured with a mail server. SMTP Settings |giogaugag
TO te” the VleWer Whlch SMTP server and account to The following settings are used to send and forward messages from Retain Viewer

use to send messages, select ‘Options’ from the drop-

SMTP Server

E-mail:

down menu.

Password:

The ‘Settings’ configuration menu will appear. Enter
the DNS or address of the SMTP Server desired to use
for the Viewer system, and an appropriate account,

(Username is required, password is optional), to connect
and send messages.

SMTP Settings | Language

Interface language:

Language and displayed document format settings may be
changed as well for the specific viewer.

English v

Save l [ Cancel
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Redaction /

Redaction allows the viewing auditor to compile 4

notes on the archive. The notes are appended to OL::;' ;abgh R}g o e g
the entire archive, and not any individual messages, o _— S e
which makes Redaction extremely useful to compile | maisex[jzmes S

messages and identify messages of interest.

To enable redaction, the archive must first be exported with the redaction option enabled in the

publisher, (if the archive was not published with Redation T oo B ==
enabled, the option will appear grayed out), and a redaction

Enter the password to enable redaction

password must be entered.

On a redaction-enabled archive, to access the feature, it must

be ‘enabled’ in the viewer. This option is found on the toolbar. _

Select ‘Redaction’ and enter the redaction password.

When Redaction is enabled, the ‘Strikeout/Unstrikeout’, ‘Black out’ options, and ‘Notes’ tab become
active. The Notes tab works much like a notepad that is always connected to the archive. Items of
interest or whole messages’ texts can be copied and compiled in the redaction notes. Messages with
notes on them are marked in the archive viewer with a notepad icon in the message list.

(O viewer - redact o o ] |

e & B RS Qo 0"h

Open Search Save Forward Print Delete PST PCF

ools Messa Redaction Export to

Mailbox [iames =l

4 (W@ blufish Home From : To Subject Date
i B2 # <strat_alert@hotmail.com> resto.m.kevin; da eport  *
(] = Mailbox lert@h: I p kevin: da 1600 Rep: 12/13
=¥y <teri.majer@corp.enbridge.com: chris.po.dom Needle in a Hayste  1/15/%

(= <teri.majer@corp.enbridge.com> chris.po.dom RE: NeedleinaHa 1/15/i—

m | b

Place your notes here

Redaction notes are connected to the entire archive and are not tied to any specific selected message;
they stay the same across all messages to be accessable regardless which message is selected.
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Strikeout/Unstrikeout and Blackout

The Strikeout option enables a review of the archive before handing it over to legal scrutiny. This allows
the user to denote items and messages which do not apply, or are unnecessary for the published goal.
For example, if an investigation is being performed on specific activity, or internally on the account and
all correspondence with a customer, the strikeout will allows messages or even sections of messages
which do not apply, to be marked out.

To use the Strikeout, first Redaction must be enabled. After redaction is enabled, the options become
active. To Strikeout or Unstrikeout messages in the message list, select the messages by placing a check
in the checkbox and then select the ‘Strikeout’, or ‘Unstrikeout’ button from the top bar. To strikeout
sections in the body of the message, highlight the desired section and select the ‘Strikeout/Unstrikeout’
button from the view message bar.

(O Retain Viewer - guld-112 =R =5
N o

. —J £, o a2, o abe Strikeout ET

Y o > - J A

Iﬁ (&J\J hi] \ﬁ x-\] abc Unstrikeout i"‘“l

Open Search Save Print Delete PST PDF

Mailbox [ Kalob Scrensen (kalob@jimmyh v| )

4 [ g} Kalob Sarensen Home
== Mailbox

From To Subject Date
B Kendell Sorense  Mathan Sorensen; B storage - 1 14-Mar-201: 4
MatharSorenserB  pe-messagebedy  H-Ape203
MethamorepserB  appt Td-fpe201L
MNathan Sorensen; B second - no body 14-Apr-2014
MNathan Sorensen; B third - no body 14-Apr-2014

O000FR=EDME

Nathan Sorensen; B New policy 20-May-201

Mail | Notes = Properties

@ HTML| Plain text [gdSave = Forward + ki Print  abeStrikeout/Unstrikeout Black out Unicode (UTF-8)

From:  Kendell Sorensen Date: 20-May-2014 05:55
To Nathan Sorensen Beth Sorensen Kalob Sorensen Haley Sorensen Jake Sorensen Amy Sorensen Kent Sorensen Kendell Sorensen
Subject: New policy

—

Message

The Blackout option allows a reviewer to remove sensitive information, such as social security numbers,
from published messages. To use the Blackout option, highlight the desired text and select the ‘Blackout’
button. Blackout cannot be removed from text.
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Searching the Archive

Home
The Retain Viewer provides full search functionality. The search function is accessed | L]
through either the shortcut ‘Ctrl+F’ or by selecting ‘Search’ from the toolbar. o,:u:n s'?ar)ch Redaction

The different options for the search are shown with the criteria input below the
options. Any text string or value can be searched for in the full text of the mail, or simply in the subject
line. The following options are functional for both the search messages option included here, as well as
the publisher search criteria. In the search ‘look for’ line:

O find [E=3 Kl =
{ ’
> && represents and Search items by specific query
» || represents ‘or’ ook e
> No operators work as an exact Exact phrase Word beginning Ward ending All words Any word %:Jn:;rjn’:zui?szfZCL)
[0 & Harry e (harry.pol om1_2012)
match search. From/Author [ & Henry E (henry.pol_2012.dom1_2012)
[ |+ © & Parsons (impol_2012dom1_2012)
] & E (keilonipo?_2012 dom 2012)
TolcC [ @ Sera E (sarapol_2012ern12012)
For examp|e: [ | [T & test ftestl pol_2012.dom1_2012)
Ttem type:
. [ mail [C Appointment
> Boy girl = exact search for “Boy I Nose B
[7] Phone Message [7] Facebook
girl” [ Twitter [CIsms
[E1Mms [T Phone Call
> Boy && girl = Boy and girl search Fes o Bee
. . Date range
» Boy || Girl = Boy OR girl search ] Cremedor defverad etwesn:
[ |
> Boy && girl | | dog && cat = Boy
and glrl OR dOg and cat search. Advanced search [ seach | [ Reset | [ cancal |

NOTE: These search operators DO NOT work with the search option ‘starts with’, but can be utilized with
all of the other base modes of the search.

NOTE: Lucene search engine does not recognize the following English ‘stop words’ or articles of speech:
a, an, and, are, as, at, be, but, by, for, if, in, into, is, it, no, not, of, on, or, such, that, the, their, then,
there, these, they, this, to, was, will, with

These words are not indexed by Lucene, and thus are not taken into account if they appear in the list

of words specified for the
search. This may result in some [[[E588 tome

unanticipated results in . .
“exact” searches.

In addition to the operators [£115 Search Results (7720} | From To sutject Date
. [} [ <james@ibuycra - 25-May-2001

and teXt’ the Sendmg AUthOI’ or ] [ <ghkim@sk-ibuy [UrgentlApproval for  05-Jun-2001 1
the deStInathﬂ and Carbon ] E2  <james@ibuycra _ 01-Jun-2000

.. B 4 <jsmes@ibuycra _ 01-Jun-2000
copy reCIpIents Of a message B [ <james@ibuycra  "rhutchison@velaw.ce _ 08-Diec-2000 -
as well as item type and the o
date range can specify or [0] Hmi[Pointex] save = Forverd > dPrint seStriceout/Unstikeout Black out
restrict a search. Selection of o o
the date range is done through e
an interactive calendar. Subject;

Be sure to select the desired

mailbox or mailboxes to apply
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the search through. (The depicted example archive only contains one mailbox.) Select ‘Search’ to begin.

When the search is finished, the results will be displayed in a separate results window, identical to the

main viewer interface.

PDF and PST Export

Retain Viewer can export selected files and messages from a mailbox or archive to a PDF or PST archive
file. NOTE: PST export requires MS Office or Outlook, or the associated plugin. The viewer will prompt
for plugin installation if necessary. It is highly recommended to have Outlook installed.

To migrate to PST, select desired files in the view window then select ‘PST’ from the toolbar.

Home

o d B =&

Open Search Redaction Save Forward Print

ools Messages

abc

A window confirming the location and file will open. When the ‘Save’ button is selected the PST file is

created and available for use.

The Retain Viewer can also save selected messages as PDF.
in the toolbar.

Select the desired messages and click ‘PDF’

Home

W W RS

Open Search Redaction Save Forward Print

aols Messages

The selected messages are then published in a single PDF. In addition to the standard file name and
location, the PDF has title, exported by, and comment sections that the user is prompted to specify

before the viewer publishes the PDF.

The finished PDF contains all the information displayed in
the viewer, as well as an option to save individual text or
message sources.

Copyright © 2016 GWAVA Inc. All rights reserved.

() Export to PDF

Title:

Subititle:

Comments:

Exported by:

Export to PDF

exported messages titIEI
Subtitle

Comments show up here

Narme of exporting user account

Cancel |
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The published PDF displays the separate emails along the top in a list and displays the message

information in a lower pane, as shown below.

(Coap— =)
File Edit View Window Help *
- share
Date | Subject Fram To | size
9/15/2012 1:15:28 AM Topics for General Counsel Off-site <stephanie hanis@ibycra.org> "james@ibycraorg’ GWIA dom 3355KB []
9/15/2012 1:15:28 AM Topics for General Counsel Off-site <stephanie hanis@ibycra.org> "james@ibycra.org” GWIA dom 3.356 KB
9/15/2012 1:15:28 AM Topics for General Counsel Off-site <stephanie haris@ibycra.org> "james@ibycra.org' GWIA dom 3356 kB ||
(® Topics for General Counsel Off-site.pdf Open File N
MAIL
From: <stephanie.hamis@ibycra.org> ["stephanie_harris@ibycra.org".gwia.dom]
To: "James@ ibycra.org". GWIA dom ["james@ibycra.org" gwia.dom]
Subject: Topics for General Counsel Off-site L4
Date: 14-Sep-2012 19:15
Creation Date: 20-Mar-2000 10:27
Store Date: 15-Sep-2012 15:38
Status:
Box Type: received
Folder: Rush Home > Mailbox
Message Id: 5053824F dom_po.200.20000B2.1.2C 1
Return-path: <email@domain.com>
Received: from testing.com ([::ffff:192.168.1.100])
by GW2012SLES11SP2 with ESMTP; Fri, 14 Sep 2012 19:15:18 -0600
Message-1D: <30489934.1075842922562 JavaMail.evans@thyme>
Date: Mon, 20 Mar 2000 08:27:00 -0800 (PST)
From: stephanie.harris@ibycra.org
To: james@ibycra.org
Subject: Topics for General Counsel Off-site
Mime-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
X-From: Stephanie Harris
X-To  James Derrj =
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