Exchange settings
To connect with exchange, Retain needs a user with appropriate rights. This can be accomplished by
using an existing user, or by creating a new one. It is recommended to create a new user for Retain
archiving. If creating a new user, ensure that the user is an active user account and that the password
does not change, to ensure Retain will be able to access mail without changing settings. This user is
sometimes called a ‘service account’ or ‘master user’. Retain | & mtemetexporer —
calls this user the ‘global catalog user’ and ‘global catalog @ intemet Exlorer (645i) |
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Additional permissions need to be added to the user created Fn
for Retain. The quickest way to add these rights is through
the Exchange Management Shell.

After creating the new user in Active Directory, open the + Bak
Exchange Management Shell. (Exchange 2007 Shown) fstart search e o | a |

There are two sets of commands needed to grant the required permissions. The first command grants
access rights to the user, is a general command, and can be completed on any one Exchange server in
the Exchange system. The second set of commands grant impersonation rights. The impersonation
rights commands differ between Exchange 2007 and 2010 servers. If the Exchange system contains 2007
and 2010 servers, the different commands must be completed on one server of each type.

Grant Access rights to the Retain user.
On any server in the Exchange system, enter the following command into the Exchange Management
Shell:

Get-MailboxServer | Add-ADPermission -user retain -AccessRights listChildren

In this example, the user created is named ‘retain’. Replace the name ‘retain’ in the following
commands with the user name created in the Exchange system.

[PE]1 C:sUWindowsssysten32>Get—-HailhoxServer | Add-ADPermission —user retain —fAcce
szRights listChildren

Identity Deny Inherited Rights

WINSERUBS64 Buretain False False ListChildren

[PE] C:sMindowsssystem32

If additional Exchange servers are added to the system after running this command to grant rights to the
‘retain’ user, the command must be run again to grant rights to the new server.



Grant Impersonation Permissions to the Retain user.

The second set of commands, which grant impersonation rights to the ‘retain’ user differ between
Exchange 2007 and 2010. If the Exchange system uses a mixed range of both 2007 and 2010 Exchange
servers, the appropriate commands must be performed on one of each server type. The commands are
case sensitive.

Exchange 2007 commands:
Get-ClientAccessServer | Add-ADPermission -User retain -ExtendedRights ms-Exch-EPI-
Impersonation

Get-MailboxDatabase | Add-ADPermission -User retain -Extendedrights ms-Exch-EPI-
May-Impersonate

If you are archive public folders, you may need to execute the following command:

Get-PublicFolderDatabase | Add-ADPermission -User retain -ExtendedRights ms-Exch-
EPI-May-Impersonate

If you add additional Exchange 2007 servers or mailbox databases to your system, you will need to run
these commands again.

Exchange 2010 commands:
New-ManagementRoleAssignment -Name:impersonation-retain -
Role:Applicationlmpersonation -User:alp\retain

Note the inclusion of the domain name (alp) for -User value, substitute the name of your
domain; this may not be necessary.



Authentication Methods

Depending on system configuration, Retain may require Basic Authentication to be enabled on EACH
Exchange server in the system. Open “Server Manager” on Exchange server.
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3. Under heading “lIS”, open “Authentication” icon
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4, Select “Basic Authentication”, click “Enable” in right pane.

You can now close “Server Manager”.



Retain Settings

The Exchange module must be configured in the Retain Server before any communication between

Retain and an existing Exchange mail system can occur. Open the Retain 2. 5 management page on the
Retain Server, and select Module Configuration

Overviem @ Module Configuration

Documentation
Systern Log After configuring a module, it is recormmended you manually refresh the Address Book,

Data Collection

[ Refresh Address Book ] Sync job is not running at this time.

Management

Users Unconfigured Modules
Groups

Configur ation

Server Configuration
Module Configuration (/1
Storage Manager U

Licensing

Configure
Mo modules configured. Lse

fodule Configuration.

30 days remaining in eval

Configure

Select the ‘Configure’ option in the Exchange module.

3 Exchange Module oY

Exchange specific information is configured here, 4t a minimum, the CORE SETTINGS and FOREST tabs must filed out completely, and each of your domains must be listed in the Domain tab.
Usernames should be in the user principal name form (name®@fadnDornain), and domains should be specified wsing the FQDN format (2.0, blackberry.gwava,com) instead of the NETBICS form (e.Q.
BLACKBERRY ).

Core Settings Forest Domains
Core Settings

Mormally all of these entries should be enabled.

® Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
® Enable Authentication indicates if users logging into Retain should be able to use the modula's authentication system,
® If Enable Jobs is not enabled, no jobs pertaining to this module wil be sent to Workers,
Enable Address Book Caching?
Enable Authentication?
Enable Jobs?

Retain needs to know login information and existing domains before any archiving can be accomplished.



Open the “Forest” tab and enter the login information.

&2 Exchange Module

Exchange specific information is configured here. At a minimum, the CORE SETTINGS and FOREST tabs must filed out completely. and each of your domains must be listed in the Domain tab.
Usernames should be in the user principal name form {name@fodnDomain), and domains should be specified using the FQDN format {e.g. blackberry.gwava.com) instead of the NETBIOS form {e.g.
ELACKBERR .

Core Settings  Forest  Domains
Forest

vou rmust fil out all of the entries an this tab,
Typically, you provide the connectivity information for a global catalog, and a user that has full access to Active Directory,
Here are the specific requirernents for this user:

® Has read-only access to all parts of Active Directory involving the Exchange System and users.
* Is mail enabled.
® Has impersonation rights granted to all Exchange servers,

You also provide a list of Active Directory Dis to search for users and groups.
Mote: Values entered on this tab are used for every domain unless specifically overridden on the Domain tab.
Global Catalog Host | 127.0.0.1
Global Catalog Port (3268
Global Catalog Security | Plan Text |
Global Catalog User user@fgdn.com
Global Catalog Password

ED:I Add Search Base (e.qg. dc=blackberry,dc=gwava,dc=com)

Test Connection

The connection IP address and port must be specified and an open connection through the network to
the Exchange server. Enter the login user name and password for Retain.

&2 Exchange Module save Changes ke

Exchange spedific information is configured here, At a minirmum, the CORE SETTINGS and FOREST tabs rmust filed out completely, and each of your domains rust be listed in the Domain tab.,
Usernames should be in the user principal name form (name@fgdnDomain), and domains should be specified using the FQDN format (e.g. blackberry.gwava,.com) instead of the NETEIOS form (e.g.
BLACKBERRY ).

Core Settings Forest Diornains
Forest

rou must fil out all of the entries an this tab,
Typically, you prowide the connectivity information for a global catalog, and a user that has full access to Active Directory.
Here are the specific requirements for this user:

® Has read-orly access to all parts of Active Directory involving the Exchange System and users.
* Is mai enabled.
® Has impersonation rights granted to al Exchange servers,

You ako provide a list of Active Directory Dhs to search for users and groups.
MNote: Values entered on this tab are used for every domain unless specifically overridden on the Domain tab,
Global Catalog Host |192.168.1.10
Global Catalog Port (3263
Global Catalog Security  Plain Text |
Global Catalog User retain@h.gwava.com

Global Catalog Password |sssssss
Ifl}l &dd Search Base (e.g. do=blackberry,dc=gwava,dc=com)

Test Connection

A Search Base is required, add it by selecting the green plus sign, or delete an existing search base by
selecting the red ‘x’. Save all changes.



