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Retain Publisher and Viewer

Retain 2.5 comes with the ability to export selected messages to a local archive for searching and
viewing or to fulfill the need of a mobile archive for legal compliance. This can be extremely useful for
larger systems or systems which have a high load, and where the need for review or legal compliance is
being exercised, but access to the entire Retain archive is not necessary. Instead of allowing or
facilitating constant access to the entire Retain Server, the Publisher can export and index groups of
messages to a local archive, and the Viewer can search, view, and forward messages from the local
archive.

The process is performed in two parts: the Publisher and the Viewer. The publisher, using an existing
account with mail export rights, connects to the Retain Server and exports the messages complying with
the search request, and creates a local database archive on the host machine. The viewer accesses the
local archive and allows browsing, searching, and message exportation from the local archive.

Requirements:

> Network connection to Retain Server
» .Net3.5SP1
» Windows XP, Vista, 7, 2003, or 2008. (32-bit or 64-bit)
> Retain user with rights to export mail
(See User management in the Retain Administration Guide)

The Viewer can be run or be installed as stand-alone client wherever a published archive exists, but it is
recommended process to always install the Viewer when you install the Publisher. While the Viewer and
Publisher can be installed and run separately, the Viewer must have direct access to the published
archive. Do not place the published archive on a network share. Accessing the published database from
a remote machine may cause instability and is insecure. For this reason, it is best to use the Viewer local
to the published archive.

The install files are located in the extracted Retain install sources tools folder.

.../retain/tools/publisher
o RetainPublish,exe O Rekainviewer exe
Run the installers on the desired machine.
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Welcome to the GWAVA Retain

Retain Viewer Install Publisher Selup

Setup will guide you through the installation of GWAVA
|| Retain Publisher,

Itis recommended that you dose all other applications

before starting Setup. This will make it possible to update

The Installation wizard goes through the general questions : reevant systen fie vithouthavingto reboot your

computer.

and checks for the required .NET 3.5 SP to be installed. Rk o

Click ‘Next’ to continue.

The install checks for any running programs that need to

be shut down. Shutdown any needed applications and

H ‘ '
click ‘Next’.
License Agreement
Please review the license terms before instaling GWAVA Retain Publisher.

Press Page Down to see the rest of the agreement.

USER AGREEMENT AND SOFTWARE LICENSE TERMS.

(CAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS
Read the license agreement and accept. CATEFULY READ ALL THE TERIS 410 CONDITIONS

(CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO

THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE

TERMS OF THIS AGREEMENT, UNINSTALL THIS SOFTWARE IMMEDIATELY.

This | Iser Anreement (the "Anreement™ is & lenal anreement hetween won and

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install GWAVA Retain Publisher. Click Next to continue.

. ¢ ) .
Click ‘Next’ to continue @)1 accept the terms of the License Agresment
(7)1 do not accept the terms of the License Agreement

Mullsoft Inskall System «2.46-Unicode

e o] Lo

T ==

Choose Install Location
Choose the folder in which to install Retain Viewer, o

Setup wil install Retain Viewer in the following folder. To install in a different folder, didk
Browse and select another folder. Click Next to continue.,

Select the install location. The default is shown, but if the Bestnasen Folder

default does not work for your system, browse to, or
Space required: 26.3MB

specify the new path and click ‘Next’ to continue. S R

Mullsoft Install System vz, 46-Unicode.

<Back [ next> | [ cancal

| © Retain Viewer setup J

Choose Start Menu Folder

Decide where to place the start menu ShOI"tCUtS, and Choose 2 Start Menu folder for the Retain Viewer shorteuts.

whether you wish shortcuts to be created. If you wish to Select the Start Menu folder in which you would like to crests the program's shortauts. You

can also enter a name to create a new folder.

not have shortcuts created, select the ‘Do not create
Accessories

’ .

shortcuts’ option. msrstve Tocs
BladkBerry
CounterPath X-Lite 4
DAEMON Tools Lite

H ‘ 7 H Games
Click ‘Next’ to continue. Googe Tak
GWAVA
LucasArts
Maintenance
[7]Do not create shortouts
Mullsoft Install System vz 46-Unicode

<Back [ Next>
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The installer then asks whether you wish to have a

ﬁmm Viewer Setup. [E=mEE———)

Desktop shortcut created, and whether to add Quick —

La u nch ico ns. Please specify the location for the Retain Publisher shortcuts.

Select the desired settings and select ‘Install’. If .NET is
[ create Desktop Icons

present on the system, the install will proceed and you [Fl Create Quick Launch Icons
may finish and complete the installation.

<Back | instal | [ cancel

At this point, the install wizard checks for .NET 3.5 SP1. If it is
not installed, or it is an older version of Windows, the
Publisher and Viewer installers will prompt you to install .NET \_‘-:_/ MET 3.5 5P1 is not installed. Install now?
3.5SP1. Ainternet connection is required for this
installation. If you decline to install .NET 3.5, the install will

® Retain Viewer Setup

fail and exit. The install requires a system restart. T —— -

Installing
Please wait while Retain Yiewer is being installed.

Downloading net exe

If you select to install .NET 3.5 SP 1, the correct install (i )
package will be downloaded from the internet.

275kE [10%:) of 2890kE at 91,9kB/'s (25 seconds remaining)

Lifilil]
B Microsoft .NET Framework 3.5 SP1 Setup S 0x

welcome to Setup % Framework
Afte r th e pa C ka ge |S dOWﬂ I oa d ed ’ the * N ET n Sta I Ie rwi I I Be sure to carefully read and understand all the rights and restrictions described in the

license terms. You must accept the license kerms before you can install the software,
run. 2
Read and accept the license agreement and follow the MICROSOFT SOFTWARE SUPPLEMENTAL [
|n5ta I I to the end ) Press the Page Down key to see more text,

(1 have read and ACCEPT the terms of the License Agreement
()1 DO NOT ACCEPT the terms of the License Agreement

Microsoft .NET Framework 3.5 5P1 Setup

o must restark your computer to complete the installation. [[]send infarmation about iy setup experiences to Microsoft Carporation.
Details regarding the data collection policy:

Download File Size: 52 MB

Download Time Estimate: 2 hr 9 min (56 kbps)

Fiestart How Restart Later 14 min (512 kbps)

Cancel
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To complete the install, you must restart your system.

® Retain Yiewer Setup —

Once the system has been restarted to complete the
.NET 3.5 SP1 install, the Retain Viewer or Publisher
installation must be restarted.

Completing the Retain Viewer Setup

Please, run Retain Publish installsr again when JNET
Framewsork installation Finish.

< Bark Cancel

If you have previously run the installer, but had to abort to install .NET, you will need to re-enter your
settings.

Welcome to the GWAVA Retain Please wait while Retain Viewer is being installed. o
Publisher Setup

Create folder: C:\Users\worknew'AppData'R.oaming MicrosoftiWindows'\Start Menu'\Programs

Setup will guide you through the installation of GWAVA
Retain Publisher.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Mullsaft Install System vz, 48-Unicode

< Back Next > Cancel

After the installation has finished, select ‘Finish’ to e

complete the setup.
P P Completing the Retain Viewer Setup

Retain Viewer has been installed on your computer.

Click Finish to close Setup.

< Back Cancel

Copyright © 2011 GWAVA Inc. All rights reserved.



- - » Wel to the GWAVA Retail
Retain Publisher Install Publishor Sotup e

The Retain Publisher installation is very similar to the
Viewer installation. Basic questions are asked, and

Setup will guide you through the installation of GWAVA
Retain Publisher.

It is recommended that you dose all other applications

the installer checks for .NET 3.5 SP1 before copying Y Coorestortig Sebp. s il ke porable to pate
. . . . . ; computer,
or installing any files. Click ‘Next’ to continue. ik Nt o e,

The installer checks for any programs that need to be
closed for installation. Close any applications

e . ‘ 7
specified and click ‘Next’.
(O oWAVA Retain Publisher :

License Agreement

Please review the license terms before installing GWAVA Retain Publisher.

Press Page Down to see the rest of the agreement.

USER, AGREEMENT AND SOFVIARE LICENSE TERVS. Read and accept the license agreement. Select ‘Next’

ICAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS .
AGREEMENT. BY USING THIS SOFTWARE, YOU ARE to continue.

ICONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
ITHIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
ITERMS OF THIS AGREEMENT, UNINSTALL THIS SOFTWARE IMMEDIATELY,

This | lser Anreement (the "Anreement™ is & lenal aareement hetwesn von and

(& ewava Retain Publisher [

Choose Components
Choose which features of GWAVA Retain Publisher you want to install.

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install GWAVA Retain Publisher., Click Next to continue.

(@ [ accept the terms of the License Agreement
() I do not accept the terms of the License Agreement

hlullsaft Install System v2,46-Unicode Check the components you want to install and uncheck the components you don't want to

install. Click Next to continue.

< Back ][ Mext = ] [ Cancel

Select components to install: Publisher & Indexer BEsirin
= Position your mause

Viewer over & component b
see its description,

Because the Publisher is worthless without the
Viewer, the Publisher installation provides the option
to install the viewer alongside the publisher. If the SRR S
viewer has already been installed, this is not Nullsoft Tnstal System +2.46-Lricodk

MNext > ] [ Cancel

necessary. Itis recommended to have both the

viewer and the publisher on the same machine.
Select the desired setting and click ‘Next’ to [(© owava Retain Publsher )

H Choose Install Location
co nt inue. Choase the folder in which to install GWAVA Retain Publisher. o

Setup will install GWAWA Retain Publisher in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Select the install location. The default is shown. If the
default location does not work for the system,
browse to, or specify the desired install location.

Destination Folder

Space required: 27.7MB
Space available: 655.5G8

Mullsaft Install System w2, 46-Unicade

< Back ][ Next = ] [ Cancel
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i o [PE——

Select where to place start menu shortcuts, or Choose Start Menu Folder
Choose a Start Menu folder for the GWAVA Retain Publisher shortouts, o

select the ‘Do not create shortcuts’ option to keep

the |nsta | Ier from Creat| ng a ny shortcuts |n the sta rt Select the Start Menu folder in which you would like to create the program's shortcuts, You

can also enter a name to create a new folder.

menu.

Accessories
Administrative Tools
AVG 2011
BlackBerry
CounterPath X-lite 4
DAEMON Tools Lite
Games

Google Talk
GWAWVA

LucasArts
Maintenance

|| Do not create shortouts
Mullsoft Install System w2, 46-Unicode

<pack || mext> | [ cancel

Select the desired desktop shortcut configuration.
The installer can create Desktop or Quick Launch

icons if desired. Default is shown ’ — .
) GWAVA Retzin Publi (I |

Install Shortcuts
Please specify the location for the Retain Publisher shortouts,

Select ‘Install’ to copy the program files and install
the PUb|ISher. || create Desktop Icons

[ create Quick Launch Icons

" GWAVA Retain Publi [

Installing
Please wait while GWAVA Retain Publisher is being installed. o

Create folder: C:\Jsers\worknew\AppData\Roaming Microsoft\Windows\Start Menu\Programs
Mullsoft Install System vz, 46-Lnicode

<Back || Instal | [ cancel

Show details

Completing the GWAVA Retain

Publisher Setup
Mullsoft Install System vz . 46-Unicode

< Back Next > Cancel
GWAVA Retain Publisher has been installed on your
computer,

Click Finish to dose Setup.

After the files have been copied, select ‘Finish’ to
complete the installation.

< Back Cancel
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Retain Publisher

The Retain Publisher must be run to create the local archive for the
Viewer to connect to. The Publisher does not display messages, it just
accesses and exports messages into a portable message archive.

The Publisher must be used in conjunction with a user login that has the
admin publish messages right. Because the Publisher connects over the
network, it requires an open network connection to the Retain Server.

The Administrator account for Retain automatically has the publish

messages right, and can be used here, though it is
highly recommended to create and use an auditor
account with the mail export right and access to
the desired mailboxes or post offices required.

Input the Retain Server DNS or IP Address and the
login for the account with message export rights
and rights to the desired mailboxes. Unless the
login account has the administrator level right to
‘search all mailboxes’, only the mailboxes granted
to the auditor account will be accessible.

User Rights

Rights explicitly granted to the user,

Administrator level rights

[ access all audit logs

[ Deletion Manager

[ apply or remove litigation hold

[ Manage Server

O Manage Users and Groups

O Manage Workers, Schedules, Profiles, Jobs
Publish Messages

[ Restore messages [Any Maibosx]

[ search all maboxes

Core Settings User Rights Mailboxes MiscellaneoLs

Mailboxes

These are additional maiboxes beyond the primary mailboyx that the user may access. 4 non-admin user wil
ohly wiew massages addressed to these e-mail addresses (and to their primary maibox), and might be able
to forwardfdelete messages if given rights. An admin with Search A¢ Maiboxes rights can access all
maiboxes and perform any operation in the Search Interface.

—Currently Selected

M Bastula
& mastan

[~ Criteria

FirstMame |+ | | begins with |

Show only users Show only recently cached items

Add Selected

Granting rights to mailboxes other than the active user’s own mailbox are specified in the user rights

section, under the ‘mailboxes’ tab. (The advanced view provides a protocol and port options.)

.+ Retain Publishing Wizard

Retain Server Information

Please provide the Retain Server address and a user accourt with rights to publish messages.

Server Address

Username

Password

Save usemame and password

[ Advanced View

English

Select ‘Next’ to login to the Retain Server.
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The Publisher then asks for the desired location for the exported archive messages. The messages
extracted from the Retain Server will be saved in a database at this location. Select an existing location
or select ‘New’ and then browse to, or create a new folder for the published archive destination.

(s Retain Publishing Wizard

Publishing Location

Select a location to publish the archived messages.

«#iC:\ Jsers\worknew'\Desldoppublished archive!

[ New ] [ Delete

Start Indexer after messages have been retrieved [C] Use password
[] Bundle the Viewer application with this archive
[] Enable redaction

The options to password protect and use Redaction, both require passwords. To use them, select the
checkbox and specify a password. The passwords can be different and both options may be present on
the same archive.

When the ‘Bundle the Viewer application with this archive’ option is selected, the Viewer installation file
is copied into the archive as well, preparing it to be completely mobile; the entire destination folder can
then be copied or sent to any system with all that is required to read and search the archive. If the
archive is to be distributed on a burned DVD or CD, further redaction will not function from the disk. All
redaction comments should either be made before the archive is burned to a disk, or the archive should
be copied from the disk to a local location where changes can be saved. When writing the archive to a
read-only medium, it is always prudent to finalize the compilation.

Making the archive mobile can be very useful in situations where direct access to the Retain archive,
such as during legal discovery, when email information is required to be surrendered for a user or group
of users, an archive can be created and provided without disrupting current Retain operation. Click
‘Next’ to continue.
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)

O Retain Pubihing Wizar i ]

Address Book

Choose the domains, post offices, and mailboxes to publish.

=-C)8) b.gwava.com
@V WINSERVDS64

BD@ dom

po

L B (admin@gwava.com)
T8 Bastula (chis@gwava.com)
o B blufish {james @gwava.com)

English -

Select the scope of the export job. Single or multiple users, post offices, and domains, even crossing mail
systems, may be added or excluded from any export job. Select ‘Next’ to continue.

)

O Retain Pubiihing Waar ===

Query Form

Please select query forfitering data.

[] Use custom query
Queries Query Parameters
Empty Query ) Core

Search Terms
Operator  Search Type Search Phrase

English

The Publisher may restrict what mail or items are published into the message archive by specifying
search or query terms. If a message or item does not apply to the search terms, it will not be added to

the published archive. There are three opportunities to specify search terms or criteria; Core (query),
Scope, and Misc.

Each of the three different criteria areas at this step may be shown or hidden by clicking on the
hide/show arrow.

Copyright © 2011 GWAVA Inc. All rights reserved. 10



To add criteria to the Core query parameters, simply
select the green ‘+’ icon, then select the different
desired operator, search type, and phrase.

For instance, a very exclusive ‘contains’ search of the
message contents will only publish messages that have
the exact specified word or phrase in them. Fuzzy
searches for approximates to the specified phrase,
producing results including the words, but not in the
specific order, or similar words.

The Scope details what types of messages will be
searched for. If no items are checked, all are allowed,
and that setting is default. To restrict to specific
messages and types, (some are mail system specific), at
least one item must be selected. If one item is selected,
or something is desired to be excluded from the
published archive, select all desired item types. The
Iltem Type, Item Source, and Attachment size, are all
independent factors and must be specified
independently or left blank. A blank item source and
attachment size will not restrict those criteria when
combined with a specified type.

The Date Range allows for specific item date ranges to
be selected or excluded. The query will cause the
publisher to only look for the specific mail required
within the specified time frame. The time range may
have a start date, and end date, or both.

This setting differs from the following time restriction in
that the start and end times may be specified in a
range, instead of a specific hard date.

(C reunpuines v AR === ==

Query Form

Please select query for fittering data

[[] Use custom query
Queries

~ ) Core

Search Terms

Empty Query

Operator  Search Type

Query Parameters

Search Phrase

M] v][ Message Contents ]

Contains
Fuzzy

Starts with
et Contains
Phonetic

&

English

[ & Retain Publishing Wizard

Query Form

Please select query forfittering data.

[ Use custom query
Queries

Empty Query v ) Core
) Scope

ltem Type

Query Parameters

Leave unselected to search all types

[ Mail

[T Note

[ Phone Message
[ Exchange Calendar
[ Exchange Past

[] Exchange Mesting

[C] Appointment

] Task

[ Exchange Item

[ Exchange Task

[ Exchange Message

[C] Exchange Meeting Requ

[ Exchange Meeting Resg [] Exchange Meeting Reqt

[ Exchange Contact

ltem Source

[ Exchange DL

eave unselected to search all sources

[ Received
[ Personal

[ Sent
[C] Draft

Attachment Size E]

English

Query Form

Pleass sslsct query for fitering data

[ Use custom query
Queries

Empty Query ) Core
w | Scope
~ ) Misc

Start Date
[C] Enable custom range

1C reton Pusirins vt AN ===

Query Parameters

End Date
[] Enable custom range
Start Range:

Start Range:
&l

End Range:

[ 5l

End Range:

English

Copyright © 2011 GWAVA Inc. All rights reserved.
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Messages added to the archive can be restricted to a date range. Only messages strictly adhering to the
range will be published. If a date range is desired, enable the date range and select the desired range.

Default is one year. Click ‘Next’ to continue.

(G vetain puvivhing e AN == )
Date Range

If desired. you may publish messages from a specific time period.

[7] Use date range

From Te

4 March, 2010 4 March, 2011

Su Mo Tu We Th Fr Su Mo Tu We Th
22 1 2 3 4 5 27 28 1 2 3
7 8 8 10 1 12 6 7 8 9 10
14 15 17 18 19 13 15 16 17
21 2 24 25 20 21 22 23 24
28 29 31 2 3 27 28 29 30 A
4 5 7 8 9 3 4 5 6 7

wuRade P

o =

English

The Publisher can create an index the archive for faster searching and browsing by the Viewer. All
default filters are shown. If additional filters are desired, they can be downloaded and installed by

selecting the install link shown. Click ‘Next’ to continue.
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(© Retain Publishing Wizan [E=mprE o)

Indexer Filter Settings
The following document types will be indexed using IFiters. Addtional filters may be installed using the links provided.

- Microsoft Office
Document Waord 97-2003 (".dec)
Document Word 2007 (*.docx) Click here to download filter
Book Excel 37-2003 (".xds)
Book Excel 2007 ("dsx) Click here to download filter
4 Adobe
Portable Document Format (" pdf) (See manual)
- Text document
Rich Text Format (*.rtf)
Text Document (* txt)
C# code file (*.cs)
Log file (" log)
Configuration filz of \NET (*.config)
Configuration file [*.ini)
4 [J] HTML file {* html)
HTML file (*.html)
HTML file (*.htm)
ASP.NET 1.1 page (*.asp)
ASP.NET 2.0 page (".aspx)
ASP.MET contral (*.asxc)

English -

If previously published messages are present in the selected

publish location then you will be presented the option to Previously published information already exists here.
. ) . Do you want to replace it or append to it?

overwrite the present information, or to append the new

messages to the existing message store.

[ Replace J[ Append ][ Cancel

The Publisher will connect to the Retain Server and export
the qualifying messages from the selected user(s) mailboxes and builds the local archive.

[ Retein Publishing Wizan [E=E =)
Please Wait

Messages are being retrieved from Retain

Getting folders
Jamison Home

Saved folders count: 11

When the Publisher is done, it will display a report on the job. Depending on whether the exported
archive was selected to be indexed after the job is done, the indexer will run. A .net error may occur at
the end of Indexing, caused by an error in Adobe iFilter, if this error occurs, please install Adobe PDF
iFilter 5.0 found on Adobe’s web site.

Copyright © 2011 GWAVA Inc. All rights reserved. 13



[ Retain Publishing Wizan )

Finished

The process has finished. Please refer to the infomation below for the status of this job.

Completed successfully:

james {james@gwava.com)
Folders: 2
Emails: 340

With message bodies: 340 >

Attachments:
Downloaded: 582

Referenced {with message body): 680
Referenced {without message body): 340

ERRORS: 0

Total statistics for all users:
Folders: 2
Emails: 340
With message bodies: 340
Attachments:
Downloaded: 582

Referenced {with message body): 680
Referenced (without message body): 340
ranAne. A

English -

Select ‘Finished’ to exit the publishing wizard

to be connected to the Viewer.

Retain Viewer

. With a successful publishing job, the archive is now ready

W Miewer
Retain Viewer
AN Inc,

To connect to the published archive, locate the shortcut to the installed Retain Viewer and start the

Viewer.

The viewer is setup similar to an email
client, with the mailbox and account on
the left, the selected account’s contents
fill the space on the top right, and any
selected message’s contents are displayed
along the bottom. Tabs allow access to
the message properties or text, and
highlighted buttons below the tabs
determine what is shown and how,
(Attachments, HTML, Plain Text). The
Viewer also has the ability to forward the
selected message out of the portable

o) &

Open  Search A

Tools

> Viewer - published archiv

Mail | Hotes | Properties

From To Subject Date

[0 Attachments

HTML £

Plain text

H save ~

Forward + (s Print + sbe Strikeout/Unstrikeout

From:
To:
Subject

Date:

Copyright © 2011 GWAVA Inc. All rights reserved.




archive to any specified address.

T é—J Recent archives:
l Open .
o 1. published archive

CAUsers\worknew\Desktop\published archiv

To access an archive, select the ‘open’ button from the top
toolbar, or select the ‘Open’ option from the ‘File’ dropdown
menu. g.i} Options

Efgi Exit

The Viewer only needs to know the base location of the
archive, or the folder selected in the Publisher as the archive
location. The ‘Open’ menu starts a browse window.

>QG Hemegroup
= A worknew

> (M Computer
> Gh Netwaork

b @ Control Panel
£ Recycle Bin

Browse to the location where the portable archive is located, » i published?
select it, and click ‘OK’. > |\ published archive

DotoinIEAkhets G5

If the archive was password protected, the correct — _
O Password | |

ga i N access. C:\Users'wormew*Desldop published archive

password must be entered here before the Viewer can

The message archive is password-protected. Flease enter the password.

Once the Archive has opened, all mailboxes contained in the archive are displayed. Select a mailbox to
access the mail in the archive.

Copyright © 2011 GWAVA Inc. All rights reserved. 15



Open Search Redacticn

Tools

b2 Strikeout

" abc Unstrikeout

Messages Redaction

Mailbox [james

-

4 [Clegh blufish Home
[ = Mailbox

From

<strat_alert@hotmail.com>
<teri.majer@corp.enbridge.com>

<teri.majer@corp.enbridge.com>

To

presto.um.kevin; de

chris.po.dom

chris.po.dom

Subject

1600 Report 12/13/2C =

Meedle in a Hayst  1/15/20C
RE: Needle ina Hi  1/15/200—=

| v

Mail | Notes | F‘roperti&s|

[ Attachments || [&] HTML [ Plaintext | |l Save - " Forward - Print - b= Strikeout/Unstrikeout
From:

Date:

The text of the selected message will be displayed in the bottom viewer pane. The viewer contains
options to show or hide the attachments, forward the message, as well as whether to view the message

in plain text, or in HTML when avaialable.

Mail | Notes I Froperties

‘ [l Attachments || ©] HTML |25 Plain text || | Save - 4 Forward ~ If‘ Print = b= Strikeout/Unstrikeout

Mail | Notes Properti65|

Core

Message Type:

emailSystem

Mail

Owner UID: 9bd5f380-11db-0000-9acc-0065c7f2c244
Parent Mode:  Mailbox
Read: False
Created:  12/25/2001 5:04:54 PM
Delivered:  5/28/2010 7:39:05 PM
Stored:
Additional Properties

gw

»

m

Copyright © 2011 GWAVA Inc. All rights reserved.
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The properties tab displays the essential information on the mail item in question. The created,
delivered, read status, and store date are displayed along with the identification number, message
source, etc.

Foreward
The Forward option allows the Retain Viewer to send the selected message from the archive to a
destination account.

T {';J Recent archives:
L Open . .
bt 1. published archive

C\Users\worknew\Desktop\published archiv

In order to utilize the ‘Forward’ option in the viewer pane, the
Viewer must be configured with a mail server. To tell the Viewer
which SMTP server and account to use to send messages, select @ Optians
‘Options’ from the drop-down menu. E‘gﬂ Exit

The ‘Settings’ configuration menu will appear. Enter the
DNS or address of the SMTP Server desired to use for the
Viewer system, and an appropriate account, (Username
and Password), to connect and send messages.

SMTP Settings | Language | Attachment Types

The following settings are used to send and forward messages from Retain Viewer

SMTP Server:

Usemame

Language and displayed document format settings my be Passord:
changed as well for the specific viewer.

SMTP Settings Attachment Types

The following attachmert types can be displayed in the message view: ‘ SMTP Settings | Language | Attachmert Types |
HTML Format:

Jhtm, htenl Interface language:
Text Format: b html English

Copyright © 2011 GWAVA Inc. All rights reserved. 17



Redaction /

Redaction allows the viewing auditor to compile 4
notes on the archive. The notes are appended to e & 14| & e

Open Search Redaction

the entire archive, and not any individual messages,

Tools Mess

which makes Redaction extremely useful to compile | aiex [zmes =

Redaction Export to

messages and identify messages of interest.

To enable redaction, the archive must first be exported with the redaction option enabled in the
publisher, (if the archive was not published with Redation T oo B ==
enabled, the option will appear grayed out), and a redaction

password must be entered Enter the password to enable redaction

On a redaction-enabled archive, to access the feature, it must
be ‘enabled’ in the viewer. This option is found on the toolbar. | _
Select ‘Redaction’ from the drop-down menu and enter the

redaction password.

When Recation is enabled, the message pane in the Viewer gains a new tab called ‘Notes’. The ‘Notes’
tab works much like a notepad that is always connected to the archive. Items of interest or whole
messages’ texts can be copied and compiled in the recation notes. Messages with notes on them are
marked in the archive viewer with a notepad icon in the message list.

(O Viewer - redact (oo e |

We U @z R, 07

Open Search Save Forward Print Delete PsST PDF

Tools Mess. Redaction Export to

Mailbox [james =l

4 W] blufish Home From - To Subject Cate
W] Mailbox (904 <stratalert@hotmail.com> prestomkevinda 1600 Report 12/13, +
(= <teri.majer@corp.enbridge.com> chris.po.dom Needle in a Hayst:  1/15/:

[9¢  <terimajer@corp.enbridge.com> chris.po.dom RE: Needleina Ha 1/15/i—

m | v

Place your notes here

Redaction notes are connected to the entire archive and are not tied to any specific selected message;
they stay the same across all messages to be accessable regardless which message is selected.
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Searching the Archive
The Retain Viewer provides a full search function. The Search function is

. , o , =
accessed through either the shortcut ‘Ctrl+F’ or by selecting ‘Search’ from the [QJ @Q La
toolbar. COpen | Search Redaction

Home

Tools

The different options for the search are shown with the criteria input below the
options. Any text string or value can be
searched for in the full text of the mail, or

7] Look In:
VI8 jzmes@gwava.com
simply in the subject line.
. ltem type:
The sending Author or the [ Mai
Eﬁ;ﬂ:lmmam
destination and carbon copy recipients of a [ Task

[] Phone Message
Exchange tem

message may also be searched for. = Cras o

[7] Exchange Task

|| Exchange Post

[ Exchange Message

The search window allows you to specify or [ Exchange Meeting
. . . Date range:
restrict the desired item type, and the date I7] rested orceivered betwesn:

3/15/201 3/15/2011

range. Selection of the date range is done

through an interactive calendar.

Be sure to select the desired mailbox or mailboxes to apply the search through. (The depicted example
archive only contains one mailbox.) Select ‘Search’ to begin.

When the search is finished, the results will be displayed. The results window has the messages found
according to the search criteria above, and a display window for selected messages, identical to the
search window in the main Viewer window.

Home

W RS o, R

earch Redaction Save Forward Print Delete PST  PDF

Messages Redaction Export to

@ Search Results (1) ] From To Subject Date
[ s <terimajer@corp.enbridgecom> chris.po.dom Needle in a Hayste  1/15/20021

[ Attachments || [5) HTML [ Plain text || b Save ~ 4 Forward - (3 Print = s Strikeout/Unstrikeout

From:  <ter majer@com enbridge com> Date:  1/15/2002 6:25:02 PM
To: chris po.dom
Subject: Needle in a Haystack

Return-path: Message-ID: <8156176.1075840407010 JavaMail evans@thyme> Date: Tue, 15 Jan 2002 10:25:02 -0800 (PST)

From: teri majer@corp_enbridge com To: chris@gems gov be Subject: Needle in a Haystack Mime-Version: 1.0 Content-Type:
text/plain; charset=us-ascii Content-Transfer-Encoding: 7bit X-From: Teri Majer@corp enbridge.com X-To: Dorland, Chris ,

Allison. Charlton@ gems.gov.be.ca X-ce: X-bee: X-Folder: 'ExMerge - Dorland, Chris'Deleted Items X-Origin: DORLAND-C X-
FileName: chris dorland 6-26-02 PST hey Al Look who I found. e-mail me back when you have a chance. Teri Majer Optimization —
Coordinator Gas Services Enbridge Inc. 403-508-3185

&
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