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How GWAVA works

GWAVA is an anti-malware and content management solution which provides complete protection for
your mail system through real time scanners. The new Signature scanning engine in GWAVA allows for
instant protection with virtually no false-positives without the need for training. The Signature scanner
recognizes spam due to a managed definition base which can also recognize most viruses before the
mail reaches the virus scanner, adding an extra layer of protection.

GWAVA can fit its scanner to any mail system through a SMTP interface scanner to protect the mail
system from attack and wasted bandwidth. In addition, GWAVA is able to implement its scanner in the
following GroupWise agent interfaces:

GWIA scanner

MTA scanner

POA scanner

Teaming scanner

WASP (WebAccess) scanner

YVVVVY

How the different scanners work

The different scanner interfaces offered by GWAVA all utilize the same ‘scanner’ in the base of the
GWAVA system, but each is configured separately to integrate to the different components they are
named for. For this reason, each different interface is referred to as a ‘scanner’, and will be briefly
explained below.

SMTP Scanner

The SMTP scanners are the most recent of the scanner options to the GWAVA system, and allow the
incoming and, or, outgoing mail to be intercepted, scanned, and filtered completely independent of the
mail system. This setup has the distinct advantage of relieving the mail system of unnecessary and
unwanted traffic, leaving the mail system resources open to function with greater performance and
security.

The SMTP scanner adds a scanning layer between any mail system’s SMTP agent and the internet.
Outbound mail is forwarded through the GWAVA SMTP, (like a proxy), which can scan the mail and then
send messages to the internet. Incoming mail is first received by the SMTP scanner which then sends the
filtered mail to the SMTP agent. This scanner allows GWAVA to act independently of your mail system. If
used behind a firewall, see the appendix on suggested open ports.

GWIA Scanner

The GroupWise Internet Agent scanner, or GWIA scanner, intercepts the mail flowing through the GWIA
folder structure, scans the mail, then passes clean mail back to the GWIA for normal mail processes. The
point of interception comes directly after the GWIA receives the mail from the internet source, or right
before the connected GWIA sends the mail across the internet. The GWIA scanner does not directly
receive mail or send mail, and has no connection to the internet whatsoever. GWAVA’s GWIA scanner
instructs the GWIA to place mail it has received into a holding folder structure, called the 3 folder,
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where the mail waits to be scanned by GWAVA. Once the mail has been scanned and sorted, GWAVA
places the clean message files into the proper folder, where the GWIA then moves the incoming mail to
the MTA and the outgoing mail to the internet destination, as part of its normal process. Clean messages
are passed through the system as normal, with no alterations to the file.

Because the GWIA scanner is integrated in the base folder structure, and not in the actual processes of
the GWIA agent itself, there is no start or stop order for GWAVA or the GWIA. If a GWIA scanner has
been created and installed correctly, then if GWAVA is not running while the GWIA is attempting normal
operation, then mail received from the internet, and mail waiting to be sent to the internet, will queue
up in the holding folders created for the scanner. Once GWAVA is started, the queued mail will be
processed and sent to the internet or the MTA as normal.

MTA Scanner

The Message Transfer Agent scanner integrates into the process of the actual GroupWise agent, adding
an anti malware scanner into the normal processes of the MTA. GWAVA utilizes the GWMTAVS virus
scanning API provided by Novell. To utilize this APl, GWAVA invokes the virus scanning switches in the
MTA startup file, calling first GWMTAVS, which then loads the GWAVA MTA scanner interface. Each file
passing through the MTA is handed to the GWMTAVS and then the GWAVA MTA interface, which scans
the message, reporting to the GroupWise MTA if the message should be blocked or is clean, and can be
passed through to the rest of the system. Clean messages are passed through the system as normal,
with no alterations to the file.

Because of the nature of the APl and the loading process, there is an order to starting and stopping the
GroupWise MTA and GWAVA with a MTA scanner. Because it is called during start and not controlled by
the MTA on shutdown, the GWAVA interface is the first started, and the last stopped in order to prevent
the GroupWise MTA from failing to start or stop. The order to start a GroupWise MTA with an attached
GWAVA MTA scanner is, first to start GWAVA, and then start the MTA. To shutdown the MTA and
GWAVA, first stop the MTA, then shutdown GWAVA.

Due to environmental variables, the MTA scanner will not function on Windows GroupWise systems.

POA Scanner
The Post Office Agent scanner is the only scanner in the GWAVA suite which is not a real time scanner.
There is no APl or process that allows the Post Office to be scanned in real time, so GWAVA has created
a scheduled scanner which can periodically sweep the Post Office for malware and unwanted or
unapproved messages and files.

Utilizing a trusted application key generated by the system administrator, the POA scanner enters and
scans each user’s post office and messages individually. The POA scanner can be set on a reoccurring
schedule or set to run as a single use job, and has the ability to exclusively target or exclude specific user
mailboxes as desired for security or policy. Clean messages and files are left completely unaltered. The
POA scanner requires the POA to be running in order to operate, but has no start or stop order
associated with the operation.
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Teaming Scanner

GWAVA can implement a scanner into the Novel Teaming interface to scan virtually all correspondence
and work flow through the interface. All input text and transferred files can be scanned through the
Tomcat servlet. Essentially, all text messaging, emails, threaded conversation, sent files, and
attachments can be scanned by GWAVA.

Files and messages which are caught by the scanner will be blocked, deleted, or quarantined according
to the settings and configuration of the scanner. Notification and released messages and mail will be
sent through the email system, allowing the teaming interface to be effortlessly moderated, protected,
and controlled according to company policy.

WASP Scanner

The GroupWise WebAccess scanner integrates into the WebAccess interface by hooking into the
WebAccess servlet, working between the message composition interface of WebAccess and the
WebAccess agent. This allows WASP2 to scan all messages for viruses and any defined content before
they are sent to the GroupWise server. If a problem is found, the message will not be sent and the user
is notified of the problem.

The WASP scanner scans the message as soon as the user clicks ‘send’ in the WebAccess interface. In
case of a problem, the notification that WASP sends to the user will inform them which part has the
targeted problem, so they may correct the blocked item and send their message.

WASP can be operated remotely to the GWAVA server, to run on a separate, dedicated WebAccess
server if desired, though there must be a quick and reliable network connection between the
WebAccess machine and the machine running GWAVA.

Choosing a scanner for your system

The most recommended scanner for any mail system is the SMTP scanner, which has the highest
performance and least intrusion to a mail system as well as providing a few services that are not
available to the MTA and POA scanners. But the SMTP scanner may not be the best fit for your system.

Determine what protection and service needs you have for your GroupWise system in order to
determine which scanner would fit best. The POA scanner will only protect the Post Offices on a
scheduled basis, and should never be relied on for full protection of your system. The MTA scanner will
provide protection between domains and different post offices as well as external mail, but the MTA
scanner also has a specific start and stop process, connects directly into the GroupWise Agent structure,
and cannot provide the signature service, which appends a specific signature to the end of each
message sent.

The GWIA scanner sorts all mail passing through the GWIA, which protects the GroupWise system from
all external mail threats. The GWIA scanner provides all options available, including the signature
service, and does so without connecting directly into the GroupWise agent structure or requiring a start
and stop procedure. If the client computers connected to the GroupWise system are equipped with
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virus protection software of their own, there is little advantage to choosing an agent scanner other than
the GWIA or SMTP scanner.

The SMTP scanner is designed to provide protection for any email system in the market. The easiest
solution to implement the SMTP scanner is to use it in conjunction with the GWAVA Appliance, which
completely separates the GWAVA system from any mail structure.

The SMTP scanner acts as a proxy for the SMTP Gateway of your mail system.

GWAVA
Appliance SMTP
Scanner

Post Office

Internet

SMTP Gateway

The SMTP scanner and GWAVA appliance are meant to be placed in front of the current GWIA or SMTP
Gateway for the mail system. Incoming email sent to your domain will first go to the GWAVA appliance,
which scans then sends clean email to the GWIA or SMTP Gateway. Mail sent from your domain will
pass through the normal system, but the SMTP Gateway will send the mail to the GWAVA appliance,
which sends the email to the internet.

Contact the sales representative for your area if you wish to implement the GWAVA 5 Appliance and
SMTP scanner for your system.
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Creating a Scanner

Installing a scanner is nearly the first step in creating a functioning GWAVA system, following domain
configuration, (covered in the SMTP Interface wizard section), and licensing. If the GWAVA server is to
be used in a trial period, the scanner will be automatically placed into bypass mode as soon as the trial

period is over unless a license has been applied.

| & Mew Seanner Wizard HwlEae

7 Home Pages

) Home dashboard - @ SMTP Interface
%) Dashhoards O Groupwise GWIA Mail Interface
r{ﬂ Guarantine manager . }
O Groupwise MTA Mal Interface
| Bookmarks O Groupwise POA Scheduled Scan Joh
I Documentation O Teaming Interface

| System Management OwasP Interface
" Server/Scanner Management

= o] gvavas (Linu)
q_:l Server management
= izards

g‘. Installicreate new scanner
[[:I Manage scanners

The Scanner creation wizards, (found under Server/Scanner Management | <Server name>| Wizards |
Install/create new scanner), walk through the steps and information required to install the different
scanners for your system. Select the desired scanner and follow the instructions to install the scanner.

10
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SMTP Scanner

The SMTP scanners are the most recent options to the GWAVA system, and allow the incoming and, or,
outgoing mail to be intercepted, scanned, and filtered completely independent of the mail system. This
setup has the distinct advantage of relieving the mail system of unnecessary and unwanted traffic,
leaving mail system resources open to function with greater performance and security.

The SMTP interfaces add a layer between the GWIA, or any other mail system’s SMTP sending agent,
and the internet. Sending mail is forwarded through an SMTP proxy, which then sends the filtered, clean
mail to the original recipient. Incoming mail is scanned via the SMTP scanner, which then sends the
filtered and clean mail to your mail system, unaltered. These scanners allow GWAVA to act
independently of your mail system.

The SMTP scanner will only work if your MX record points to the GWAVA SMTP interface for mail
delivery, and if your domain and mail system SMTP are listed correctly in your GWAVA system.

GWAVA SMTP will then forward the clean mail to the SMTP Gateway specified during server activation.
To view or change the domain and SMTP for your Mail system, go to
Server/Scanner Management | <Server Name> |Server Management | Configure domains.

pRort | Help | :,/’ @ configure Domains <+— save Changes W i B & @

Mew dornain Add

~ Home Pages
©Bogkmarks

~ Documertatian
© System Management
7 ServeriScanner Management

w7 ||

* gwava,com

= ] RETAINZ (Linus)

= ‘Lj Server management
) Server status
<3 Configure server
(&) Configure domains e
[ Server control
I Artivirus agent setup
wed SigSpam fIPRep agent setup
[ Logs
I Licensing

# [ wizards

# [ Manage scanners

The default domain specified during Server Activation will be specified. Additional domains may be
added through the new domain addition field along the top of the screen. As always, make sure you
save all desired changes made to the page before browsing to a different section of the management
console.

The Mail relay agent SMTP Server and Default domain MUST be correct for your system. If you have
multiple domains, you must list the additional domains. GWAVA will only accept mail for the listed
domain(s). Domains can be deleted or removed from the system by selecting the domain, then the red
‘X’ next to the selected domain name.

Select the desired domain to expand and modify the settings for the desired domain. The default
domain settings are shown below.

11
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When a domain is selected, it is expanded and allows for multiple settings for user mail validation.

= gwava.com &

Default domain for this server &H —
Server scope Glabal v:
Recipient validation rethod SMTP serwer list [ ]
Recipient authentication rmethod SMTP serwer list [ ]
SMTP server list
I I I I no encryplion i3] | Receive mailfauthenticate &l ID EE:‘
smitp Terver auth uzarnane auth pazzword encryption sarwer role arder
19265.1.104 chris TTT] no enckyphion v Receive mailfauthenticate v i x
LDAP loakup list ~
I I I I nio encryphion (Sl Ilj E:}'
ldap serwer usernanne paszword encryption D search base seatch fields (optional) order

GWAVA checks for valid users for each message received, blocking those which are undeliverable due to
an incorrect domain or nonexistent user for each domain. GWAVA must have a connection to an active
SMTP server for each domain to verify the users. LDAP lookup is also supported. If users or messages
are received which do not contain domain information, GWAVA checks these users against the default
domain. Be sure to set the default domain for your system.

Multiple SMTP or LDAP servers are supported for failover purposes. If a SMTP server is unavailable
GWAVA will send messages to the next available SMTP server listed according to the ‘order’ value. The
‘order’ values lowest numbers first, usually with the default SMTP listed as ‘0’, second as ‘1’, and so on.

If the SMTP server requires authorization then the user name and password must be provided for each
SMTP server listed. Generally, the authorization username and password will not be needed unless the
SMTP server has been specifically configured to only accept authorized connections.

GWAVA shares the user list for each domain between the GWAVA Geadine el eullverifedic B4
modules, and specific SMTP servers can be selected to serve in different Receive mall/authenticate

les f h svst h ) t . | digest d Receive mai
roles for each system, such as using one to receive mail, digests, an Bliaie 2 S

notifications, while another is used by QMS to authenticate users. Default settings
allows SMTP servers to serve in all roles.

no enceyplion W

. . : TLS if available
If the SMTP server requires encryption such as TLS or SSL, the setting must be TLS required

correct. 5oL

If the GWAVA server is part of a GWAVA system network with multiple GWAVA servers, then the
information from the domains can either be shared across the GWAVA network, or it can be made
specific to this one server. For most all systems the option of ‘Global’ will work ! Global v
sufficiently. .

RETAIMZ (Linux)

12
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LDAP (optional)

CSMTR server izt |

GWAVA supports the option to use LDAP user authentication instead of SMTP i ;

L - L I . SMTP server list
authorization for QMS authorization and recipient verification. In general, this will LDAP lnokup list
not be required for most systems; LDAP information is only required if you wish to
use LDAP for lookup or authentication.

In order to use LDAP for user lists and authorization, the LDAP lookup information must be filled in.

dap server username password encryption DM search base search fields {optional) order

ldap1.gwava.com cn=admin,o=gwava e no encryphion * OU=Uusers,0=gwava 0 H

For the LDAP server connection address, place DNS name or IP address of the server

The username and password needs to be a full LDAP username including context. The user should have
administrator rights.

The DN search base can be set to specify the LDAP tree where GWAVA will begin to search for objects.
For eDirectory this field can be left blank, though if set, it specifies a starting point for the search in the
LDAP tree. (For instance: ou=users,o=gwava) If using Active Directory the DN must be set for the user
list to work. (ie. Cn=users,dc=exg,dc=gwava,dc=com)

Search fields are usually not necessary for any system to setup, but can be useful if desired. By default
most LDAP servers (including eDirectory and Active Directory) have an attribute applied to an object of
the type "mail" which contains the object's or user's email address. If you have email addresses for users
stored under an attribute other than mail you can specify the possible attributes by separating them
with commas.

In the example below the LDAP server is set to search for the attributes ‘mail’ and ‘secondarymail’.

ldap szrver username password encryption DN szarch bass search fizlds (optional) order

10.1.5.12 cn=admin,o=robtain = eeees noencryption - pu=Uusers,o=robtain  mail,secondarymail 0 54

Once the Domains have been properly configured for the system, the SMTP scanner, and any other
scanners may be properly created.

13
Copyright © 2010 GWAVA inc.



Open the Scanner creation wizard, (found under Server/Scanner Management | <Server name> |
Wizards | Install/create new scanner), and select the SMTP Interface scanner and follow the instructions

to install the scanner.

ﬁ: Hew Scanner Wizard S I_ﬂ & @
" Home Pages ]

;) Home dashboard @ 5MTP Interface

i Dashboards O Groupwise GWIA Mal Interface
qﬁ Guarantine manager . .
OGrDulese MTA Mail Interface
[ Bookmarks O Groupwise POA Scheduled Scan Job
[ Documentation O Teaming Interface
[ system Management O wask Interface

" Server/Scanner Management

= ] gwvavas (Linux)

1]_'_] Server managemernt
= Wizards

| & Installicreate new scanner
() Manage scanners

To install a SMTP scanner, select the SMTP scanner option from the wizard and click next.

The SMTP scanner creation wizard informs you of the information you must know to successfully create
the scanner.

»' Create new SMTP scanner H o EDe
Wielcome to the SMTP scanner creation wizard,

To ensure a sooth installation of this interface, some information about your mail syster needs to be supplied. You may also undertake some of these steps
rmanually after the Gwava network has been configured if you wish to maintain control of the process yourself,

Prerequisites:

@ Configure your network or MY records so that the GWAWA SMTP interface receives your SMTP mail.

@ Configure your outbound SMTP mail to point to the GwayY A SMTP interface (for outbound mall scanning).
O Know the IP or DNS address of your SMTP server.

O Know the internet domains that GWwav'a wil be handling mail for.

@ Know the internalfexternal IP addresses to determing inboundfoutbound mal flowe,

Paost instal:

There are no post installation requirernents,
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The Scanner Name is whatever you wish & Create new SMIP scanner

the scanner to be named in the GWAVA Seanner Name

Install on this server RETAIMNZ {Linun)
server. IP listen acdress & 0.0.0.0

Allowed relay addresses & 127.0.0.1 b4
The IP listen address is the address that 1021680 ®
the SMTP scanner will bind to and listen 172,16, %
on. It should be the address of the GWAVA E X

server. This should also be listed on the
MX record for your domain. (If the SMTP Perform REL dhop at connection @
scanner resides on the same machine as
the GWIA, then the GWIA must be

[add another addressfrange]

Perform IP reputation test &

Perform SPF drop at connection &

changed to listen on a port other than 25, as the SMTP scanner uses that port. Then inform GWAVA that
the ‘Mail relay agent SMTP server’ — or GWIA — listens on a port other than default. This setting is found
on the Server Configuration page. Append the port at the end of the address with a colon. (10.1.1.10:25)
See http://support2.gwava.com/kb/?View=entry&EntrylD=1215 for more details.

Allowed relay addresses are the source addresses which are allowed to send mail through the GWAVA
SMTP scanner. Your mail system SMTP address should be listed here, as well as any other mail sending
source for your domain. Mail coming from these addresses will be treated as outbound mail. No source
but these listed addresses will be allowed to send mail through the SMTP interface.

The red ‘X’ removes listed address ranges and the blue ‘add...’ link provides an extra address/ range box.

IP Reputation, RBL, and SPF drop at connection settings are recommended as default. This dumps any
incoming message that fails these initial incoming tests, saving bandwidth and performance.

Select your default preferences, and click ‘Continue’.

Set the default
actions for viruses
and spam. These
settings can be
changed after
scanner creation.

Click ‘Continue’.

» Create new SMTP scanner S Fi -]

0 ® vouwr gwava system already has one or more scanners configured. Choose this option to share an existing scanner configuration

You can quickly setup the scanner with some of the most cormmon default security options

Stop Viruses
This server will use Kaspersky AY engine to scan for viruses

Enabling virus scanning indudes enabling virus sanner services and detecting file types that frequently include viruses with attachment type scanning
(i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachrments.

# advanced settings

Stop Sparm
Enabling spam detection includes enabling the heuristic detection system, SURBL, REL, SPF and IP reputation features in GWaVA,

+ advanced settings
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http://support2.gwava.com/kb/?View=entry&EntryID=1215

Review and confirm your settings. If you wish to make changes, use the ‘back’ button on your browser,
correct the information, and continue.

&' Create new SMTP scanner H e B o a

The requisite inforrmation has been collected and is ready to be deployved. If you are satisfied that the installation information
is correct, press the install button to cormmit the installation procedure to the Gway s, network,

SCanner name SMTP Scanner
Install to server RETAIMZ (Linux)
1P listen address 0.0.0.0

Outhound SMTP sources 127.0.0.1

192,168, *.*
172.16.*.*
1D. *. *. *

IP Reputation enabled

RBL connection drop enabled

SPF connection drop enabled

Stop “iruses Fes

Stop Spam Fes

Click ‘Install’ to continue.

= SMTP scanner installing, please wait... H e E & e

Installation tasks are now being performed. On cormpletion, you will be able to continue to configure the scanner services to start protecting your messaging
systerm,

DO NOT change pages during this procedure ar the installation wil not complete, Please wait until you are taken to the completion response page.

Wait while the installation completes.

[¥] SMTP scanner installation finished

Activating wiruis scanning ...
Arctivating Attachrnent Blocking ...
Setting up Fingerprinting ...

Setting up Spam Systerm ...

Setup of Antispam system complete,

Scanner 'SMTP Scanner’ was created successfilly,

You should nowe refresh your servers view for the server that this scanner was connected to for configuration options,
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Once installation is complete, refresh the Server/Scanner Management | <Server Name> | Manage
scanners folder to view your new SMTP scanner.

/' Home Pages

& Home dashboard
\ah Dashboards
l'-_': CQuaranting manager

+

Bookmarks
Your SMTP scanner is now created and ready to configure. |~ Dosumentation
| =ystem Management
/' Server/Scanner Management

As soon as the MX record pointing to the GWAVA SMTP is
=1 (] RETAIMZ (Linusx)

active, the SMTP scanner will begin filtering mail. 5 (] Server mansgement
+ [ Wizards
= I.-J Manage scanners
[ G (Gia)
# ] PO Jok (POA job)
= ] SMTP Scanner (SMTP)
# ] General settings
+ U.-] Scanning configurstion
* ll.-] Message services
# ] Exceptions
# ] Scanner Information
# ] Configure SMTP settings
+ U.J Wanage scanner ohject
# [ WWasP2 RASP)

GWIA scanner

To install a GWIA scanner, you must tell the wizard where the active GWIA directory and the GWIA
configuration file are located. The GWIA scanner puts startup information in the GWIA configuration file
and adds the 3" directory to the GWIA directory structure. To make the changes to the GWIA
configuration file active, the GWIA must be restarted after the installation is complete.

Name the scanner and provide the locations to the directory and file required. Use the example paths as
your guide, though they are only examples and will differ from your actual paths. Always double-check
your paths to ensure that the scanner will install correctly. If the directory path is incorrect, your mail
will not flow after the GWIA has been restarted to enact the changes.

#' Create new GWIA scanner

Scanner Mame
Install on this server RETAINZ (LinL)

GWIA Startup File foptfnowel foroupwise/agents sharefgwia, cfg
Example: fopt/novelfgroupwisefagents/share/gwia.cfg

aWIA Path , .
Exarmple: /ryowdormain/wpoate/gwiaf
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Select your basic scanning setup. All the default options are shown below and are fairly self-explanatory.
The virus and basic spam scanning options are for setup purposes only. These can all be changed and
customized after the scanner setup is complete. There are many other options to fine-tune the scanner
which are only available after the scanner has been created. Select the basic setup options you wish to
use as default and click continue. The default configuration is shown.

# Create new GWIA scanner

[0 O vour gwava systemn already has one or more scanners configured. Choose this option to share an existing scanner configuration

'You can quickly setup the scanner with some of the most common default security options
Stop Viruses
This server will use Kaspersky AY engine to scan for viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type scanning
(i.e, *wbs, * pif, *.exe etc) and fingerprinting of attachments,

= advanrced settings

[0 Quarantine infected messages

Block attachments with file names cormmonly associated with viruses (*.exe, *.pif, *.vbs etc)
Quarantine messages blocked because of attachment names
Detect and block attachments commonly associated with viruses (fingerprint exe, pif, com etec)

Store fingerprint blocked messages in the quarantine system

Stop Spam

Enabling spam detection incdudes enabling the heuristic detection systemn, SURBL, REL, SPF and 1P reputation features in GwWaAWVA,

= advanced settings

Enable primary automatic spam training services
Enable antispam heuristics service
Quarantine messages detected by the hewuristics engine
Enazble REL service
[0 GQuarantine messages detected with REL
Enable SUREL service
[ Quarantine messages detected with SURBL
Enable SPF service
[0 Quarantine messages detected with SPF
Enahle IP reputation service

[0 Quarantine messages detected with IP reputation

The wizard will ask for confirmation on the information provided. Double check all information and
paths to ensure that the scanner will function correctly.

» Create new GWIA scanner H e B e
The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install button
to commit the installation procedure to the GWAYA netwaork,

Scanner name Gwia Scanner
Inztall to server  RETAINZ (Linux)

GWIa startup fle  Joptfnovelfgroupwisefagentsfshare fgwia.cfg

GWIA path Jmail{domfwpoatefgwia
Stop Viruses Yes
Stop Spamn fes
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Select the install button when you have verified the information.

The wizard will display this page while it is working.

= GWIA scanner installing, please wait... H e BT a

Installation tasks are now being performed. Cn completion, you will be able to continue to configure the scanner services to start protecting your messaging
system.

DO NOT change pages during this procedure or the installation will not complete. Please wait until you are taken to the completion response page.

DO NOT browse away from the page until the next page is displayed showing a confirmation that the
process is complete and detailing instructions to move forward.

[#] GWIA scanner installation finished H ke B D8

Activating virus scanning ...
Activating Attachrment Blocking ...
Setting up Fingerprinting ...

Setting up Spam System ...

Setup of Antispar system cormplete,

Scanner 'Gwia Scanner’ was created successfully,

You should now refresh your servers view for the server that this scanner was connected to for configuration options,

Your Groupwise GWIA needs to be restarted for this GWIA scanner to become active, Click the & for GWIA restart instructions,

The scanner installation is now complete and the scanner is now available for fine-tuning and
customization.

MTA Scanner
To create an MTA scanner, select the MTA scanner interface from the wizard and click next.

4 Create new MTA scanner H e B
Welcome to the MTA scanner creation wizard,

A GWAYA MTA mal scanner is a program that intercepts mail at a Groupise MTA and hands the messages on o a GWAYA scanner service for inspection.
Once each message has been scanned the MTA mail agent is then responsible for blocking the message or allowing it to pass.

To ensure a smooth instalation of this agent, some information about your GroupWise systemn needs to be supplied. You may also undertake some of these
steps manually after the GWav's netwark has been configured if you wish to maintain control of the process yourself,

Prerequisites:

O GWAYA installed on the server that runs the MTA

@ Provide local path on the host server to the MTA startup file™

O Provide local path on the host server to the lbrary directory (Linus only )
@ Provide local path on the hiost server to the MTA program files*

* These iterns are required for automatic installation
Post install:

After configuring the GWAWA MTA agent, it is necessary to restart the target MTA, as the GWAYA mail agent is auto-started by the MTA, You wil be reminded

of this at the end of the setup wizard,
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MTA scanner creation lists the information that is required. The paths to the MTA startup file and MTA

program files are required on all platforms. Installing the MTA scanner on Linux systems also requires
the path to the library directory.

#' Create new MTA scanner

Scanner Name MTA Scanner

Install on this server RETAIMNZ (Lirwix)

MTA Startup File Jopt/novellf groupwisef agents/sharefdomain. mta

Example: fopt/novelfgroupwise fagentsfsharefdorain.mta
Foptfnovelf aroupwise/agents, bin/
Example: fopt/novel faroupwise fagentshin/
Groupise Library Programs Location | fopt/novel/aroupwise, agents/lib]
Example: fopt/novel/groupwisefagents/lib/

GWRTA Program Location

Provide a scanner name and the paths listed. Use the example paths as a guide, but know that the paths
will differ from system to system.

# Create new MTA scanner

O @ vour gwava systern already has one or more scanners configured. Choose this option to share an existing scanner configuration

You can quickly setup the scanner with some of the most common default security options
Stop Wiruses
This server will Lse Kaspersky A% engine to scan for viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type scanning
(i.e. *.vbs, *pif, *.exe etc) and fingerprinting of attachments,

# advanced settings

Stop Spam

Enabling spam detection includes enabling the heuristic detection systern, SURBL, REL, SPF and IP reputation features in GWAWA,

# advanced settings

Set your desired settings and click ‘continue’ to progress to the next page.

Due to environmental variables, the MTA scanner will not function on Windows GroupWise systems.
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»  Create new MTA scanner e %]

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install button
to commit the installation procedure to the GWAWA netwaork,

Scanner name MTA Scanner
Install to server RETAIMNZ (Linw)
MTA startup file foptfnovel{groupwisefagents/share/domain. mta

MTa programs directory foptfrovelfgroupwisefagents fhin,d
Groupwise library directory  Joptfnovel/groupwisefagents/libf
Stop Wiruses Yes

Stop Spam es

J Hide install procedures
Step 1;  Create ohject: MTA Scanner

The 'network object’, or put more simply, the MTA configuration, will be inserted into the database for managing this device.

Step z;  Copy program files to: foptnovelfgroupwisefagentsfbing
Copy library files to: foptfnovelfgroupwise/agentslib,/

File Copy. The GWawa program files necessary for the server will be copied (or symbolic links will be created) from the gwavafassets directory
into the folder(s) that your GroupWise MTA is located at. For Linus, lbgwysmod.so is required in the GroupiWise lib directory and in flib. For
Metware, vs.him is copied to the same location as the MTA MLM,

Step 3 Modify MTA startup file: jopt/novellf groupwisef agents,/share/domain. mta

MTA& Startup File Modification. Your MTA Startup file will be adiusted to contain the following lines which indicate to the Groupiise to direct all
mail through the GWAYA mail scanning service,

fesaction=DISCARD
Pestype=MESSAGE
Fesnarnevalle =GyWay &
Festhread=64
Fescan=exclude
Prsdomain=IGNCRE
Frsport=7102

Step 4 Create configuration file: gwavamta.xml in directory foptnovelf groupwisefagents/bing

GAYS MTA Agent startup file created, In the same directory that the program is copied to, a startup file named ‘gwavamta.xml will be
created which contains the network object ID that the GWaYA MTA agent requires to initialize,

Double check and confirm the information provided. Steps for installation can be expanded, shown, and
deselected if a postponement of a certain step is desired. (These steps must still be completed in order
for the scanner to function.)
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Once the information has been confirmed, select install.

: MTA scanner installing, please wait... e ﬂ

Installation tasks are now being performed, On completion, you will be able to continue to configure the scanner services to start protecting your messaging
system.

DO NOT change pages during this procedure or the installation will not complete. Please wait until you are taken to the completion response page.

Wait until the following page is displayed. Your scanner is installed and ready to use following a restart

of the MTA.

Activating virus scanning ...
Activating Attachrment Blocking ...
Setting up Fingerprinting ...

Setting up Sparm Systern ...

Setup of Antispam system complete.

Scanner 'MTA Scanner' was created successfully.

Your GroupiWise MTA needs to be restarted for this MTA scanner to become active, Click the :’J for MTA restart instructions,

[Z] MTA scanner installation finished B oW B &
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POA Scanner

To install a POA scheduled scanner, select the POA scanner from the wizard menu and click next.

»' Create new POA scanner

Welcome to the POA scanner creation wizard.

unchanged in the message store

Prerequisites:

O The Post Office Agent must be running GroupWise 6.5.0 ar later,

rot have IMAP services conflicting with this.

N

To ensure a smooth installation of this agent, some information about your Groupwise system needs to be supplied. You may also undertake some of these
steps manually after the Géwayva network has been configured if you wish to maintain control of the process vourself,

@ You must have generated a Trusted Application Key using the GwaAYS TRUSTKEY Win32 application (Click here to install),
To generate the Trusted Application Key you must be logged into Movel Client with full rights to the domain directory, and you must have a mapped
drive to the server domain directory from your Windows workstation (Linux use a SME or NCP share).

O It is recormended for performance that you configure jobs to scan only Post Office Agents local to the GWAVA server,

2

A GWAYA POA mail agent is a program that scans mail stored in a GroupWise PostOffice on a scheduled basis and hands the messages on to a GWAYA scanner
engine service for inspection. Once each message has been scanned the POA mail agent is then responsible for deleting, altering, or leaving the message

O The Post Office Agent must have IMAP enabled at the Post Office Agent level (ot the GWIA) Make sure any GWIA running on the same maching does

The POA scanner connects directly to the POA through the IMAP interface. As such, it requires a trusted

application key to be created and IMAP must be enabled and open on the POA. Download and install

the TRUSTKEY application and generate the Trusted Application key. To generate a trusted application
key, you must run the TRUSTKEY application from a windows workstation that is logged into the
GroupWise system with Administrator rights. TRUSTKEY also requires access to the wpdomain.db file. If

installing on Linux, this must be accessible through a SAMBA

share.

Click on the TRUSTKEY install link, and save then run the

trustkey.exe application.

.ihq Setup - TrustKey o i @

Welcome to the TrustKey Setup
Wizard
This will install TrustKey 1.0 on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

L Nead > J[ Cancel ]

The Trustkey application will create a trusted
application key for GWAVA 5 to access the Post
Office with administrator rights. The information
dialog also details exactly what is required to create
the trusted application key.

=
Opening trustkey.exe

You have chosen to apen

] trustkey.exe
which is a: Application
from: http://192. 168. 1,101:43282

Would you like to save this file?

Click ‘Next’ and read the information provided
before continuing.

i Setup - TrustKey

Information
Please read the following important information before continuing

When you are ready to continue with Setup, click Next.

a Trusted Application Key. You need to run this once
{and usually only once) to generate a system-wide
ey with your GroupWise system

This key is required for Post Office scanning.

"foull need to supply a mapped drive path to your
primary domain. Then simply click the Create Trusted
Key button.

The Trusted Application key will be generated and
a copy will be placed into the clipboard, for easy
pasting irto the GWAVAMAN web inteface

TrustKey is a Windows application for generating ~

< Back ]L MNext >

J [ Cancel

Copyright © 2010 GWAVA inc.
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Click ‘Next’ to continue to the application creator window.

GWAVA Trusted Application Creator

Domain Directory
Generated Key

Test trusted key for this mailbox:

Select GroupWise domain database (wpdomain.db)

Z:\dom'wpdomain.db

- 7R

D Create Trusted Key

Cancel

Browse to the domain directory containing the active wpdomain.db. This directory must be accessible
from the Win32 workstation where the TrustKey application is running. The Win32 box also must be
logged into the GroupWise system via the Novell client, with administrator rights. On Linux, this
directory must be accessible through a SAMBA share.

After browsing to and selecting the wpdomain.db file, click ‘Create Trusted Key’.

GWAVA Trusted Application Generator

The TrustKey application will create
a trusted application key and
automatically copy it to the
clipboard as well as display it in the

A new Trusted Application has been created and the Generated Key has been copied to the Clipboard.
Depending on the configuration and speed of your GroupWise system, it may take up to one minute
before this new key actually can be used.

Lok |
‘Generated Key’ box. o
GWAVA Trusted Application Creator = :z:
Select GroupWise domain database (wpdomain.db)
Domain Directory Z:\dom'wpdomain.db E]
Generated Key BC550AC1127A00008636E6005400D 200BC 550AC 2127A00008696E50054000.200
Test trusted key for this mailbox:

Paste the copied trusted application key into the POA scanner creation wizard and fill out the post office
job name as well as the IP address of the Post Office Agent. The IP address must have the IMAP port
specified as shown if it is not default. (Default: 143) See the following link for details on how to enable
or change the IMAP port: http://support.gwava.com/kb/?View=entry&EntrylD=1099

Make sure ‘Configure Job..." is checked. If the POA Job is not configured after creation, it will not run
until it is configured.

»' Create new POA scanner

Install on this server
Trusted Application Key

RETAIMZ (Linui)

100247 3EFFE127E28DEF 12022102020B0000A821 340 12F5280CE
Generated one time for your whole systern using TRUSTEEY

1ob Marme PO Job
Chonse something descriptive
IP Address of Post Office Agent |192,168.1.104
If IM&P port is not 143, append the port using a colon: 127.0.0,1:597
Configure Job Schedule after instaling PO agent
The lob is disabled until it is configured
24
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IMPORTANT: On the creation page, ensure that the ‘Stop Viruses’ box is checked, and then expand the
‘advanced settings’ link and uncheck all other boxes. If the scanner is configured to delete email
containing attachments, all mail with attachments contained in the fingerprinting and attachments lists
will be removed from the post office. Removed mail may be unrecoverable.

0O © vour gwava system already has one or more scanners configured. Choose this option to share an existing scanner configuration

You can quickly setup the scanner with some of the most common default security options
Stop Viruses

This server will use Kaspersky AV engine to scan for viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type scanning (i.e.
*vbs, *_pif, *.exe etc) and fingerprinting of attachments.

= advanced settings

Quarantine infected messages

[J Block attachments with file names commonly associated with viruses (*.exe, *.pif, *vbs etc)
[0 Quarantine messages blocked because of attachment names

[0 Detect and block attachments commonly associated with viruses (fingerprint exe, pif, com etc)
[0 Store fingerprint blocked messages in the quarantine system

After verifying that the scanner creation page looks identical to the one shown above, click ‘Continue’.

»' Create new POA scanner e ﬂ ::_ 2]

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install button
to commit the installation procedure to the GWAVA network,

Install to server RETAINZ (LinL)

Job name PO Job

Trusted Application Key  12022101020B00008473EF 7E 137280EF 12022 102020R0000ARE 1340 2F E380CE
IP connection 192.168.1.104

Set up Job after Install? es

Stop Viruses? Yes

Verify the specified information and select ‘Install’ if the information is correct. If you need to correct
anything, use the ‘back’ button on your browser.

: POA scanner installing, please wait... e ﬂ ::_ 2]

Installation tasks are now being performed, On completion, you will be able to continue to configure the scanner services to start protecting your messaging
system.

DO NOT change pages during this procedure or the installation will not complete. Please wait until you are taken to the completion response page.
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Follow the instruction to wait until the success page is displayed.

ﬂ POA scanner installation finished

Activating wirus scanning ...

Activating Attachrment Blocking ...

Setting up Fingerprinting ...

Scanner 'PO Job' was created successfully,

Yoo should now refresh vour servers viesw for the server that this scanner was connected to for configuration options.,

Configure Job

Once the installation has completed, select the ‘Configure Job’ button to be taken to the configuration
page.

The first task to complete on the configuration page is to enable the job. If the job is not enabled, it will
not run.

This page configures the job to include or exclude specific users, folders, and the job start time. Note:
the POA job may cause the Post Office response time to lag, causing any connected clients to become
sluggish. It is best to schedule the Post Office job to run during off hours, or at times when the Post
Office is not under load.
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“s Job Config

[] Enable Job
Job Marne
Trusted Application Key
POA Hostname:Port

PO Job
13022101020B00002473EF7E1237880DE7 13022 10202080000
192.168.1.104

Scan Users

Scan Resources

Scan Trash

Expunge purged items

Job Frequency Just Once | e

Job Date 03 | [Aug [w] (2010 [+
O Delete job upon completion
Time ta run job 00 | o0 [w)]
Scan messages in date range Al days v
Sran these users Al Users [v]
1
Remaove Selected User
User Add
4
Sran these folders Al Felders [v]

Remnaove Selected Faolder ]

Folder Add

To add specific users to be included, or to exclude specific user mailboxes, you must provide the mailbox

name.

The same applies for Folders. If you wish to include or exclude specific folders, you must supply the

folder name.

To specify whether the job will apply to all users or folders, only specified users or folders, or all but the

specified users or folders, or to set a date range to scan through,

~ Server/Scanner Management

use the drop-down menu for each section.

Once you have enabled and configured the job, make sure to
select the ‘save changes’ button at the top of the window before
browsing away from the page. Once the changes have been
saved, the changes will be sent to the GWAVA 5 system and will
become active within a couple of minutes.

To access the POA Job settings page just described, expand the
POA scanner and select the ‘Mail interface settings’ object under
the ‘Configure POA job settings’ folder, as shown.

=1 ] bitterlinux (Linux)

+ [l_] Server management
# [ Wizards
= ] Manage scanners
# [ gwia scanner (GWIA)
= {_] PO Job (POA job)
% [l General settings
+ [L_] Scanning configuration
# [l Message services
# [ Exceptions
+ u_] Scanner Information
= -] Configure POA job settings

ik Mail interface settings:

£ [L_] Manage =scanner object
# [ SMTP (SMTP)

Copyright © 2010 GWAVA inc.
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Teaming Scanner Install

The Teaming scanner filters all text and attachment workflow through the scanning interface, including
input text, all attached files, email, and messaging. To install a scanner in the Teaming interface,
teaming must be installed and running correctly and the tomcat directory of the teaming interface must
be known. The teaming scanner may be installed either on the local machine or remotely, similar to a
WASP remote scanner.

5 Hew Scanner Wizard N3 ﬂ __ a

(O SMTP Interface

O Groupwise GWIA Mail Interface

) Groupwise MTA Mail Interface

O Groupwise PO& Scheduled Scan Job
& Teaming Interface

CWASP Interface

Open the New Scanner creation Wizard and select the ‘Teaming Interface’ option. Click ‘Continue’.

#' Create new Teaming scanner A [ ﬂ .— g
Welcome to the Teaming scanner creation wizard,

To ensure a smooth installation of this interface, some information about your Tearming installation needs to be supplied, You may also undertake
some of these steps manually after the Gwava network has been configured it vou wish to maintain control of the process yourself,

Prerequisites:

@ Have Movel® Tearing instaled, configured and running correctly,
O Know the location of the tomcat directory for Teaming

Post install:

ol wil need to restart the Teaming application,

The wizard states the install process and the required information. Gather the information and select
‘Continue’ when you are ready to install the scanner.

#' Create new Teaming scanner LA e ﬂ __ g
Scanner Mame Tearmn GWawa

Install on this server GWANA, (Linux)

Tamcat Directaory Joptjnovel,tearningapache-torncat-6.0, 18

{e.g. foptfnovell{teaming/apache-tomcat-6.0.18)

[J Remote Senver Install (Teaming application runs on a server separate from the GWAWA server)
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Name the scanner and input Tomcat directory serving the Teaming interface.

»' Create new Teaming scanner

Scanner Mame Tearmn G awa,

Install an this server GWAWVA, (Linux)
Tamcat Directaory

{e.g. foptfrovellfteaming/apache-tomcat-6.0.18)

Femote Sener Install (Tearing application runs on a server separate from the GWaAVA server)

If the scanner is to be installed on a remote server, select the ‘Remote Server Install’ option and select
‘Continue’.

# Create new Teaming scanner

Yo can guickly setup the scanner with sorme of the most common default, security options
Stop Wirlses
Thiz server will use Kaspersky AV engine to scan for virlses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently indude viruses with attachment type
scanning (e, *.wbs, *.pif, *.exe etc) and fingerprinting of attachments,

# advanced settings

Select the scanning options and configuration for the scanner. The scanner settings may be changed
after the scanner is created, and defaults show the blocking of viruses and spam.

#  Create new Teaming scanner

Password for Remote Instal, | eeess

You can guickly setup the scanner with some of the most commmon default security options
Stop Wiruses

This server will use Kaspersky AW engine to scan for virlses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently indude viruses with attachment type
scanning (e, *.wvhs, *.pif, *.exe etc) and fingerprinting of attachrnents,

# advanced settings

If the scanner is being installed to a remote server, a password must be supplied to allow the remote
scanner to connect to the GWAVA 5 scanning engine.

Select ‘Continue’ when the appropriate settings have been configured.
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All other configuration for the scanner, including keyword filtering, attachment size, attachment type,

fingerprinting, oversize and undersize messages, and specific quarantine settings will all be avaiable for
configuration after the scanner has been created.

Wait for the scanner to be installed.

|Z] Teaming scanner installation finished H ok [F] g

Activating wirus scanning ...
Activating Attachrment Blocking ...
Setting up Fingerprinting ...

Scanner Tearn GWaYA" was created successiully,

The GWaVA server is now configured with your new Tearing scanner, Because the Teaming server is running separately from the GWaAW 2,
server, you need to complete the following steps on the Teaming server,

Configure Tomcat
1. Downrload and copy the following fle to the < tomcat: flib/custorm-extf folder:
teamGwava.jar

2, Edit the <tomcat: fwebapps/ssfWEB-INFfclasses/configfssf-axt, properties file and add the following lines to the end of the file,
* These lines may aready exist and should have the gwava entry inserted before the current value,
# gwava.teaming interface settings
file,content. filter, classes = corm. gwava, teaming . GwavaContentFilter, org. kablink, tearming. module. fle.irmpl, XxSSContentFilter *
sepvlet. context listensr . dasses = com. gwava, teaming, GwavaContextlistener *
rmiodule. event listeners,org. kablink, teaming. module, folder . FolderModule =cormn. gwava. teaming. GwavaiModuleListener *
rmiodule. event listeners, org. kablink, teaming. module. binder . BinderModule=com, gwava, teaming, GwavaModuleListener *
gwava, tearning.reference.id= 167sq8k, 1682nom.5h
# =et usernarme and password for gwava,teaming remote mode
gwava.teaming.gwavaman.address=192, 168, 1.43:49232
gQwava.teaming. gwavaman.username =ws Team_GWAVA
owava, teaming, gwavaman. password=0DE3FBS167D
awava, teaming. tomcat, user =wwiwrun
awava, tearming. tomcat, group = whwy

Restart Teaming Server
Thie Movel® Teaming application needs to be restarted for this Teaming scanner to becorme active,
Click & for instructions on haw ta restart Tomcat which will reload Teaming.

After the Teaming scanner has been installed, follow the ending instructions for both local and remote
installations. Remote installations will require manual editing of the Tomcat files, as the scanner wizard
will not have access to them during install. Input the specified lines around the indicated, existing lines
in the ssf-ext.properties file, so the file section matches the one shown.

Local and remote installs require a restart of the Tomcat system to restart the tomcat server.
Instructions on the restart of Tomcat are provided, select the “?” icon to show the instructions.

Now that the scanner has been created, it is available to be further configured and customized.
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WASP Local Scanner
To create a scanner you must know the correct information for the location of the Web Access directory
and the active Tomcat directory. Click Continue.

(The WebAccess startup file is the webacc.cfg — specify the entire path, including the webacc.cfg
filename.)

(The Tomcat directory desired is the one containing the ‘webapps’ directory from which your
WebAccess is run. In a standard SLES 10.x system, the path would be: /usr/share/tomcat5. If you have
several instances of Tomcat on the same machine, locate the working webapps directory by searching
the webacc.cfg file for the “Templates.path=...” line. It will specify the Tomcat path that WebAccess is
using. The correct webapps directory will also contain a gw folder - .../webapps/gw.)

It is important to specify the tomcat instance that WebAccess is running on. There may be several
instances of Tomcat installed on the same machine at the same time, depending on the way WebAccess
was installed.

& Create new WASP scanner

Scanner Name WASPZ

Install on this server RETAINZ (Linusx)

GroupWise Webhccess  |fopt/novelfgroupwisefwebaccess fwebacc.ofg

startup file (e.g. GWY: fopt/novelfgroupwisefwebaccess fwebacc. ofg)

(e.g. GWE: fvarfoptinovel/groupwise webaccess webacc, ofg)

Tomcat Directory Farwfuewewe ftomcats/basze

(e.q. Tamcat 4 an SLES WOES: fsrvfwowwftomeat)

(e.q. Tamcat 5 on SLES 100 fsrvfwearnftomcats)

(e.q. Tamcat 4 on SLES 10/0ES2: fvarfoptinovell/tomcat4)
(e.q. Tamcat 6 on SLES 1011 fusrf=hare/tomcata)

{

Wiehaccess Application runs on a server separate from the GWAVA server)

] Remate Server Install

Enter the correct path and name information and click Continue.

+  Create new WASP scanner HigEoea
O ] Your gwava system aready has one or more scanners configured, Choose this option to share an existing scanner configuration
You can quickly setup the scanner with some of the most cormmon default security options
Stop Viruses
This server will use Kaspersky AY ehgine to scan for viruses
Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently indude viruses with attachment type scanning
(i.e. *.whs, *.pif, *.exe etc) and fingerprinting of attachments.
+ advanced settings
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To enable protection from viruses, select an anti-virus engine. On Linux and Windows, the Kaspersky
engine is the only engine available and will be selected for you.

Click Continue.

+' Create new WASP scanner HielE e
The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install button
to commit the installation procedure to the GWAW A network,

Scanner narme WASP2

Inztall to server RETAINZ (LinL)

wiebAccess startup file  fopt/novelfgroupwisefwebaccessfwebace.cfg
Tomcat directory Far fwvwewe fromcatSibase/base

Stop Viruses Yes

Double check all the information for accuracy, then click Install if it is correct. Use the back button on
your browser if you need to correct any of the information.

:2 WASP scanner installing, please wait... [ _ﬂ

Installation tasks are now being performed. On cormpletion, you will be able to continue to configure the scanner services to start protecting your messaging
systerm.

DO NOT change pages during this procedure ar the installation will not complete, Please wait until you are taken to the completion response page.

Wait until the next page appears. This may take several minutes depending on the speed of the
machine and current load. Please be patient.

Lﬂ WASP scanner installation finished

Activating virus scanning ...
Activating Attachment Blocking ...
Setting up Fingerprinting ...

Scanner ‘wasp scanner was created successfully.

Your GroupWise WebAccess agent needs to be restarted for this WASP scanner to become active. Click the “:‘??' far
WebAccess restart instructions.

Once this page appears, your scanner has been successfully created and you can browse away from the
scanner creation interface.

NOTE: Your WASP scanner will be dormant until Tomcat is restarted and a browser calls the Web
Access interface. This is required to initiate the WASP servlet for the web server. Restart the Tomcat
instance you installed WASP to before testing the scanner.
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WASP 2 scanners rebrand the WebAccess login and mailbox screens to alert users that WASP 2 is in use.
If you do not want this and wish to return to the original branding and artwork, the files were renamed
and reside in the following directories:

For GroupWise 7:
<tomcat_path>/webapps/gw/com/novell/webaccess/images/splash.png

For GroupWise 8:
<tomcat_path>/webapps/gw/webaccess/<build_date>/images/install_watermark_n.png

WASP 2 has renamed these to *.bak, (or .bak0 if .bak already exists). Simply rename the file to the
original and restart your WebAccess system to return them to default.

WASP Remote Scanner

Running WASP 2 in remote mode means that WASP 2 needs to transfer the mime files via the network
to GWAVA 5 in order to be scanned. To create a remote WASP 2 scanner, you will need the following
information:

The location of the WebAccess configuration file on remote computer (webacc.cfg)

The location of the Functioning WebAccess Tomcat directory — Or IIS directory (The folder containing the
‘webapps’ directory. See notes above.)

Start the scanner creation wizard as above, but select the ‘Remote Server Install’ option instead of filling
in the paths.

»' Create new WASP scanner H e Eoa
Scanner Name WASP2

Install on this server RETAINZ {Linusx)

Group¥ise WebAccess
startup file (e.g. GWY: foptfnovelfgroupwise fwebaccess webacc.cfg)
(e.g. BWE: fvarjoptinovel/groupwise/webaccess fwebacc.cfg)
Tomeat Directory
(e.g. Torncat 4 on SLES Y0ES: farvfwmww ftomcat)
{e.g. Torncat 5 on SLES 10: fsrvfwwewtomcats)
{e.g. Tormncat 4 on SLES 10/0ES2: fvarfopt/novell{tomcat4)
(e.g. Torcat 6 on SLES 10A11: fusrfshareftorncate)

Remote Server Install (Webaccess Application runs on a server separate from the GWAWA server)

This triggers the remote install mode for the scanner.

In remote mode, the installer creates a wasp user and password to connect to GWAVA 5. The Username
is created automatically, but you must specify the password. The user and password will only be used by
the wasp scanner to connect remotely to the GWAVA 5 server and gain access to the scanner. Any
password will do. Configure as desired.

33
Copyright © 2010 GWAVA inc.



&  Create new WASP scanner [ 58 ﬂ

Password for Rermote Instal:

O o Your gwava systemn akeady has one or more scanners configured, Choose this option to share an existing scanner configuration

You can quickly setup the scanner with sorme of the most common default security options
Stop Viruses
This server will Luse Kaspersky &Y ehgine to scan for viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently incdude viruses with attachment type scanning
(i.e. *.whs, *.pif, *.exe etc) and fingerprinting of attachments,

+ advanced settings

Verify all information, and click ‘install’ when the information is correct. Use the ‘back’ button on your
browser if you need to change any of the information before you continue.

& Create new WASP scanner g _ﬂ __ 7]

The requisite information has been collected and is ready to be deployed. If vou are satisfied that the installation information is correct, press
the install button to cornmit the installation procedure to the GWAYA network,

Scanner name WASP 2

Install to server RETAINZ (Linu)
Webdccess startup file

Torncat directory

Stop Viruses Yes

You MUST wait until this page is shown. WASP 2 requires you to copy some files and edit the webacc.cfg
on the remote machine for the installation to be successful. If the .jar files are not copied to the
locations specified, or the lines supplied are not added to the webacc.cfg, then the remote install will
not be able to connect to the GWAVA 5 server and perform scans. Make sure you copy the supplied
lines before browsing away from this page.

The following page contains instructions that must be followed; the steps must be completed before
WASP 2 will function correctly.
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|Z] WASP scanner installation finished H e E D@

Artivating virus scanning ...
Activating Attachrment Blocking ...
Setting up Fingerprinting ...

Scanner "WASP 2" was created successfully,

The Gwawa server is now configured with your new WASP scanner. Because the WebAccess server is running separately from the GWAWA
server, you need to complete the folowing steps on the Webtcocess sarver,

Configure Tomcat
1. Copy the following files to both the <tomcat > fwebapps/gw WEB-INF/lib and <tormcat = fcormrmonflib (if present on Tomcat version 5 and
earlier) folders:
rmail.jar, activation.jar
2. Copy the following files to the <tormcat: fwebapps/gw WEB-INF/lib folder:
awava.jar, wasp.jar

Configure WebAccess
For GrouptiWwised 8
3. Create a folder named ™wasp” in the Webaccess Application horme folder (this is where the webacc.cfg file is located),
4, Create a file named “wasp.cfg” in the new wasp folder that contains the following:

Provider, GW AP, Class=com, gwava, wa, provider, gwava, GwavaProvider

Provider, Wasp.gwavarnan.address=192, 168, 1, 10449282

Provider, Wasp, gwavarnan, Lsername=1ws\Wasp_2

Provider, Wasp. gwavarnan. password=0D84BBEBEDG4

Provider, wasp.reference.id= 15ra8jf. 165mz2rc. v
5. Rename the file install_top_n.png in the <tormcats fwebappsfaw fwebaccess) <buid: fimages folder to “install_top_n.png.bak”,
&, Copy the file instal_top_n.png to that folder,

Faor Grouptiised 7
3. Edit the webAccess configuration file (webacc.cfa) on the Wehdcoess server:
a, Insert a pound *#" character at the beginning of the line
"Prowider GWAR, Class=com.novell webaccess, providers, gwap, XGWap”
b, Add a new line *Provider, GWAP . Class=com.gwava.wa, provider . gwava, GwavaProvider”
c. &dd the following lines to the bottom of the file:
Provider, Wasp.gwavarnan.address=192, 168, 1, 104:49232
Provider, Wasp, gwavarnan, username=ws\Wasp_2
Provider, Wasp. gwavarnan. password=0D84BBEBEDG4
Provider, Wasp.reference.id=15raSjf, 165m2rc. v
4, Renamne the files splash.png and splash-02.png in the <tormcat = fwebappsaw fcomfnovel fwebaccessfimages folder to “splash.png.bak”
and "splash-02.png.bak”
5. Copy the files splash.png and splash-02.0if to that folder,

Restart WebAccess
The Groupwise® Webaccess application needs to be restarted for this WASP scanner to become active,

Click < for instructions on how to restart Tomcat which will reload WebAccess,

Mote: OES Linux users, click here to set the proper Linux user and group for vour wersion of Tomcat,

The files that need to be downloaded are linked from this page. Create a backup of the current versions
of the files you are copying over. Clicking on the name will download the necessary files you need to
copy to the locations defined. You must restart Tomcat after the files have been copied over, and the
lines added, before the WASP 2 scanner will become active.
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Recommended Scanner configuration

Every scanner configuration will be different depending on the different situations existing in the email
world. However, the recommended settings are set as default, and no changes are needed to
implement the best settings for a general system.

The default settings for most scanners are as follows:
» Signature spam engine enabled
» RBLand SURBL block enabled
» Conversation Tracking enabled

The POA and WASP scanners, due to their respective agent’s functions, have the following as defaults:
> Antivirus
» Attachment
> Fingerprinting

The SMTP scanner also has IP Reputation enabled by default. The Signature spam engine works on Linux
and Windows. Linux is the recommended platform for GWAVA.

For every situation it may become necessary to create exceptions to the scanning rules as well as
adjustments to the different scanners and text filters to catch unwanted mail. Create these new rules

and exceptions as required. The rules and settings for individual 7 _ServeriScanner Management
scanners are found under Server/Scanner Management |<Server- = 7] gwava-iso (Linux)
name> | Manage Scanners | <Scanner name>. See the respective . ﬁ-%.iﬁ;f;:mg&m&m
sections for information on how to use each section. = (] Manage scanners

# [ SMTP Scanner (SMTP)
= [ gwia (GWIA)

General Administration

GWAVA administration is completed between two interfaces: the management console, and the QMS
management console. The management console runs all administration of the main GWAVA system and
scanners: scanner creation, configuration, updates, server settings and management user accounts. The
QMS management console contains the administration over the quarantine system: digests, user
accounts and login rights, release rights, and Quarantine database size.

GWAVA Management Console
When you log into the GWAVA Management console, you will view the default user Dashboard. This
page displays default gadgets and basic info for your GWAVA 5 system.

The System Status window shows the blocking statistics for your server as well as your evaluation
deadline, if you have not licensed your GWAVA 5 system. The statistics window has the option to change
the statistics to represent the total, day, last hour, or current hour statistics for each of the shown
statistics.
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Dashboards

lad GWAVA Dashboard
" Home Pages :

& H dashboard
i Home dashboar welcome to the GWwAWA management dashboard.

| Dashbosrds
(A Quaranting manager This page will assist you through the setup of your first GWwaAWA scanner, If you find yourself lost during
I Bookmarks the initial configuration of GWwava, dick the 'Home' button at the top of the main menu to return to
this page.

| Documentation
[ System Management
) ServerfScanner Management

To set up a mai scanner, browse to the ‘Server/Scanner Management' section of the |5 seversese Mnsgenet

menu, choose the server you want to configure the scanner on, and then the 5 (0 OWAYA server (i)
‘Wizards and instalfcreate new scanner menu option, # [ ::m;-wnem
= i aars )
. . & istntieaate niby scanrer
Follow the on-screen prompts to install and setup the scanner for your mai systemn. Repeat 5 (] Manoge seanurs

this process for each type of mail interface you need to scan.

= and Tricks T
Help is ahways at hand with the quick > Check the 'Documentation’ section of the navigation panel for
reference button, Click on the quick links to the main product docurentation,
reference icon in the top right for a brief
overview of the page vou have loaded. Each page in this system has its own quick reference page

which is accassible by pressing the guestion mark symbol in the
tap right of the page.

The GWaAYA support forums and knowledoebase are an
invaluable and interactive option for finding answers to common
questions, These can be found at http:/fsupport2, gweava, com.

GWAVA 5 has a user-defined area which opens by default, which can be filled with ‘gadgets’. Though
there are three default dashboards already defined, the dashboard area was created with the
expectation that each system administrator will create and configure their own personal dashboard.

Dashboard Control Panel

“ Dashboard control panel

[ Home Pages Mew menu label ok

;) Home dashboard

=) [l Dashboards FS
2 | v
%, Dashboard control panel ! welcame X

[ Welcome
[ Stetus [0 status T 1%

| Statistics O  statistics T x

'{ﬂ Cuaranting manager

Bookimarks

Documentation

System Management
ServerfScanner Management

The Dashboard control panel allows for the management of multiple dashboards, and the creation of
new dashboards. The dashboard is the default page displayed when users login to the GWAVA
Management console. The default dashboard for the homepage is indicated by check mark and little
house next to the dashboard name. To change the default dashboard, select the desired dashboard by
placing the checkmark in the box next to your choice, and save the changes.

Multiple dashboards may be created or deleted. The current dashboards may be removed, renamed, or
reconfigured. The dashboard control panel allows for the creation of new dashboards, renaming or
removal of old dashboards, and the selection of the default dashboard.
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Default Dashboards

Welcome

lal GWAVA Dashboard
" Home Pages {

) Home dashbosrd

{4 Dashhoards welcome to the GWAYA management dashboard.

{1l Guaranting mansger This page will assist you through the setup of vour first GWAVA scanner, If vou find yourself lost during

Bookmarks the initial configuration of Gwawa, click the 'Home' button at the top of the main menu ta return to
this page.

Diocumentation rag

System Managemert To set up a mall scanner, browse to the 'Server/Scanner Management' section of the |5 sewsisewe wesser

ServeriScanner Management menu, chioose the server you want to configure the scanner on, and then the 5 () OWAVA server Orua)
Wizards and install/create new scanner menu option. % (] Servrmarget
S — )
. L rtelirente arrer
Follow the on-screen prompts to install and setup the scanner for your mal systern, Repeat 5 (7 Manoge tcanvurs

this process for each type of mal interface you need to scan.

=
Help is ahways at hand with the quick P Check the 'Documentation’ section of the navigation panel for
reference button. Click on the quick links to the rmain product docurnentation,

reference icon in the top right for a brief

overview of the page you have baded, Each page in this system has its own quick reference page

which is accessible by pressing the question mark symbol in the
top right of the page.

The GWAWA support forums and knowledgebase are an
invaluable and interactive option for finding answers to common
questions. These can be found at hittp:ffsupport2.gwava.com.

The Welcome dashboard is the default dashboard for upgrades and new installations of GWAVA 5, and
will be the page seen on first login. The Welcome dashboard has gadgets showing tips, tricks, new
information, and links to documentation. The welcome dashboard is not meant to be a permanent
default page, but will remain default until changed. As with all dashboards, the welcome dashboard may
be configured at any time.
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Status

" Home Pages

5 Home: dashboard
=) [ Dashboards
R‘;, Dashhoard cortrol panel
| Welcome
a4 Status
a4 Statistics
qﬂ Guiaranting manager

} Bookmarks

| Documentation

| System Management

) Server/Scanner Managemert

lad GWAVA Dashboard

Wil 2o

=

=

Alert

Reported

T swrvewa
4 swavapoa
4 swsmTe
4 swwRELAY
o swavaoms

o swava

FAug 26 05:23:37

t
Aug 26 05:23.58
Aug 26 05:22:50
Aug 26 05:24:00
Aug 26 05:24:11

FAug 26 05:22:4

The status dashboard displays the general status of the GWAVA 5 system; modules reporting working
status with the date and time last reported are listed, as well as any alters and detected viruses. Known
viruses will be named, while unspecified or unnamed viruses will remain unnamed. All virus hits are

reported.

Statistics

" Home Pages

;i Home dashboard
|ad Dashboards
] Quararting manager

Bookmarks

} Documentation

} System Management

} Server!Scanner Management

lad GWAVA Dashboard
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The statistics dashboard contains basic statistics for the entire system with all scanner stats available to
be monitored. The statistics vary from total messages processed in the system and breakdowns of
different blocked messages to the number of operational threads and system loads according to time of
day.

Configuring and customizing Dashboards

Dashboard pages are essentially blank pages which can be filled with configurable modules called
‘gadgets’. Gadgets are gauges, charts, and graphs tied to different statistics and information in the
GWAVA 5 system. Different gadgets display information such as statistics on message flow, system load,
detected viruses, blocked connections, RBL hits, and user traffic.

Configuration of any new or existing dashboard is accomplished by adding and removing gadgets to the
desired dashboard and configuring the gadget to the desired specifics. Each gadget, after being added to
a page, may be moved to any desired location on the dashboard, and the size of the gadget and, or the
containing frame.

To add or configure a gadget, open the desired GWAVA dashboard, or create a new dashboard page and
select the dropdown tab from the top of the dashboard window to show the gadget selection interface.
Clicking on the tab again will either show or hide the gadget selection menu.

at GWAVA Dashboard H B 2 e

[Filter gadgets] |+ [Select gadget] w EEJ /

Select the desired gadget type and gadget from the dropdown menus and select the add button. The
different gadgets may be selected by gadget type, and then desired statistic, or from the desired statistic
first, followed by the desired gadget type. Not every gadget type is available for each statistic, as some

statistics would not function well in a gauge, graph, or  [[[Fiier gadgets] 1+ || [ [Selact gadget] —
chart form, and is best represented in the forms Select gadoet
i Table Alerts

available. . Lo Sauge Message Statistics Summary
The currently available gadget types and statistics alrn Messages Inbound/Cuthound
include the ones shown. Line Messages processed

20 Pie Chart Module Information

Pie Chart Mozt active recipients
After selecting the gadget desired, some gadgets offer mgi ;Cetc";ﬁri}i?s
more configuration options, such as time frame, scope of a chart, or the Program Status
top limit of a gauge. If a gauge offers further configuration, configure the Kéﬁ‘;ﬂﬂ%ﬁﬂm
gauges to achieve the desired information needs and select the green Suppart and Documentation
plus sign to add the gadget to the dashboard. EWAYA Tips and Tricks

Moving gadgets is simple; click and drag the desired gadget to the desired location and orientation in
the dashboard window by selecting the top of the containing frame. Different frames may also be sized
as desired by selecting the bottom right corner of the desired frame. The mouse pointer will be changed
from the system default arrow to a ‘move’ or a ‘resize’ arrow. Place and configure the gadgets as
desired to create a customized dashboard.
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After modifying, moving, adding, removing, or resizing any module, the ‘Save Changes’ icon must be
clicked or the settings will not be saved.

As GWAVA 5 is updated, further gadgets may be added to the GWAVA 5 system.

Copyright © 2010 GWAVA inc.

41



Quarantine manager
The Quarantine Manager link opens the Quarantine Manager in a separate browser window or tab. The

Quarantine Manager can also be accessed from any browser through the following URL:
http//<GWAVA_server_address>:49285

The Quarantine Manager is covered later on in the document. Please see the Quarantine Manager
section.

Bookmarks

The Manage quick access pages link allows the administrator to provide quick access to any page with
the bookmark icon in the top right-hand corner. This may shorten browsing times to often visited pages
deep in the folder structure of a scanner, such as scanner statistics or exceptions.

Documentation

Online documentation is linked from the documentation menu, as is the quick install guide, which will
not only guide you through basic installation instructions, but will also help in the immediate basic setup
for scanners and management.

System Management

Under the System management link, default settings for the system are listed. The settings here are the
base used when creating scanners. Each scanner’s settings may be modified individually after scanner
creation, but by changing the default settings here each scanner will be created with the basic default
settings correctly.

System Management contains two sections: System management and Advanced. Most work will be
completed through the System management item, while the Advanced section contains tools which
should be generally left alone unless specified by support.
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System Management

Admin accounts

Admin accounts allow you to add and remove administrator accounts from the GWAVA 5 system. These
accounts will have full administrator rights to GWAVA Management, as well as default full administrator

rights to the Quarantine system.

You may enable or disable four state checkboxes preference from this interface. Four state checkboxes
may also be enabled or disabled from any configuration window where the preferences icon is displayed

in the top right-hand corner.

System Information

System information displays exactly that. The Server name, ID, operating system, activation date,
address and general status are shown. The status of each of the different running pieces of GWAVA 5
are listed here, along with their latest report-in date, time, and location. This page provides basic

information on the system at a glance.

System Alerts

The System Alerts page displays all the system alerts active, as well as alert history. An Administrator can

issue an alert to the system if desired, by selecting the alert and type, then selecting the Send button.
Descriptions, severity, source, and solutions may be added to any alert generated from this window.

Solution

! System Alerts
Send alert
Severity Type Source Description
Clear . 0w
Current system alerts
Severity Type(Source) Description
critical 3 Qnable o con.nect to the spam
signature service
critical 3 Qnable o con.nect to the spam
signature service
critical 3 Qnable o con_nect to the spam
signature service
" Unable to connect to the spam
Critical 3 signature service
critical | 2 Qnable o con_nect to the spam
signature service
critical 3 Qnable o con_nect to the spam
signature service
criical 3 Qnable to con_nect to the spam
signature service
Critical 3 L_lnable to con_nect to the spam
signature service
" Unable to connect to the spam
Critical 3 signature service
critical 3 Qnahle to con.nect to the spam
signature service
critical 3 Qnable o con.nect to the spam
signature service
critical 3 Qnable o con.nect to the spam
signature service

Solution

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWAWA server

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWAWA server

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA server

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWAWA server

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWAVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWavAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWAWVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Please verify that IP address in GWaVAMAN is correct and that the spam
signature service (CTASD) is running and reachable from the GWaWA sarver

Reported

Aug 12
11:22:114

Aug 12
11:22:114

Aug 12
11:22:14

Aug 12
11:22:14

Aug 12
11:22:114

Aug 12
11:22:114

Aug 12
11:22:114

Aug 12
11:22:14

Aug 12
11:22:14

Aug 12
11:22:114

Aug 12
11:22:114

Aug 12
11:22:114
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Reports

The Reports function allows the Administrator to setup, send out, or receive regular system reports on

the functions and different status of the system. Reports include statistics on:

> Active alerts

Alerts cleared

Alerts summary

Most active recipients

YV V V VY

Most active senders

» Messages processed

» Messages process with a detailed
summary

» Most active IP addresses

There are different types of reports based on time frame: daily, weekly, and monthly. Reports are sent
to the specified recipients in the list.

“ Home Pages

System Reports

%5 Home dashboatd
|ad Dashboards
1,13 Qusrantine manager

[:3 Bookmarks

Schedule an event to execute

D Documentation

" System Management

= [y System management
[ Licensing
&8 Administrator sccounts
(B System information
1. System alerts
Reports
[y Message tracker
< Defautt settings
3 Online updstes
{3 Package manager
B Advanced

[ ServeriScannet Management

Narne Frequency  Report Time  Day  Recipients
L] ity [s] [midright  [s] [Default repart recipients] g
Report Forrmat Type Report Period Limit Results
i ][] [Te] [T] ] &

Currently scheduled events

MNext Scheduled Time  Narne Frequency Report Time Day Recipients

] ©ct 20 2010 12:00:00 Daily Report daily rmidright [Default report recipisnts] 3§
] ©Oct 24 2010 12:00:00 Weekly Report  weekly michight Sunday  [Default report recipients] &€

] Mov 012010 12:00:00 Monthly Report monthly  midight 1 [Default report recipisnts] 3§

To create and send out a report, specify the name, frequency, and time for the report, and then add the
report modules desired to be included in the report.

System Reports
Schedule an event to execute
MNarne
| daily

Report

Frequency Repart Time Day Recipients
daily [il rnidright M adrnin@gwaya. com op

Faormat Type Report Period Limit Results

g

iv|[v] [Iv][Iv] 25 e

Alerts cleared

Alerts surmrnary

Most active recipients
Most active senders
Messages processed

Currently

There are

Maost active ip addresses

Messages processed detaled surmnmary
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Add as many or as few report modules to any desired report, but a report should have at least one

module to be of worth. Result lists may be limited to a manageable size, and the default is set to 25
items.

GWAVA 3

Daily Report Oct 21 2010 12:00:00

The reports below were generated and e-mailed to you by a GWAVA scheduled event. If you do not want to receive these reports please reply to this email and the administrator can remove you from the recipient list.

Detailed summary of messages processed between 10/20/10 00:00:00 and 10/21/10 00:00:00

Total - Recipient P Source | Destination| IP - - Oversize| Undersize| Text
‘Outbound | Dy d | Blocked tined RBL | SURBL Fi it

Messages m e Q“m" " [exeception kem-tatiun ddress [Address ddress S Masage Message |Fitter

371 0 o 0 0 0 0 0 o 0 0|

4400 4400 0 3316 373 0 0 966 71 28

Most active senders between 10/20/10 00:00:00 and 10/21/10 00:00:00
emoipaaress ————— e aw

gwava@server.cabserver.net

62
ngw-bounces+stephenc=gwava.com@ngwlist.com 24
root@gwavasupport050338.ded.nethosting.com 22
ngw-hounces+rang=gwava.com@ngwlist.com 21
ngw-bounces+ernie=gwava.com@ngwlist.com 13
ngw-bounces+tonyc=gwava.com@ngwlist.com 18
nomail@gwava.com 18
ngw-bounces+sorchard=gwava.com@ngwlist.com 17
ngw-bounces+msa=gwava.com@ngwlist.com 16

ngw-bounces+un=gwava.com@ngwlist.com

Reports may vary on exactly what is specified to be included and how many items are displayed. The
Reports are subject to change and may end up being quite long, yet may be incredibly detailed and
helpful in monitoring and managing the mail system.
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Message tracking
GWAVA 5 contains the ability to track all messages which pass through the system, report when they
passed and what action was performed on the specified message, and for what reason the action was

taken. To access the Message tracker, select ‘Message tracker’ from the System Management window.

(2 Message Tracker

" Home Pages

. Search Criteria
) Home dashbosrd

g Dashboards GWAYA message [D

([ Quarantine manager From address equals [1]
[:) Bookmarks To address equals [1]
g EE;L’;":E:::;%EN Start dateftime 8
End dateftime 8
= ﬁ%yﬁ:;g:gnagemem Block state Arvy []
£8 Administrator accounts May results o returm 100
o
Reports

(&) Message tracker

<3 Default settings

3 Online updates

[ Package manager
3 Advanced

[> ServerfScanner Management

To track the path of a message through the system, specific information must be known about the
message. GWAVA will search through the records to find a message which fits the criteria provided. The
tighter the criteria provided, the smaller the results list will be.

Search terms can include:

» GWAVA Message ID
» From and To address
» Timeframe window
» Block state

The GWAVA Message ID is most useful to re-track a message that has been located beforehand, as the
message ID’s are unique, the result will be the specific message desired. The rest of the criteria is useful
to find a message from a specific sender, to a specific user, during a specified timeframe. Setting the
Block state search option limits the resulting pool of messages to only those which have either been
passed through, or which have been blocked by GWAVA. A search may be performed on one criteria.
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(& Message Tracker

" Home Pages

Search Criteria

) Home dashboard
B Dashboards GWAYA message ID
([ Quaranting manager From address equals [v]
[ Bookmarks To address equals [+] |chris@gwava.com
[~ Documentstion Start dateftime #
" System Managemert -
End date/time % j
Ty Syst rit
= 'HFBYLi:;g:;ageme Black state Any [v]
B
L8 Adminigtrator sccounts Max results to return 100
(B System informati
l'ﬁ S;f 51:: ::ﬁr: en Subrnit Search
Reports
(2 Message tracker Search result
<] Default settings
3 Online updates Message ID Timestamp Message size Source IP address  Sender  Block state
_?J Package manager ﬂ.j 16b9pmn, 1286988123.10 Wed 13 Oct 2010 11:30:54 652 bot@net.com none
-
G Advanced (] 16b9pmn. 1286988123, 1 Wed 13 Oct 2010 11:30:54 597 bot@net.com none
[ Server/Scanner Management ] 16h9pmn, 1286958123 1k Wed 13 Oct 2010 11:30:54 918 bot@net.com none
Block state: none
Recipients: chris@gwava.com
Message events:
] 16h9pmn. 1286988123, 10 Wed 13 Oct 2010 11:30:54 1049 bot@net.com ful
Block: state: full
Recipients: chris@gwava.com
Message events: text_fiter

Messages that show up in the search may be expanded by clicking on the corresponding folder to
display the pertinent information: all recipients, the block status, and a responsible scanner event
causing the block.

The full message text is not available in the tracking window. Blocked messages are available to the
owner or administrator via QMS. Messages which have not been blocked have been passed to the
resident mail system for normal processing.

Default settings
This page displays and allows editing of the default settings used when adding a new server to the
GWAVA network. The settings listed here are used to fill out the Configure Server page, which the

scanners read from. It is vitally important that the information supplied for this page is correct for the
mail system.

The Administrator email address and name supplied here will appear on all mail notifications and digests
sent by the GWAVA 5 system. Any responses to these mail items will be sent to the Administrators
address. The Mail relay agent SMTP Server and the QMS SMTP Authentication server are the
connection addresses used by GWAVA when sending notifications, digests, and authenticating users for
access to their mail in the quarantine system.

Online updates

When a notification that updates are available for the GWAVA 5 system shows on the GWAVA 5
management homepage, this page is where the update is performed. Different update servers may be
selected as the source for updated code. The ‘beta’ server contains unproven code and should not be
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used on a production system, unless specified by support. The default download servers should be
sufficient for most systems.

If the system requires a proxy to access the internet on port 80, then the proxy settings must be
provided under the ‘Proxy Server Configuration’ section under Server/Scanner Management |<server
name> | Server management | Configure server. There is a link on the update page leading directly to
the appropriate page. (The Proxy Server Configuration settings may need to be ‘shown’ before they are
accessible.)

To initiate an update, select the desired update server, and select ‘Submit Update Request’. Once an
update request has been initiated, GWAVA 5 will contact the update server and begin the download and
update process.

Package manager
The Package manager allows the addition of third party and additional plugins to be added and installed
to the GWAVA 5 mail system.

To use the Package manager, browse to and select the desired package by using the ‘browse’ button,
then click ‘upload’ to load the plugin to the GWAVA 5 system. The uploaded package is usually zipped,
and the GWAVA 5 system can unzip and install the package.

To unzip, install, or uninstall any third party plugin package, use the associated icon under the ‘Actions’
column. The ‘Actions’ column will only display the available actions which will identify themselves on
mouse-over.

After a package has been unzipped and installed, the GWAVA 5 system may require a restart to initialize
the package. See the documentation included with the additional package for details.

Advanced 7 System Management
The settings in the advanced section of the menu contain .

# [ System management
categorically organized items for your system. This menu provides = B Advanced
scanning configuration identical to the scanning configuration under * “--]I :”Zﬂrds

. . =l canners
Server/Scanner Management, but differs in that the advanced % (] SMTP Scanner (SNTP)
configuration items are organized by each individual component. It x ]u..] gwia (GWlA)
+ [ Interfaces
is recommended to use the Server/Scanner Management menu for + ﬁ] Engines
configuration. The advanced section should only be used by support % ([ System tools

or under the instruction of support. Items listed under ‘Advanced’

which are listed under the Server/Scanner Management section are explained where they reside under
the Scanner management section. The menu items which are separate from the scanner tree found
below are explained here.

System Tools
System Tools contains powerful tools which modify the core system of a GWAVA 5 server. These tools
are not to be used on a regular basis, and should not be used unless instructed to do so by GWAVA 5
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support. Editing the database, removing objects and modifying Servers in the GWAVA 5 network may
render the GWAVA 5 system inoperative. Only proceed with such operations if you fully understand the
process and possible repercussions and on instructions by GWAVA 5 support. The System Tools section
will be added to as necessity requires, and new menu items will be self-documented within the system.

Network, Server & DB Tools

Replication manager

The replication manager is a tool to push settings found in the current GWAVA 5 system to other servers
in a GWAVA network. The connection between two GWAVA servers is created during server activation.
Instead of setting up the GWAVA 5 server as a ‘new server’, select the new server to become part of an
existing GWAVA network. If chosen to do so, the manager will assist in replicating the existing
configuration database and settings across multiple servers.

Database Editor

The database editor allows both the viewing and the editing of the GWAVA 5 configuration database.
This can be used in coordination with GWAVA 5 support to correct some corruption and add or fix
missing items in the database on occasion.

The editor prompts you to spawn a new window and then offers the option to open the selected table in
either viewing only, (default setting), or in the editing mode, which allows changes to be committed to
the database. The editor also includes a search function which passes queries to the database and
allows the response to be limited to a desired level of results. Changes to the database in the editor are
immediate. To exit the editor, simply close the window.
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Server Maintenance

Standard core functions for GWAVA 5 maintenance are listed here. Removing and renaming a GWAVA 5
server from the GWAVA 5 networks correctly severs or renames a connection between two GWAVA 5
servers. Removing a connected server from a network should be done prior to uninstalling the GWAVA 5
server in order to avoid connection issues with the remaining GWAVA 5 server(s).

Due to updates and changes in the GWAVA 5 interface, it may be necessary to rebuild the system
Menu’s. Selecting this option causes the GWAVA 5 system to discard the current menu tree and system
in the GWAVA 5 interface, and recreated them from the current system files. If a new item has been
installed or downloaded to the GWAVA 5 system during an update and a menu rebuild is appropriate,
you will be notified on the default GWAVA 5 home page, under the system status window. The notice
will be a link which initiates a menu rebuild. Utilization of this option under the system tools should not
be necessary under normal operation.

Scanner Object Map

The scanner map menu section is simply a linear object tree showing associations of the different
scanner objects. Multiple scanners will show multiple maps in a separate row. The view can be spawned
in a scrollable window via a link at the top of the page. Also along the top of the page, are tabs which
change the ‘map’ shown for each scanner and interface. This page does not have any editing windows.

Server/Scanner Management

The Server/Scanner Management is setup in a directory tree-view organized around tasks. The Server
management offers active setup information on the GWAVA 5 server. The Wizards menu contains all
scanner creation options. The Manage scanners menu contains all currently active and created scanners
and their configuration options.

Server management

This menu contains all of the active settings in the GWAVA 5 system for the GWAVA 5 server. Editing
and saving changes in this section changes the active settings in the GWAVA 5 server within a couple of
minutes.

Server status

The Server status page displays the basic status and rundown of the server and the platform it detects as
the running system. The server name, up time, server time, database ID, object, and record count,
thread count, and replicator status and queue are listed.

Configure Server

In the Configure server window, the basic connection settings for the server are listed. The default log
level, the SMTP connection and authorization, and the administrator address and name are configured
on this page.
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The Admin name and address is the default source address for digests and notification messages sent by
GWAVA to users in the system. If replied to, the messages will return to the address listed here.

The QMS authentication server should be the connection to the GWIA for GroupWise systems, in order
to allow user-level access to the quarantine manager for each user’s respective quarantined mail.

‘\_! Server Configuration = ﬂ .- g
G AW ARMAR root directory foptfbeginfinite/gwava)
Show Advanced Connectivity Settings
Adrinistrator e-mail address adrmin@ibuycrap.org
Adrninistrator Full Marne adrnin
E-rnail administrator of system status alerts
Log level Errors only | %
keep log files for 3 days
Global mail relay agent SMTP Server 192.162.1. 104
Global mail relay agent SMTP auth login name chris
Global rmail relay agent SMTP auth login password T

Shiow Advanced Message Relay Settings

Proyy Server Configuration

Enable QMS data pruring

Diays to retain messages in QMS 20 days
Prune stored messages

Prune database entries

Backupn and maintenance time 02:00 | &

Show Advanced QMS Settings

Shiow Advanced Statistics Settings

SSL configuration is offered on the Linux OS platform, and is setup under the ‘Advanced Connectivity
Settings’ link, which exposes the options on the page.

Hide Advanced Connectivity Settings
Gy Ay AMAN Connection/Replication Address |192.168,1, 104:49282
Program IP Address[:port ] Enable S5L SSL address[:port ]
GW AL AMAN 0.0.0.0 O 0.0.0.0:49322
Qs 0.0.0.0 IF 0.0.0.0:49325
GWAWA 0.0.0.0
STATS 0.0.0.0
ASEMGIME 0.0.0.0
SSL Cert. File
SSL Key File
S5L Key Password
Note: Changes to the connection addresses and SSL settings require the GWAWA programs to be restarted to ensure they take effect

The connection addresses for the different objects in GWAVA 5 are listed and configured on this page.
There is no reason to configure these settings on standard GWAVA 5 installations unless the GWAVA
server has been installed to a cluster. These settings should not be changed unless instructed by GWAVA
support.
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Hide Advanced SMTP Settings
SMTP outbound queue directory (relative to root) |servicesfsmtp_maier/outbound

Mail relay agent SMTP greeting (optional)

Mail relay agent SMTP Authentication Method Auta-detect hd
Maxirnurn SMTP send threads 16
Retry sending message every (minutes) 15
Maxirurn nurmber of message retries 16

If your GWIA requires a special greeting, or authentication type, or you use an external SMTP server
which requires special authentication or login information, this is where GWAVA is informed of the
connection. For most systems, the only configuration performed on this page is the “Maximum SMTP
send threads” variable. This determines the maximum amount of threads which GWAVA will use to send
notification or digest messages to the GWIA or receiving SMTP gateway in the mail system. This should
be less than the total number of receive threads open on the GWIA or the SMTP agent, to ensure that
the mail system is not overwhelmed when digests are sent. Default is shown.

Hide Prosy Server Configuration
Lz provy server ]

Proy server address
(e provey myfireweall.corm: 20207

Proxy server login

Prosy server password

Mote; Some services require a restart for proxy settings to come into effect.

If your system accesses the internet through a proxy, add the information here using the syntax shown.
If a proxy is not used, this should be let blank.

Hide Advanced QMS Settings

QMS role Mastar | W
OMS parent server (when in slave mode) [rione] hd
OMS queue directory (relative to root) services/gmsfin_gueue

Enable OMS nightly backup procedures
Enable QMS nightly reinde:x

Enable QMS nightly database vacuurm
Enable QMS integrity checks

BOORX

The Advanced QMS Settings allow the function of newer QMS tools to help clean and maintain the gms
database. The nightly backup and integrity checks do exactly as they say. The database vacuum and
reindex services clean out bad links and files, and reindex the files in the database for faster searching.
The database vacuum and reindex services normally do not need to be run, and should only be done so
under the direction of support.

The QMS role is an option to allow all QMS data to be stored in a central location when utilizing multiple
GWAVA servers in a system. The ‘Master’ role sets QMS to have all quarantine data copied to that
server from ‘Slave’ QMS servers. Slave QMS servers will contact the Master QMS and copy all
guarantined data and messages to the master, storing all quarantined messages in a central location.
This should not be changed unless multiple GWAVA servers exist in the system.
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Advanced Statistics settings

Configure Domains

All domains for which the host mail system receives mail must be listed on this page, as either the

default domain or as an additional domain; otherwise, GWAVA will not accept mail sent to a domain(s)

not listed. This section is covered under the SMTP scanner creation section.

Appliance control

Program/Server Control
Restart GWAVA: Restart GWWAVA
Restart the server: Restart Server

Shut down the server:

Shut down server

Mail Flow Control

Enable/disable Mail flow:
Utility Control

Enable/disable SSH permanenthy:
Turn onfoff SSH until next rastart:
Synchronize the time using NTP:

Current system time: 09:54:23 AM Tue, 14 Apr 2009

If the GWAVA Server was installed using the GWAVA Appliance ISO or installed to a Linux server, then
the Appliance Control menu will be available to provide the base control of the appliance. Windows

servers will retain some functionality here, with all but the Utility control section. If the The commands

are self-explanatory; Restart GWAVA, Restart Server, Shut down server, Enable/disable Mail flow, SSH

configuration, and NTP sync.

Unless configured otherwise, SSH access will be opened or disabled for the default port, (22).

Copyright © 2010 GWAVA inc.
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Antivirus agent setup

GWAVA 5 systems do not need to specify or choose an antivirus engine, as the Kaspersky engine is the
only one currently available and runs automatically. Kaspersky Antivirus will connect to the internet and
download virus updates hourly, therefore the Linux antivirus only needs to be configured if the network
utilizes a proxy to access the internet. (Proxy server settings are specified during server activation, and
may be added or configured later on the Server/Scanner Management | <Server name> | Configure
Server page under the Proxy Server Configuration section.)

s

wer Antivirus agent setup e ﬂ \\r @

Mo artivirus configuration options are available for the operating systern that is running on this Gwala server,

SigSpam / IPRep agent setup

Note: Changes to these settings may require GWAVA on server gwava-iso (Linux) to be restarted to take effect

Signature spam connection address 127.0.0.1

IP reputation service connection address 127.0.0.1

The GWAVA 5 scanning system can provide signature and IP reputation services to other GWAVA 5
servers in the same network. If a secondary GWAVA 5 server is to provide the scanner service, the
connection information for that server must be specified via IP address. The default configuration is to
have the local host provide the scanning service.
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Logs

GWAVA 5 keeps logs for each major module in operation, with the logging level determined by the

server configuration. For most situations, leaving the log level at normal will be sufficient. The Log menu

option allows the admin to view the logs from the GWAVA management console. The logs are also
available in the file structure for offline viewing. The file location is listed at the top of the log page.

<Where gwava is installed>/gwava/services/logs/<module>/<log>

[ GWAVAUPD
[ asengine
[ autoblocker
[ gwava
[ 20090414 .log (5756 bytes)

[l gwavarman
] gwavapoa
L] gwavagms
] gwvgwia
[ guvrelay
1 gwvsmitp

Displaying log file: fopt/beginfinite/gwava/services/logs/gwava/20090414.log

[2rrgdlg]

[2rrgatl
2rbgZt0
2r3futl
2qrigtl
2gifetl
Z2priatl
2pifetl
2pbf2tl
Z2pleutl
Zoreqgtl
Zojemtl
2obeitl
2o3estl
2nreatl
2njebtl
2nbe2t0
[Zn3dutl
[Zmrdgt0
Zmidmt0
Znbditl
2qrigtl
Zmbditl
Zmidmt0
2n3dutl
2r3futl

1

—r—

[
[

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

1
1

]
]

rocess on interface 0.0.0.0

Ccooooooooooooooooo
Ccoooooooooooooooo
i e e e e e e

APR-14 Init: gwava version 4.00 release build 99
APR-14 Configuration notification handler started
APR-14 Starting client listener o
APR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
AFR-14 Client connected from 127.
APR-14 Client connected from 127.
APR-14 Client connected from 127.
APR-14 Client connected from 127.
APR-14 Client connected from 127.
APR-14 Client connected from 127.
APR-14 Client disconnected

AFR-14 Client disconnected

APR-14 Client disconnected

AFR-14 Client disconnected

APR-14 Client disconnected

The different modules perform different tasks. The main modules to view,

gwava — the main scanner

gwavapoa — post office scanner

gwavaman — management

gwavagms — quarantine manager

gwvsmtp — GWAVA Smtp service
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Licensing

GWAVA 5 must be licensed to use for longer than 30 days and WASP 2 requires a similar license. These

licenses may be obtained by contacting the sales representative for your area. Please visit
http://www.gwava.com/company/contact-us.html to contact your sales representative.

@ Licensing Hn (B o&a
Install license (pem) file [ Browsze... J I Irstall J
Installed licenses
Mo licenses have been activated. Licenses wil become active when a scanner is running, and may take a couple of minutes to appear in this ist,
License files stored on this server
@ Mo license files exist on this server
Licenses on this server are located in cihgwavatlicensef
If no licenses are present, the window will state that no licenses have been found. To install a license,
select the ‘Browse’ button and locate the unzipped license file (.pem). After the license file has been
located and selected, click the ‘Install’ button and the license file will be uploaded to the GWAVA 5
server. GWAVA 5 will look for, and recognize the license file in a few minutes. If impatient, restarting
GWAVA 5 will trigger the system to look for the license file on startup. Keep an archive copy of the
license file for disaster recovery. The license storage location on the GWAVA 5 server is listed at the
bottom of the screen.
Wizards
This feature is covered under the scanner creation section.
Manage scanners 7 Server/Scanner Management
The Manage Scanners menu option contains the settings for . -
h ized under each scanner’s name. To 5 ) gwava-iso (Linux)
eac scan'ner, organized unde c . 5 (] Server management
bulk modify scanners, the scanners must share a scanner 3 (] Wizards
engine. See the ‘Advanced’ section for more information. = ] Manage scanners
+ u___] SWTP Scanner (SHMTP)
= [ gwia (BWIA)
Manage Scanners
The General settings of each scanner configuration contains the basic settings for the system
configuration and the notification settings.
56
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http://www.gwava.com/company/contact-us.html

General Configuration

& General Configuration H o ] e

Enable scanner services
Enable outbound scanning
Enable inbiound scanning

Enable collected itern scanning (POA)
Shiowy per event scan direction settings

[ Use message 'date’ field for quarantine timestamp

Enable decomprassion services
Show Advanced Decompression Settings

Show Advanced System Settings

Administrator e-mail address adrnin@GEW Ay A, com

Administrator Full Name adrnin

Enable Scanner services: Enables the scanner, or places the scanner in bypass mode.
Enable outbound scanning: Enables the scanner to filter outbound mail.

Enable inbound Scanning: Enables the scanner to filter inbound mail.

Enable collected item scanning (POA): Enables the POA scanner to function if attached.

The. defaults for the above Hide Per event scan direction seftings
settings are shown, (all Scanner event Scan inbound Scan outbound Scan collected

enabled). Virus scan

. . Antispam heuristics
The Per event scan direction L ?

settings perform the same as SURBL

the global settings described P reputation
SPF

above, except that it only Text fitering

applies to specific scanner Raw MIME fiter
Header fitter

Oversize

with all enabled except Fingerprint
Attachment type
Source address

In example: if SURBL, RBL, IP Destination address

events. The default is shown,

outbound Antispam scanning.

FENEEEEEEEEEEE [E
FENAAFAEEEEEEOIE
RENRRRAERNEEEEEFEEE[E

reputation or SPF are enabled IP address

on the scanner, but are not desired for outbound mail, unselect the scan outbound box for those
services and click the save changes button to apply them in the scanner. The ‘Scan Collected’ box ONLY
applies to scanning a GroupWise Post Office, and will only be useful if the scanner being modified is a
POA scanner.

The Advanced Decompression Settings dictate how deep a message is scanned. Default recursion is 4,

and all options are selected.
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Hide Advanced Decompression Settings
Maximum Recursion Depth 4
Scan Archive shell
Decompress EXEs

Advanced System Settings provides customization on the timed delay. This delay is the amount of time

that GWAVA waits to reload system configuration after a Hide Advanced System Setfings

. . Settings change timed dely an
change has been made in the management console. Default is {seconds)

30 seconds for a change delay, and the max delay is set to 60 ffetg'unng;;ha“ge e m
seconds. Generate dagnostic CF fles
with PCR files

By default, GWAVA 5 will not generate a diagnostic CF file with the scanning PCR files. These files are

temporary files used when troubleshooting the message scanning process. Unless specified by support,
there is no need to create a CF file.
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Notification

Administrator notification template niotify_admin.shtml
Originator notification template notify_originator.shtmi
Recipient notification template notify_recipient.shtml
Defined addresses notification template notify_generic.shtml
Administrator e-mail address admin@gwava.com
Adrninistrator full name admin
Inbound Outbound

Notify sender
Notify recipient
Notify administrator
Notify defined users
Hide Advanced MNotification Settings

Notification from name

Notification from e-mail address

[Juse custom logo in notifications

Custom logo relative path assets/global/images/gwava.jpo

The notification options allow you to specify which templates are used to create the message, the send

from address, (the admin address and name are the default used as the ‘From:’ address), and the events
specified for notification. Events specified for notification here still depend on the notification setting to
be active in the individual scanner events.

= -.1_] Scanning configuration
ik Antivirug

] Antigpam

(] Text fitering

(] MIME fittering
Antivirus faw) Oversize

L. i . i) Undersize
The default antivirus scanning settings are set to scan messages for i Fingerprinting

. . . . .. . jal Attachment types

=t
viruses, and if a virus is found, the message is immediately B Source address e {fron)
blocked/deleted, and, regardless of any other setting in the system, never % ::F"e:';';fe‘:: address fiter (to:)
added to the quarantine. See the four state checkbox section in the

appendix for details.

¥

Scanning configuration

¥

¥

Enable virus scan event

Activate the following services when a virus is detected
_.QJ @ Block the message
Q"A O-F notify the sender
u%:] O Notify the redpient(s)

e O ' Notify the administrator
'\;}J 09 Quarantine the message
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Antispam | Heuristics

Spam Scanning Engines

The different scanner engines may be selected for use under the Heuristics page, by selecting the ‘show
spam scanner settings’ text link, then selecting the different scanners from the ‘Score method’ drop
down menu.

Enable antispam scanner

Hide Spam Scanner Settings

Score method ; Signature i
) : Click here to force rules to reload
Signature mod prcgggbm the server management  Click here to force autoblocker to reload
pages. Probability with score override configuration
Score with probability override Click here to disable flood protect

Note: This maos

Antispam configuration mode | Simple w

The Signature engine, (only available on Linux and Windows), replaces the original anti-spam heuristic
engine, and uses definitions and rules in an advanced method to block and sort spam. False positives are
virtually non-existent and the signature engine requires no training whatsoever. Periodic updates to the
rule set will be performed with the system update, when appropriate. The Signature engine is highly
recommended. The Signature engine replaces the following two spam engines, and should be used in
place of the following scanners.

The Score method is the heuristic scanning engine which uses a set collection of rules to grade and
categorize spam. Every word or empty white space in a message combines to form a total score for each
message, which is then compared to a ‘threshold’ score level. Mail that passes ‘under’ the threshold
score level is allowed to continue into the system, while mail that does not exceeds the threshold score
level is blocked and/or placed into the quarantine .

The Probability engine is superseded by the signature spam engine and is considered old technology by
GWAVA 5. If desired, the Probability engine is an intelligent learning engine that will actively create and
change rule sets based on mail fed into the learning system. This allows the administrator to actively
create custom scanner based on the mail the organization keeps and sends. To use this engine
effectively, it must be trained. Until there is a minimum of 1000 ‘ham’” and 5000 ‘spam’ example
messages in the learning database, the probability engine will be unreliable. (The Signature spam
engine requires no training, is extremely accurate, and is ready to be used as soon as it is installed. The
Signature engine is highly recommended.)

The best way to train the probability engine is through the auto-learn feeders. The Non-span auto learn,
and the Spam auto-learn services take a carbon copy of a message and place that into the advanced
learning engine of GWAVA 5. The learning engine then consumes the message and creates a rule set
based on the message, either for spam, or for non-spam, or ‘ham’. None of the auto-learn training
methods will disrupt the delivery of mail to users in the system. These methods are completely
transparent to standard users.
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The defaults for each service and best practices are listed below.
Spam auto-learn

The Spam auto-learn menu, when expanded, looks as shown with SURBL
and RBL selected as training sources by default. SURBL alone is a
sufficient source for training the probability engine for spam, but
extending the training to RBL expands and accelerates the process. DO
NOT use outbound mail or inbound mail for spam training.

The Source address option allows for the creation of a ‘honey pot’
account or accounts that will only receive spam, and automatically adds
copies of the messages and adds them to the advanced learning engine.
Source addresses, as well as any item in this list marked with a

_/ Server/Scanner Management

= ] gwava-ige (Linux)
+ u.] Server management
# [ Wizards
= 1] IManage scanners
+ u_] SMTP Scanner (SMTP)
= ] gwia (GWIA)
# ] General seftings
= .l_] Scanning cenfiguration
i Antivirus
= ] Antispam
=4 Heuristics
S
= RBL
= IP reputation
=]
=4 Spam auto-learn
=4 Non-spam auto-learn
# (] Text fitering
# ] MIME fittering

folder, may be expanded and event items individually selected or «ad Antispam Auto-Learn - Spam

excluded. Some of the item events here must be created by the
admin. To create an item event, add a new item to the filter that
matches the folder item desired. For example; to create a source
address to train from, enter a new address to the Source address
(from:) filter, then return to this dialog and select the desired
address as a learning source.

Non-spam auto learn

The Non-spam, or Ham auto-learn menu options are nearly
identical to the spam auto-learn. Outbound mail and Conversation

] Training sources for Spam
O Inbound mai
0O outbound rrail
O Antivirus
O Oversized massage
O Antispam heuristics
[ SURBL
[ RBL
] O Fingerprinting
(] O Message subject+body fiter
(] O Message body fiter
] O Message subject fitter
] O Raw message fitter
(2 O Message header fiter
] O Attachment name
) O Source address
(- O Destination address
] O 1P address

tracking are enabled by default. With outbound mail, every

message that passes through the GWAVA scanner to destinations
outside the host domain will have an identical copy placed in the
advanced learning database, as an example of good mail. Because ham
requires examples of good mail, any source of mail that could include
spam should NOT be used, (inbound, antivirus, oversized, Antispam,
SURBL, RBL, etc...).

Conversation Tracking

Conversation tracking keeps tabs of continued email correspondence
between local users and their outside contacts. These email
‘conversations’ are, by default, automatically added to a white list as
well as copied and added to the advanced learning engine as examples
of good mail.

Copyright © 2010 GWAVA inc.

sl Antispam Auto-Learn - Ham

1_] Training sources for Ham
O Inbound mail
(3 Outbound mail
O Antivirus
[ overszed message
O Antispam heuristics
O SURBL
O RBL
J O Fingerprinting
) O Message subject+body fiter
) O Message body fitter
(] O Message subject fitter
(] O Raw message fiter
(] O Message header fittar
] O Attachment name
] O source address
) O Destination address
) O 1P address

WaterMark quick-feeder

Learn by example

[Conversation tracking;

Enable conversation tracking service
Automatic whitelisting for tracked conversations
Automatic training from tracked conversations
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Ham and Spam fine tuning

The signature spam engine does not need fine tuning; this step only applies to the probability spam
engine. Until the probability engine is fine tuned for any specific system, there may be some false
positives and negatives which make it through or are blocked by the mail system. The Probability engine
will create rules based entirely on the type of mail it is fed to create a rule set from. Feeding the system
incorrect mail types will result in an faulty rule set for the filter which will produce false positives and
allow spam through the system.

To fine tune the probability engine, GWAVA 5 can be fed the spam that slips past the filter, as well as the
ham that is caught in the quarantine, to adjust the filter rules. GWAVA 5 is fed this mail through ‘feeder’
folders created in a GroupWise account. The folders are specified in the GWAVA system, one for ‘Ham’
and one for ‘Spam’. A module of GWAVA 5 connects, via IMAP, to the specified account and pulls the
messages found in the ‘ham’ and ‘spam’ folders, and appropriately creates rules to the filter based on

those messages. %Y GWAVA Home
—
) ) . Calendar
The GroupWise account does not need to be an admin account, but it is = [Mailbox
recommended that a new account be created in order for ease of HAM
management. This new account, (it can be named anything, ie. ‘GWAVA SPAM
Home’), should have at least three folders created at the root of the g :Zzﬁct’esr::m
account: Shared spam, Spam, and Ham. (A shared ham folder can also Cabinet
be created, if desired, to increase the amount of ham collected.) The &} Contacts
shared folders are for collecting and verifying the mail type, the spam = , Documents
J' Checklist

and ham folders are the IMAP feeder folders for GWAVA.

3 Trash

7 Work In Progress

If spam gets through the filter, the users should be instructed to move
their unwanted mail into the shared spam folder, so it can be verified as

spam, and placed in the spam feeder folder. Not everything placed in the shared spam folder will be
spam, depending on what users deem as ‘unwanted mail’.

False positives, ham, will be stored in the GWAVA Quarantine system. This mail will need to be released
back into the system. By default, users can release messages flagged as spam and blocked from their
mailbox, and can be alerted of this mail. To harvest ham for fine tuning, the Quarantine system can be
set to send a blind carbon copy, (BCC), when a message is released from the quarantine. Set the BCC on
release address to your feeder folder account, and each time a message is released from the
Quarantine, a copy will be sent to the feeder account. Not all messages released by users will be ‘ham’
or desired for a general rule set for the GWAVA filter system. Some users may release everything to their
mailbox regardless of whether it is spam or not. Fine tuning the system requires the administrator to
manually sort through the released mail and only move the desired ham into the ‘ham’ feeder folder.

Once mail is placed in either the Ham or Spam feeder folders, GWAVA should remove them from these
folders within a few minutes. These messages are consumed by GWAVA and are removed from the
system. Messages that need to be available later on should not be dropped into the Ham folder, as they
will be removed from the GroupWise system.
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Before GWAVA can utilize the feeder folders, GWAVA must be made aware of them. The learning feeder
folders option is found under Server/Scanner Management | <server name> | Manage Scanners |
<scanner name> | Scanning Configuration | Antispam | Heuristics. To change the scanner, click ‘Show
Spam Scanner Settings’ and select the Probability engine from the drop down menu and ‘Save Changes’.
When the Probability engine is selected under the Heuristics page, the learning feeder services option

will become available.

Enable antispam scanner

Show Spam Scanner Settings

Antispam configuration mode | Simple w
Quarantine message at this threshold 97.0000 %
Delete message at this threshold 99.9000 %

Enable learning feeder sarvices

Spam / Ham Feeder type Server Login Password Folder (IMAP) Flood protect

Spam [ IMAP [ O =
Spam IMAP 192.168.1.104 gwava-home sssssssnne SPAM false p4
Ham IMAP 192.168.1.104 gwava-home ssssssssnn HAM false P4

Enable the learning feeder services, and fill out the appropriate information. The IMAP address should
match the address and port of the IMAP interface of the Post Office containing the specified user. The IP
address and port are specified in the following syntax: <ip_address:port>. If no port is specified, the
default port, 143, is assumed. If the Post Office IMAP is listening on a port other than 143, it must be
specified. The Login name only requires the name, not the whole address. The IMAP folder must be
specified and should match the Spam / Ham folder choice at the beginning. DO NOT assign your spam
folder for ham feeding, or your ham folder for spam feeding as this would reverse the training and rule
set. Flood protect should not be enabled unless instructed by support.

After the feeders have been setup, make sure to save the changes. Once the changes have been saved,

the feeders will become active in a few minutes.
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SURBL

The SURBL event checks each message against the SURBL databases listed in the SURBL servers listed, to

see if the sending server is included on the SURBL list. If it is included, the message is blocked. SURBL

servers may be added or removed from the active list as desired. (It is not recommended to have more

than two SURBL servers active at the same time as it may extend the scanning time with extra lookups.)

RBL

The RBL event functions the same as the SURBL event does. Incoming messages are checked to see if
any sending server(s) are included on the list of the RBL servers listed. If a match is found, the service

Enable SURBL event

Activate the folowing services when SURBL event is detected in message header lines
_:j [ Block the message
‘?:; O Motify the sender

;f O Motify the recipient(s)

Gl O Motify the administrator

3:1 O Quarantine the message

rulti surbl.org

SURBL Servers

Add Server

Remove Server

specified will be performed, (block, notify, quarantine).

The RBL event may be limited to certain lines in the message. The default is to scan the entire header of

a message. (It is not recommended to have more than two RBL list servers active at the same time as it

may extend the scanning time with extra lookups.)

Enable REL event
Enable connection drop, &

O Enable message received header line scan &

[ Lirit received header lines scanned
First received header line to scan 1

Last received header line to scan 16

Activate the following services when RBL event is detected in message header lnes
_:j O  Block tha message
G{_j O Motify the sender
grj O Motify the recipientis)
&= O  Motify the administrator

;h [0 Quarantine the message

shl-xbl. sparnhaus. org
bl.spamcop.net

REL Servers

Add Server

Removye Server
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IP Reputation

IP Reputation works much like the RBL scanner does, in that it uses a black list, but also has a white list
for common mail sources. But when used on a SMTP scanner and configured for a connection drop, IP
Reputation will temporarily fail messages from sources not found on either list. The temporary fail will
allow the sending SMTP gateway to retry, and IP Reputation will allow a repeated unknown attempt to
pass on to the Antispam filter. As with RBL, the header lines scanned may be limited and specified. (This
can be used to skip lines added to the header by a proxy server or other service.)

Enable IP reputation event
Enable connection drop, &

[ Enable message received header line scan €

[ Limit received header lines scanned
First received header line to scan 1

Last received header line to scan 16

Activate the following services when IP reputation event is detected in message header lines
_.‘ﬂ [ Block the message
Q:d 0 MNotify the sender

a“: O Motify the recipient(s)
&= 0 MNotify the administrator

Eh 0 Quarantine the message
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SPF

Sender Policy Framework can be used with the GWIA and SMTP scanners. Sender Policy Framework,
(SPF) attempts to verify the sender of each email message, which can eliminate spoofed email and most
backscatter attacks. For SPF to work correctly, the sending domain must have an updated SPF record
set up in DNS. If the sending domain does not have a SPF record set in their DNS, then their mail will not
be blocked. Setting up a correct SPF record will block messages from spammers who are pretending to
be you, to your system.

To use SPF on a GWIA scanner, you must correctly specify which line in the header of mail messages is to
be used. If the mail system is using a relay or proxy which adds a line to the message, then you should
set SPF to use the second line (2), otherwise, the line used should be set to one (1), which is the default.

Enable SPF event
Enable connection drop, €

O Enable message received header line scan &

Received header line to extract source IP address from 1

Activate the following services when SPF event is detected in message header lines
2 O Block the message
c%: O Motify the recipient(s)
Gl O Motify the administrator

Bj O  Quarantine the message

SPF can be configured to perform connection blocks in conjunction with the SMTP scanner, which drops
the receiving connection of a message before the message transfer is complete, if the sending server
fails to be verified by SPF. This saves bandwidth as well as denying the messages from spammers.
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Text filtering

Subject + Body

Subject + Body Text filtering searches the subject line and body of the message for a match to any filter
specified. Filters must be added manually. GWAVA 5 recognizes all plain text filters as well as standard
regular expressions, or RegkEx. GWAVA does not recognize RegEx ranges, (values in between { } braces),
unless the entire RegEx string is followed by a ‘/q’ at the end. (See the appendix for details.)

Subject or Body

Both the Subject and Body filters work identically to the Subject+Body filter except that the filters added
to these sections are restricted to only the subject of the message for the subject filters, and likewise
only the body of a message for the Body filters.

0. Text filter - Subject+Body Save Changes b i ﬂ ; a
Enable text fiter - General event
Displaying page |1 of 1 K ( } >! ( Services >
dd new filer: # O O O O o o @
Filter:| show al ] _!J Q:,J £J e %@ E}J ﬂ
new filter =) (] (] (] (] m} 4
subject+body =) (] O O O a e

There are five, (six for some), optional actions for every scanner event or filter that fires on a message:
Block, Notify Sender, Notify Recipient(s), Notify Administrator, Quarantine, and, for some, Notify

Defined Addresses. The action icons work as a global button. i Services R4 .
Selecting the icon globally activates, or deactivates, the event = a f:‘ o ‘2@ !
for every listed option. o 0 ] (m] (] (]

The block and the quarantine options are not the same. If you select to quarantine a message, but do
not select the block action, then the message will have a copy placed in the quarantine, but still be
allowed to reach the destination mailbox. Blocking a message without selecting quarantine will simply
prevent a message from entering the GroupWise system.

The different notification options are exactly as they are named and are active for every time the event

fires. The Notify Defined Addresses sends a notification to the

] ] —1 3 < Services > ———
addresses defined under the services carousel. To access the E B £ 2 M g
3 & o, [ o Lo A .
_ different options, click o o o o 0 0
) .
: on either arrow to the sides
JAdd < Addresses >
ST A of the word Services above B0 0 0o g 2 &
frontdesk@yourcompany.com the action iconS Unt” yOU ..,!J ﬁ:i u{J ;tb‘ % 3’-' l]
reach ‘Addresses’. Select : [ E:E ] g

Edit to open the defined
address list for this action.

When you have defined the addresses you desire, select OK and

enable the action.
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Now that addresses have been defined and the notify addresses option is active, every time this specific
text filter is found in a message, the defined addresses are notified. This is only active for the text filter
which the address is tied to.

In addition to the ‘addresses’ option, there are three other options available to modify and customize
your text filter. The different options are self-explanatory and only apply to the text filter they are
defined under. The ‘Notes’ option allows for any particular notes to be applied to the text filter. Notes
does not modify the function of the filter, but is provided for convenience. To modify the notes field,
simply enter text into the provided field. Make sure to save the changes before leaving the page to
commit the notes to the system.

The exceptions options, both destination and source, will only apply to the filter where they are defined.
Source addresses allows incoming mail to be exempted from the filter based on the source address of
that mail, while the destination exceptions allows any defined address to be exempted from the filter
for all incoming mail. These exceptions only apply to the filter which they are connected to.

£ Notes > £ Dest. Exceptions > €  Source Exceptions 2
@ 0 a @ (m} 0o =) (m] (m} (m} (] @ o (m} (m} (m] (m] (m} 0o @
¥ 3 8 0 M 9% ¥l & 0 K @ X F A 8 8 M @ X
x| |l [Ede | &) | Edc] X
x| | Edit | | | [Eic]

The different exceptions are modified in the same manner as the ‘addresses’ field. Select the ‘edit’
button and add or remove the desired addresses. Select ‘ok’ and make sure to save the changes before
browsing away from the page to commit them to the system.
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MIME filtering

Every message passing through the mail system comes through as a MIME file. MIME filtering scans the
message in its basic raw form, the MIME file, for patterns matching any filter specified by the
Administrator. GWAVA 5 does not come with any raw message filters pre-configured. The MIME filters
work in the same way as the text filters do for events and options. To create an effective MIME filter,
the original MIME file for an offending message must be examined to identify a string or variable to
create the filter for. Any line or variable in a MIME file may be subject to a filter. Specify the filters in
plain text. Forinstance, to create a filter to block out a specific character set; create a filter looking for
‘charset=<desired character set>'.

l.e.

‘charset=US-ASCII’

Raw
The Raw message filter searches the message section of the message MIME file. Create filters in this
section to target variables in the message section of a MIME file.

2. Raw message filter ] ﬂ \\

Enable Raw message fitter event

Displaying page |1 of 1 R ( } % ( Services }
Add rew filker: 2 O (]} (]} (m] (m] O LJ|:|‘;|
Filter: show sl v _:j Q:j fgj ) _,, ] ﬂ

Message Header
The Message header filter searches the header of the MIME file. Create filters in this section to target
variables in the header of the MIME file.

2. Message header filter e ﬂ \:- =
Enable Message header filter event

Displaying page |1 of 1 k ( } H ( Services }
Add rew Flter: # O O O O O O LJ|:|‘;|
Filter: show al v _:j Q:i gJ ) :;9@ ;:J ﬂ
Oversize

The Oversize message event scanner targets the total size of a message to make it subject to a block,
guarantine, or notification. The maximum message size allowable is specified in kilobytes, enabled with
a default of 8.1 MB. If you wish to allow larger messages through the system, increase the allowable size
or disable the Oversize event.

Enable oversized message event
Maximum allowable message size (kb) 8192

Activate the following services when a message exceeds the defined size
_.fj O Block the message
Q:d O Notify the sender

g O Notify the recipient(s)
_:';Ey O  Notify the administrator

:;jj O Quarantine the message
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Undersize

The Undersize message event is designed to filter incomplete message files or ‘blank message spam’. It
may also be used to filter all messages below the standard message size in the system. The default size
is 100 bytes, and may be tailored to each specific system. This scanner is not enabled by default, and
must be enabled before it becomes active.

[ Enable undersized message event
Minimurmn allowable message size (bytes) 100

Activate the following services when a message falls below the defined size
_;J O Block the message
‘?} O  Notify the sender
& O  Notify the recipient(s)
GBel O  Notify the administrator

3] O Quarantine the message

Fingerprinting

The Fingerprinting event scanner works like a virus scanner does, to identify the patterns of files for
specific file types. This allows the fingerprinting scanner to identify renamed .exe or other file types, and
keep them from advancing through the system. See the Fingerprinting scanner for defaults and all
included file types. Additional file types cannot be added manually. Default actions for active file types
are block and quarantine.

il Fingerprinting HwBEoe
Enable Fingerprint event
Services

Filter:| show &l [+ F

T,

AMNM Filz (Lanm)

ARI Compressed File {.arj)
ASF Multimedia File [ asf)
ANT Multimmedia File (.avi)
Adobe Font File (afm)
Adobe POF File ([ pdf)
Adobe Pagemaker File (.pm)
Adobe Photoshop File (ppd)
Adobe Postscript: File (ps)
Autosnim File

BAG Cormnpressed File (bag)
BMP Graphics File {.bmp)
BZIP Fil= (.bzip)

CAB Compressed File {cab)
CorelDraw File (o)
CorelPresentation File

DBASE File (.dbf)

O0OO0ODO0OOODOOOOODODOOODODODO
DDDDDDDDDDDDDDDDDDE-}A&
DDDDDDDDDDDDDDDDDD%
O0OO0O0OO0OO0OO0O0OO0O0OO0O0OO0OO0ODO0OOQOOE
DDDDDDDDDDDDDDDDDD%
v
DDDDDDDDDDDDDDDDDD@

DC¥ Graphics File (.dox)
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Attachment types

The Attachment types event scanner reads the extension of an attachment and either allows or blocks
the file depending on the extension. Because this is not dependent on the file’s profile, as the
fingerprinting scanner does, additional file extensions may be specified as desired. See the Attachment
types event page for default attachment types. For all default types active in the system, the default
action is to block and quarantine.

'.Q'] Attachment types e ;ﬂ ?;' @
Enable attachrent blocking event

Displaying page 1 of1 € € 3 2

¥

Services

Add new attachment:

Filter:| show Al [+]

* 386
* ade
*adp
* bas
* hat
*.chimn
*.crd
*.com
*.cpl
*ort
*.csh
*di
*.dat
*. el
* e
* hip
* hta
* htt
*.inf
*.ins

* isp
:kljs
* jse
* Ink
*. st
*. i
*.msp
*.mst
*.0CK
* pod
* pif
*.ppa
*.ref
*.scr

oot

IlISIEIIEIEIEIISIEIElISIEIISIEIEEEEEEEEEEEEEBEEEEEEEEEI:I
:II:II:II:II:II:II:II:IEII:II:II:II:IDDDDDDDDDDDDDDDDDDDDDD}G\?I:IJ\
:lEIEIEIEIEIEIEIl:lEIEIEIEIDDDDDDDDDDDDDDDDDDDDDD%El
:II:ll:ll:lI:II:II:ll:ll:lEII:II:II:IEII:II:IDDDDDDDDDDDDDDDDDDD%;' O
:II:II:IEII:II:II:II:IEII:II:II:II:IDDDDDDDDDDDDDDDDDDDDDD%I:I

ﬂE.'IIEZIEZIIﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂl’ﬂEZIE&EEEEEEEEE&EEEEEEEEE@,I:I
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Source address filter (from:)

The Source Address event allows specific addresses to be specified for a block, quarantine, or different
notifications. The Source Address filter searches incoming message’s ‘From:” address for a match with
any specified addresses in the list. There are no default addresses in this list.

Wildcards are recognized, though not recommended unless an entire domain is desired to be blocked.
For example, to block a single address, add the undesired “username@domain.com” as a filter and
specify the desired action: block, quarantine, notify.

To block an entire domain, enter the undesired “*@domain.com” as a filter and specify the desired
action. A filter that specifies an entire domain, will act on all messages from that domain.

- 7] b
i, Source address HwlEde

Enable source address event

Displaying page |1 of 1 R { } ” { Services }
Add new address; # O (] O O O O E:}'
Ftor] show v ' 8 8 5 ¥ g ¥

Destination address filter (to:)

The Destination address filter works the same way as the Source address filter, except for the ‘To!’
address instead of the from address. This can be used to deny specific users messages. Specify the
address with standard syntax: “username@domain.com”. This is useful for when an account is no
longer desired to be used, or when a notification is desired for each time a message comes to a specific

user.

When notifications are set for a specific user, note that each time a message is sent to a specified
address then the filter will fire and a notification will be sent, even if the message was blocked as spam.
Every message is scanned by every enabled scanner, (except for the SPF and IP reputation scans if they
are configured for connection drop).

b Destination address Hw(EIe
Enable destination address event
Displaying page 1 of 1 R ( 3’ }H ( Services 3‘
Add new address: # (] (|} (] O (] (] H\}'
Filter:| show 21 v 2 Q:d g G _, ] ﬂ
IP Address

The IP Address event searches the message for a match to any specified address in the filter list. There
are no default addresses listed. If any IP address contained in the MIME file matches one specified here,
the selected event will be processed. Specify filters with the bare IP addressed desired.

l.e. 192.168.56.21

3 IP Address =
Enable IP address event
Displaying page |1 of1 K € > < Services >
Add new IP address: # 0 0 (| a O O ED-"
Fiter: Show Al v I
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Message services
GWAVA 5 can perform three general services for the entire message system. These services are
performed on all messages passing through the system.

Global quarantine

The Global quarantine message service acts exactly as it sounds; every single message passing through
the mail system has a copy placed into the quarantine. This option overrules all other settings in the
system, including forced deletion of virus infected messages; a copy will be placed in the quarantine.

l'-_': Global quarantine = e ﬂ ._ a9
O Quarantine all messages
& administrator only access to generic quarantineg

O Allow user access to generic quarantine

M Retain full rmessage on globally quarantined iterns (admin mode only )

Signatures

The Signatures service instructs GWAVA to add any specified signature to the selected directional mail.
Signatures WILL NOT WORK with POA scanners. If incoming mail is selected, all messages coming into
the mail system will have the signature appended to the end of the message. The same applies to
outgoing mail messages. If selected, all outgoing mail will have the specified signature added to the end
of the message.

# Signatures Hwn (B I
[ Enable signature service for autgaing mail
[] Enable signature service for incorming rail

HTML Sighature Editor
| Bold
Italic
Underline
Mew Line

Mew Para,

Haoriz. Line

HTML Signature Preview

Text Sighature Editor
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Blind Carbon Copy

The Blind Carbon Copy event instructs GWAVA 5 to create a BCC message and send it to the specified
address. (If you wish to send to multiple addresses, an email group should be created in the email
system.) This may be specified by a custom or default event, simply by selecting the event from the list
provided. For instance; if an administrator desires to be sent a BCC each time a specific user or address
receives a message, they may specify a destination address event, and then select that scanner |
address under this list and specify the BCC address. After saving changes, the BCC will become active in a
few moments.

4§ Blind Carbon Copy H o F] e

& Send BCC to Administratar
) Send BCC to

[_|Events that are flagged for Blind Carbon Copy
O Antivirus
O Oversized rmessage
O Undersized message
[ &ntispam heuristics
O SURBL
O REL
[ IP Reputation
O SPF
) O Fingerprinting
) O Message subject+body filter
() O Message bady filter
] O Message subject filter
) O Raw message filter
) O Message header filter
] O attachment name
) O source address
) O Destination address
. O1IP address

Exceptions

GWAVA 5 is designed to avoid needing exceptions. When using the Signature spam engine, there should
be no reason to create exceptions on a regular basis, as caught mail will be due to a setting in one of the
other filters. If mail is caught incorrectly by the oversized message, fingerprint, subject or bodey filters,
etc... the offending engine should be adjusted. Adjust the scanner settings if exceptions are created

regularly; the exception list should be used sparingly, when no other option applies.
O 1P Reputation

. . . O sPF
GWAVA 5 provides the option to create exceptions to the event scanners, 21 O Fgerprinting
s . [ ANM File (.anm)
to allow specific messages or addresses to pass filters that would D) AR) Compressed Fie (1)
otherwise have blocked them. An exception in GWAVA 5 consists of two IRt AR
main parts: the identifying item and the event scanner(s) it is exempted NI —
! O Fingerprinting
from. Until you have specified both, the exception will not be valid and 0o Ngssagefgébjecubodv fitter
new rer
cannot be saved. O subject+body

] O Message body fier
. . . . (] O Message subject fiter
The different exception pages are essentially the same, though their ] O Raw message fitter

. . . ] O Message header fiter
L d
function and syntax vary. Make sure you use the appropriate exception ¢J O Attachment name

. . [l s
for each situation. Mo ftems found

(] O Destination address
) O 1P address
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The exception menu items which have folders are expandable to allow the selection of specific filters
inside each event scanner. For example, this allows the creation of an exception from specific file types
from the fingerprinting system, instead of the entire event filter, though the entire filter may also be
selected.

If an expandable event scanner does not have any filters, it will show a “No items found” notification.
Since each exception adds time, though negligible, to the scanning process, only add necessary
exceptions to the system.

Source address (From:)

The Source (From:) Exceptions are based on the ‘From:” address listed for the message. The majority of
exceptions are created here, as it is the easiest exception to correctly create. Source exceptions are used
to allow an outside address to pass by a specific filter or filters. These exceptions are specified in the
following syntax:

user@domain.com

The address exception should exactly match the source address listed on the message. Source
Exceptions also recognize wildcards, and, though it is not recommended, entire domains may also be
specified. (i.e. *@domain.com ) However, if a simple wildcard is specified, such as *msn.com, then any
message with ‘msn.com’ included in the address will be matched with the exception and will pass the
selected scanners.

After adding the exception, make sure you select a scanner to apply the exception to, then save the
change by clicking the colored disk to make the exception active.

4

&% Source (From:) Exceptions Save Changes I & 2] &8 @
i o

&dd

[l exceptedfromspam@address.com 3

O Antivirus
O Oversized rmessage
O Undersized message
[ Antispam hevristics
[ SUREL
CJRBEL
O IP Reputation
O sPF

) O Fingerprinting

() O Message subject+bady filker

(] O Message bady filker

) O Message subject filter

) O Raw message filter

] O Message header fiter

] O attachment name

) 0 source address

) O Destination address

) O 1P address

L newexeption@address.com 3
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Destination address (to:)

The Destination address (to:) exception list uses the “to:” address listed on the message to identify
messages exempted from specific filters. Destination exceptions are used to allow a specific internal
user to receive messages normally blocked by a specific filter or filters. For a destination exception to
work, the domain the excepted address belongs to must be managed by GWAVAS5. DO NOT USE
WILDCARDS with destination exceptions. Creating a destination exception allows all external mail
coming to the specified address to pass the selected filter. If a wildcard and domain is specified here, all
external mail to that domain will be exempted from the selected filter and spam will be allowed
through. Use the same syntax as the Source Address exceptions. (i.e. user@domain.com)

Message subject

The Message subject exception uses the subject line of the message file to identify and apply an
exception. The Message Subject exception should not be used often, as repeated conversations are
better identified by ‘Conversation Tracking’ (found under the Non-spam auto-learn section). The syntax

is specified in plain text.

Message text

Message text exceptions search the text of a MIME file for matches to any specified exception. Regex
and plain text are accepted. Specific and exclusive signatures are a good target for message text
exceptions.

Message header
Message header exceptions search the MIME header for a match to a listed exception. Header
exceptions should be specified with regex or plain text as found in the header of the message.

Message source

This exception searches the entire MIME file for specified text to identify a trusted server or mail source.
This is used only when the identifying information is not in a specified place in the MIME file. Any
message sent from the specified source will be allowed through to the system.

IP Address

The IP Address exception searches for a specified IP address anywhere in the message header. IP
addresses specified in this exception list are considered ‘trusted’, and no messages from these IP
addresses will be blocked.

Scanner information
The general status and statistics of any specific scanner is listed here.

Status

The status page shows the health of the scanner, when it came online, and the last time it gave a health
status. If the “(healthy)” does not appear within the first few minutes of scanner operation, or is not
present later when checked, then the scanner may not be working correctly, and the logs should be
checked.
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B Status

Status: Onlne
Service came online at 11:36 on Tuesday 14 Apr 2009

Murmber of interfaces using this scanner: 1

Last service health status received 1.3 minutes ago (healthy)

Statistics

The statistics page shows each hit on every event in the scanner, by category. There are totals for each

category and complete, for the current day, as well as the life of the scanner. The statistics are refreshed

regularly and the refresh date is marked at the top left of the page. To request an immediate refresh,

select the “Request stats refresh” hypertext at the top right of the page. Resetting the statistics,

individually or all together, wipes the statistics back to zero and restarts the count.

Detailed stats and graphs can be found and utilized through the system Dashboards.

If the virus statistics are not accurate and a third-party virus integration other than Kaspersky is being

used, the spool directory may not be excluded from scanning, or the GWAVA 5 directory tree may be

subject to scans incorrectly, double check your settings and restart GWAVA 5 to attempt to resolve the

problem. The statistics require messages to be managed in the correct area if they are to be counted

accurately. See the antivirus agent section, (pg. 33), for details.

Copyright © 2010 GWAVA inc.

Statistics recorded at 15:26:52 on 04/14/09 Request stats refrash
Reset statistics | all | - Go -
Statistic Overall Today
Messages processed 8355 8354
Viruses detected 0 ]
Spam threshold 1 detected 0 i}
Spam threshold 2 detected 0 i}
Spam threshold 3 detected 0 i}
Spam threshold 4 detected 6 6
Spam threshold 5 detected g g
SURBL hits 0 0
RBL hits 0 0
Oversize messages o 1]
Raw MIME fitters matched 0 ]
MIME header fitters matched 0 0
Text fiters matched 440 440
1P address fitters matched 0 ]
Source addresses matched 0 ]
Destination addresses matched 65 65
Attachment types matched 0 i}
Fingerprints matched 0 i}
Messages blocked 265 265
Sender notifications 0 ]
Recipient notifications 0 i}
Admin notifications 0 ]
Address notifications 0 i
Quarantined messages 258 258
Spam tags o 1]
Junk flags 0 i}
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Configure (scanner interface) settings

Mail interface settings
This menu item lists the basic connection and interface settings for the different scanners specified

during each scanner’s creation setup wizard. Each scanner type will have a different interface setting
page. (See the appropriate setup wizard section for each scanner type to find information on each
different scanner’s settings.) A GWIA scanner’s interface page only lists the home directory and mail
flow settings, as that is all which is required to interface with a functioning GroupWise Internet Agent.

4 GWIA interface H e E e
Scan inbound mail

Scan outbound mail

GWIA hore directory Jrnallfdormwpgate/gwia

Maxirmurn scan threads 16

The following is a SMTP scanner, which requires a binding TCP/IP listening address, and any other
connection settings, depending on your network setup.

4 SMTP interface H o E e
Scan inbound rnail

Sran outhound mail

TCPMIP bind address (isten address) 192.168.1. 104

Client thread timeout 300 | (seconds)

Maxirnurmn furnber of threads 32

MNote: Changes to the TCRJIP hind addresses require the GWWSMTP prograrn to be restarted to ensure they take effect

Hosted Domains  Edit address{additional internet domains)

Trusted outbound relay servers 127.0.0.1
192,168, %.*

£
132*15* : Remove Address

Add Server

Shiow optional SMTP settings
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Manage Scanner object

Scanner properties

The only option under this menu is to uninstall a specific scanner. Uninstalling a scanner presents the
option to remove all scanner objects and reverse changes made in any GroupWise configuration file
which GWAVA 5 may have altered during scanner installation.

L} Scanner properties H e B e
Scanner name Gwia Scanner
Database 1D 1661ecs. 1661ecl. 1661fka
Engines associated with this scanner engine of Gwia Scanner (id: 1661ecs, 1661ed, 166160
Interfaces associated with this scanner interface of Gwia Scanner (id: 1661ecs, 1661ecl, 166116])
Deployed on servers RETAIMZ (Linux) (id: 1661ecs)
Perform Operations
Urinstall scanner

When you select the uninstall option you are offered appropriate options related to each scanner. They
are fairly standard for all scanner types. Be aware, there is no restore option for uninstalled scanners.
Once uninstalled, all selected options will be removed and no longer exist on the GWAVA 5 server.

o} Scanner uninstall H o E e

; !‘_s WARNING! You are about to uninstall scanner 'Gwia Scanner’ with databaze id: 1661ecs. 1661ecl, 1661fka

This Lninstal procedure will rernove all cormponents associated with this scanner and where necessary send an uninstall script to the
relevant server to remove any support files that have been instalied,

Engine to be removed: engine of Gwia Scanner (o 1661ecs, 1661ecl, 166115n)

Interface to be rermoved: interface of Gwia Scanner (id: 1661ecs, 166 1ecl, 1661f6))

Server to uninstall from: RETAINZ (Linux) fid: 1661ecs)

Remove statistics: Statistics data for this scanner will be purged from server RETAINZ (Linu) (id:
1661ecs)

Filzs to be removed/modified during Remove smitphome switch from foptinovelfaroupwisefagents/share/gwia.cfg

Cleanup
The 3rd directory under ‘fmail/domfwpogate/gwia’ can be removed from this location

after uninstallation.

Remove GWANA startup switches from Gwawa servicesconf (inux)

Uninstall Scanner
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GWAVA Quarantine system

The GWAVA 5 Quarantine system has two different control levels for the interface: the general user
interface, and the Administrator interface. When login credentials are passed to the Quarantine system,
QMS, (Quarantine Management System), contacts the GWAVA 5 management system for administrator
accounts, and the GWIA for normal users. QMS uses a simple SMTP authentication to check for a valid
user and password against the GWIA, so the same password used by system users is used to login to
manage their personal quarantine. Admin users, setup in the GWAVA 5 management console, should
only use their username and password to login. Normal system users should use their full email address
and GroupWise password to authenticate.

i.e.

admin

password

-or-

user@domain.com

password

User interface

The User interface is different from the Admin interface in that the options available to normal users is
extremely limited. Only the Quarantine and Options tabs are available, and they only contain data
related to the logged-in user.

Only the mail sent to the operating user is shown, (unless specified by the administrator, only the mail
sent to a user’s email address will be shown; Administrators may specify more than one address to be
managed by a single user). Users may be granted rights, or have them removed from the administrator.
By default,

The user’s options tab offers specific login, timeout, and display settings for their specific account.
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mailto:user@domain.com

Administrator interface

The administrator user created during the initial GWAVA 5 user creation is the default account with
administrator rights to the Quarantine system. When the administrator account logs into QMS, the
following window is displayed listing all, if any, spam added to the quarantine system in the last three
days, by default.

Quarantine

The quarantine tab lists messages and message information. It is important to pay attention to the last
two columns: Event and Score. The score is a threshold level for the anti-spam engine, and the event is
the scanner event, or events, which caused the message to be added to the quarantine. This information
is critical to creating effective exceptions and fine tuning the scanning engine. The quarantine tab allows
for the selection, white or blacklisting, forwarding, release, and searching of messages in the database.

Tutorial Logout

a Stored Searches f m &
e [ | Subjact Recipient

[ 10-Aug-2010 15:46:51  RE: Father's Day is coming up on the 13 sandra@gwava.com chris@ibuycrap.org . [ Textflter 0.0
®E [ 10-Aug-2010 15:46:51  RE: Father's Day is coming up on the 1% sandra@guava.com chris@ibuycrap.org . [B] Text fiter o
[ 10-Aug-2010 15:46:51  RE: Father's Day is coming up on the 13 sandra@gwava.com chris@ibuycrap.org . (B Tetfiter 0.0
S ] 10-Aug-2010 15146151 RE: demosty Center Garage sandra@gwava com chris@ibuycrap.org . |81 Tet fiter 00
) [ 10-fug-2010 15:46:51  RE: demosrv Center Garage sandra@gueava.com chris@ibuycrap org v 1) Text filter oo
[EEESTENED [ 10-Aug-2010 15:46:51  (none) sandra@gwava com chri@ibuycrap.org o |5 Testfiter 0.0
Show Advsnced [ 10-Aug-2010 15:46:51  Kids in Construction sandra@guiana.com chris@ibuycraporg . [B]  Textfiter 0.0
Look up Message ID [0 10-Aug-2010 15:46:51  Re: A Funny thing happened on the trip sandra@gwava.com chris@ibuycrap.org o |51 Text fiker 00
[ 10-Aug-2010 15:46:51  (none) sandra@guana.com chris@ibuycrap.org . [B] Text fiter o
[ 10-Aug-2010 15:46:51  Why One Firm Thinks demosrv Is Runn sandra@gwava.com chris@ibuycrap.org . (B Tetfiter 0.0
sarch ]| Resst ]  10-Aug-2010 15146151 Why One Firm Thinks demosrv Is Runn sandra@gwava.com chris@ibuycrap.org . |81 Tet fiter 00
[0 10-fug-2010 15:46:51  Re: dave sandra@gueava.com chris@ibuycrap org v 1) Text filter oo
]  10-Aug-2010 15146151 Re: FW: Biggest Pussy I've ever seen!  sandra@gwava.com chris@ibuycrap.org o |81 Tet fiter 0.0
[ 10-Aug-2010 15:46:51  (nome) sandra@guiana.com chris@ibuycraporg . [B]  Textfiter 0.0
O] 10-Aug-2010 15:46:51  Re: Mom's B-day: any ideas? sandra@gwava com chris@ibuycrap.org . (B Textflter 0.0
[ 10-Aug-2010 15:46:51  (none) sandra@guana.com chris@ibuycrap.org . [B] Text fiter o
[ 10-Aug-2010 15:46:51  RE: Girls Math sandra@gwava com chris@ibuycrap.org . (B Tetfiter 0.0
] 10-Aug-2010 15146151 Re: Fws hi sandra@gwava com chris@ibuycrap.org o |51 Text fiter 00

The search function of the quarantine tab provides multiple methods of specifying criteria to search the
database. As with any search engine, the more information known about the target object, the more
precise the results will be. There are two main ways to search; using key words or terms and browsing
by categorical results.

Searching by key words or terms is the faster, more precise way to locate a message, but make sure that
any key terms provided are spelled correctly to avoid accidentally excluding the target object from the
search engine. To begin a search on specified criteria, select the Search button.

Searching by browsing through categorical results may seem tedious, but there are several categories
which may be included or excluded to considerably tighten the search results. As with the key words and
terms, ensure that any items excluded from the search results does not contain the target message as
well. A combination of both methods may produce the best results on a consistent basis.
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3-1 Stored Searches

Search for

4 5| Subject ]
Contzins ]

Limit to these events

[ spam [ virus
[ sureL [ rec

[ attachment Fiter [ ] Fingarprint

[] sender Fiter [ Recipient Fiter
[ Text Fiter [ MIME fitter
[ Header fiter [ Overszed
[] 1P Address [] undersized
Excluds these svents
[ spm [ virus
[ sureL [ rev
[] attachment Fiter [ | Fingerprint
[] sender Fiter [ Recipient Filter
[ Text Fiter [ MIME fitter
[ Header fiter [ Overszed
[] 1P Address [] undersized
Messsge Status
[] Released
[ Forwarded
[] Deleted
Sort Results By
First By: | (default) v]
Look up Message 1D

Search Reset

Search preferences and settings are specified on the Left side of the quarantine

tab window. Expanding the Advanced criteria section allows the limiting to

events, or exclude events from the search results. For instance, most messages in

the quarantine will be caught by multiple event scanners, which may cause the

result list to bloat. Limiting the results to the oversize message event may help
find the desired message, but if the RBL and SURBL event filters are excluded, the
result list is significantly reduced, as any message caught by the oversize message

filter and SURBL or RBL will not be shown.

Message Status, (released, forwarded, deleted), are ‘include’ options which act

the same as the ‘limit to’ events listed above.

Sort Results by re-orders the results list by the selected option. Default sorting is

by date.

The Message Age is also a very useful criterion, which limits
the results to a time frame. The date of any quarantined
message in QMS is given as the time stamp set in the message
MIME file. To set a custom date range, select the custom date

range button and then specify the date range from the
subsequent popup window. The window provides miniature

calendar selection tools to specify the date range.

If the Message ID is known, (i.e. from the message digest),

the message ID may be used to immediately call up the desired message.

To specify a key word or term to locate the message, select the specific key word
category at the top of the search pane. The search engine needs to know both

where and what it is looking for. First specify where the search engine is to look in

the database. The default search field is the ‘sender’, or the sender’s user

name/address. If the ‘equals’ is selected, ensure exact matching spelling to the

desired criteria.

Start Date: 21-May-2009 00:00
End Date: 21-May-2005 23:59

Set Date Range

: | Stored Searches
b=

Search for

Sender Domain
Recipients
Mess: Recip. Domain

Show Advanced

Look up Messsge ID

Search Reset

Using the + and — buttons, multiple search terms may be specified or removed from the active search.

Search for

Does not Contain
Equals
Messi poes not Equal
Starts With
Last| Grester Than
Less Than

Any search may be saved by selecting the “Stored Searches” icon at the top of the

search pane. The Stored Searches function spawns a save or load window which

prompts the user to either save, delete, or load any previously saved search

sessions.

The toolbar across the top of the quarantine tab window provides functions to
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quickly manage quarantined mail. The magnifying glass exposes and hides the search window, and the
other main tools are labeled.

lC'% iﬁgﬂebase :;E;F{:\m'ard &Whiteust Qalackust -Q}Delete HE® N |2 [etrdys (v @ &

Release — Releasing a message from the quarantine tells GWAVA 5 to

The page at http://192.168.1.101:49285 says: z‘

return that message back to the mail stream, where it will be delivered P s
to the original recipient, unchanged. Select a desired message(s) by
placing a check in the associated checkbox, and then select the release

button from the toolbar. Verify that you wish to release the Eomwardibiessaoes =11
Forvard messsge as sttachment

message. O Foruiard from origina sandsr
Forward from | admin@bricebitter.com

Forward - Forwarding a message from the quarantine does Ferverdio |
Subject Forwarded message from GWAVA gquarantine system

not automatically send the message to the original
destination(s), but allows the admin to send mail to any
recipient or recipients he desires. You may forward the

You may insert 2 comment into the forwarded message

message in the message body, or send as an attachment, as
well as define the ‘From:’ field of the message.

| Forward || Cancel |

White List White List Messages = | x|
When a message is selected for white listing, the Address selsction | White istfrom address(es) ]
system is actually creating a source exception in the Ve Lst Events

y y g p X [ attachment fiter [ eversized message O Spam
Management database. As with all exceptions, white [ Fingerprint Cre [ e fier

. . . D =r filter D =cipient filter D irus

listing requires an address, and at least one event to Hesder i Recipnt "

D]Paddrﬁs DSURBL

bypass. Be sure to select the event which the message D wame fiter [ sender fiter
was quarantined for, plus all other desired events. (CApply ][ Gancel ]

B Date Subject From Recipient Event

14-Apr-200920:26:05  Out of the Office lotsofmail@gwava.com emie@ibuycrap.org Spam Hrehokd 5

[ 14-Apr-200920:35:57  Out of the office jason@gwava.com craig@buycrap.org ... El Spam threshold 5 ... & 1o

The quarantining event for each message is listed on the message row under the quarantine tab. The
event column may hold more than one event per message, if there is more than one event listed, a
drop-down menu will be available to display the different events for each message.

Both the white and black list options allow you to select different address options. These options
correlate with different exception or black list types or entries.
It is up to the Administrator which type of white list exception

Black list from demain(s)

or black list entry to create. Biack st recipient address{=s)
Black list recipient domain(s)

Black list from and recipient addrass{zs)
Black list from and recipient domain(s}

Address selection | Black list from sddress(es
Black list from address(es)
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Black List

Black List Addresses

Black listing a message instructs the GWAVA 5 system to
. Address slection | Black list from zddress{zs) v
always block messages from the Address selection

. .. Apply || Cancel
(Source address, source domain, recipient address,

recipient domain, or a combination of both the source

and the recipient address or domain.) Blacklisted addresses’ or domains’ messages are added to the

quarantine.

DEIete The page at http://192.168.1.101:49285 says: E
The Quarantine Management system automatically deletes messages 7 Y
after the specified retention time. (Default is set to retain messages for 30

days — located under the Globals | Pruning tab.) Because the Quarantine
is set to automatically manage message age and database size, there is no reason to delete messages
from the quarantine. Messages deleted by users will only be completely removed from the system if all
destination users have deleted their copy. However, messages deleted by the Administrator will be
completely removed from the system.

Options

Users and Administrators have access to the Options tab. User’s only have access to options regarding
their own address and quarantine settings. Administrators have access to everything by default, and as
such, the only tab in this menu which is useful for Administrators is the Miscellaneous tab, which holds
account preferences.

Core settings

The Core settings tab under Options, displays the basic information which categorizes the currently
active user. The UserID, Group, and managed address(s), and password. (The password will either be
stored in the GWAVA Management console (GWAVAMAN) or authenticated through the GroupWise
system.)

Core Settings ~ Addresses Rights Miscelaneous '_,_J

CORE SETTINGS

The primary address is the address you use to log into the GWAWVA QMS. You wil be allowed to change it if you can supply a password to authenticate against GroupWise. The Password field is blank by default, because
the GWAVA QMS doesn't store passwords.

UserlD chris@bricebitter.com
Group default
Address | chris@bricebitter.com

Password
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Addresses

Core Settings  Addresses  Rights ~ Miscellaneous '_. |

YOUR ADDRESSES

These are all of the e-mail addresses that the GWAWVA QMS considers to be 3 part of your identity, when viewing massages, applying blacklists, whitelists, deletes, ete. In addition to your primary e-mail address, you can
have additionzl addresses, such as nicknames, zlizses, distribution lists, or slternate addresses. You may:

® Remove all addresses except addresses that are inherited from a group.
® Add additional addresses, if you can authenticate to GroupWise with the address. (If you cannot, your QMS Admins may add them for you)

chris@ibuycrap.org will be validated and added after you dlick the SAVE CHANGES button

Remove Selected Address

MNew
Address

Password

Add Mew Address

’

User’s have the option to add a managed address to their account, which will add the managed address
mail to the quarantine results of the user who added the additional address. To add a managed address,
a user must provide the desired address, and the GroupWise password for that address. If a user cannot
authenticate to the GroupWise system for an additional address, the address will not be added as a
managed address. The Administrator may add any address to any other address in the system without
needing to authenticate. Administrator added managed addresses are configured under the Users tab.

Rights

The Rights tab lists the rights to actions which each user has. Administrators have all rights. Users may
be granted specified rights to manage mail by the administrator, or by virtue of group in which they
reside.

Core Settings ~ Addresses Rights ! Miscelaneous k J
RIGHTS/GROUP
Your rights define what you can do in the QMS. In addition to explicitly assigned rights, you inherit rights from your Group Membership. Only the QMS Admins can change these values.

Release

Kights Delete

Event Scope

The Event Scope is an administrator level tab; users do not have this tab in their interface. Each user has
rights to release mail by default. The Event Scope lists the release rights for the logged-in user. If a user

has rights to release a filter type of mail, then any messages quarantined for that event will be available
to be released to the receiving user.

Core Settings ~ Addresses  Rights Event Scope | Miscelaneous 'J

EVENT SCOPE

As an Admin, you may whitelist, release, and/or display any message for any event.

Admin may release any mail type in the system.
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Miscellaneous

Account settings for the logged-in user are kept under the miscellaneous tab. The settings under this
section are all available to be modified, as they only apply to the user’s account. Forwarded messages
may have a comment added to them as a default action, as well general configuration for the
guarantine display.

Core Setfings  Addresses Rights Event Scope ! i celaneous | I J
COMMENT
The defauft comment appended to forwarded messages can be set here.
Comment
DATE / TIME FORMATS
Defines how dates and times are displayed
Date  Day-ShortMonth-Year [+
Time | 24 Hour | ¥
DISPLAY OPTIONS
Messages displayed per page 25 |+
Defauit time frame | Last 3 days |+
Show icons only on toolbar []
Hide search panel at startup []
Wrap subjects []
Allow horizontal scroll []
SESSION TIMEOUT
Time in minutes, to expire an inactive login session
Time (minutes) 4&0
Digest
GWAVA 5 can be setup to send regular reports to users when mail is blocked from a users address.
Messages listed on the GWAVA 5 digest can be released directly from QMS via a web link for each
message. A working digest setup requires three things: an enabled user list, schedule, and an event list.
Settings
The digest service must be enabled before digests N R
are sent. Message removal settings when a message Enable digest services
A . Remove message from users guarantine when released
s released from the dlgest’ are Set her‘e. If the Remove message from QMS when all recipients have released their copy
. oy o . Digest Template digest2_master.xml
message is not removed after release, it is possible vt diest rows. |50
to re-release messages, resulting in multiple copies o o iy 1o o
Digest recipients Send digest to all users v
of the same message sent from QMS to the Custarn address it
recipient.
By default, the digest service sends digests to all
users. If you wish to specify digested addresses, or to
exclude addresses from the digest, you may specify
Remove selected 3§
them in the custom address list, then select the Add new &
appropriate digest recipients option from the drop-
down menu.
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Schedule

The digest service will be processed and sent to users settngs | schedue | Bvents | Manusl Release
on the schedule set here. A check mark in the

Midnight O (| O O u u O

1 1 1 1:00am O (] O O O O |
provided boxes notes an active hour time. Only the — = = = = = = =
provided times are available. Clicking on the time or socorm = = | ® = | ® £l
4:00am O (| O O u u O

the day, (8:00am, Mon), constitutes a global selection si00am O O O O O O o
. 6:003m O a o [l o o O

for that time or day. 7:002m O 0 O] 0 O] O] O
8:00am | [ ] ] ] ] a

9:00am il O O O O O O

A recommended setting for different offices and users | w0m | O | O O O O i
.. . . 11:00am O O O | O O O
is impossible, though a reasonable setting for the Hidcay O | O] 0 0 0 0
. . . 1:00pm O O | O | | O

system would be to send a digest in the morning, after | ,u5m o O = = = = =
N 3:00pm O O O O O O O

lunch, and finally an hour before users leave, toallow | "~ - 5 5 7 5 5 [
. H H 5:00pm (il (]} | ] | | |
time to catch any missed good mail on the day they i = = = = = = =
are processed. The digest process is not cumulative, Sty o o g o g g g
. . 8:00pm O (| O O u u O

and only messages added to the quarantine which a:00pm o | O O O O o
. . A i 10:00pm | | o L] o o O

have not been previously listed on digest will be on woeem [ | 0 O O O |

-
=
o
S
£
-
5
=
T
v
i
o

Mon

v
=
3

the next digest. So, in the previous schedule, only
messages received after the previous day’s last digest up to the morning digest will be listed on the

morning digest, and only messages from after the morning digest to the after lunch digest will be listed,

etc...

Settings Schedule Events Manual Release

Digested events NEVER digested events
Attachment fitter
Fingerprint
Header fitter
IP address
1P reputation
MIME filter
Oversized message
RBL
Recipient fiter
SURBL
Sender fiter

Sender policy
framework

Spam threshold 1
Spam thrashold 2
Spam threshold 3
Spam threshold 4
Spam threshold 5
Text fitter

Undersized message

OO00O0O0oogoooooooooogod
Oo0odogooooooooooogod

Virus

Important note: 'NEVER digested events' are used in situations where 3 message contains more
than one event, for instance a spam message that ALSO contains 3 virus. In this situation, chances
are that 2 digest should not be generated for the message because of the virus, even though it is
also 3 spam message.

Events

Like the schedule, the digest must be told which events
to list on the digest. Messages caught for an event with
a check under the ‘Digested events’ column will be
listed on the digest. Messages listed on the digest can
be released from the digest, even if the user does not
have QMS rights to release that event. If an event is
listed on the digest, it is assumed that the administrator
wishes to allow the users to release the messages listed.

If a check is placed in the ‘Never digested events’
column, messages caught for that event will never be
listed on the digest, even if it is also caught for a
digested event. Selecting ‘Virus’ is an example of use for
this section, (if viruses are quarantined), as a message

with a detected virus will never be listed on the digest and cannot be released from the quarantine

unless the user has QMS rights to release that event.
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Manual Release

The digest may also be sent at any given time. The Digest works on a time stamp, which catalogs and
lists mail in the quarantine if they are newer than the time stamp and fit the event list. Manual Release
allows the admin to release a digest at any given time, by selecting the ‘Send Digest’ button. Sending a
default manual release sets the digest time stamp.

The digest time stamp may also be manually set to affect the mail listed on the next released digest. This
may be used to add additional mail to the manual digest. Select the time stamp desired and click ‘Set’.

Settings  Schedule Events Manual Release ! J
Digest release period

The current digest time period is 7 days (default).

Changing the digest start date to an earlier time than the current period wil cause the alobal digest to resend previously digested ftems to your users. Please be sure you understand the impact of this action before updating this
sefting. Global digests are released from the start time up to the time of the release, and the next digest start period wil be reset to the current time.

Change digest period start [ | 20 [+] | Apr [+] |2009 & 10 [s] |01 [

Custom digest release

Release the digest for 2 defined time period to the selected range of users.
Stert date [ |20 [w] [Apr [v] 2009 | ©[10(+] [01 [+

End date [T |21 [w] |Apr [v] 2009 | ®[10(+] [01 [+

Select users

® |admin

O Release this address

(O Release to all users (with global digest rules)
Update global digest start period on release to al

Send Digest

A custom digest may be sent to specific users, or all users, with a specific time frame. This bypasses the
usual user list, and does not set the time stamp, unless all users are selected as the release group.
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Users

The Users tab allows the configuration of different user accounts, their rights, managed addresses, and
miscellaneous settings. Selected users have their settings loaded for each different tab, and are available
for management. (Only users who have logged in or have been added by the administrator will be listed.
If a desired user is not listed, you may add them by specifying the exact address of the user in the
‘UserID’ and ‘Primary E-Mail Address’ sections, then selecting ‘Add User’ and saving changes. The
default setting for authentication is via SMTP. Group membership may be set as desired.)

Core settings

The Core settings tab contains the basic settings for each user. The user ID, authentication, email
address and group membership are all displayed. The authentication method is important to allow users
to log into QMS. By default, the authentication for all users which are not administrators is to use SMTP
authentication with the full GroupWise address as the user name. If the GWIA is not available for SMTP

user authentication, then the only authentication method which will work will be built-in GWAVA
credentials.

Core Settings User Rights Event Scope  Addresses Miscelaneous 'J
User admin loaded.
e ] Tre s v s admn s Ths mesn:
® The user can sez ll messages in the dstsbase, An ‘ardinary’ User can only ses messages that have 3 Contsiner and that are
Add User linked to their Primary Address or their secondry sddrasses,

® The Managed Address list has no function.
® The user may blackist and whitelst messages.
Edit User ® \Whitelisting 2 message can be done selectively for any and ALL events,
® Dalsting = messsge removes i for ALL users,
® Any Group rights are unnecessary, and any rights cther than Admin rights are superfiucus,
Remave User

Tf you viant to restrict these capabilites, you may wish to creste 3 separste ‘ordinary’ user account for your usage and switch
betvieen the twio 25 nesded.

CORE SETTINGS

UserlD | admin
Authentication Method | Buit-in GWAVA credentials [+ ]
Primary E-Mail Address (used for SMTP authentication) admin

Group Membership| | default ~|

User Rights

User Rights allows the administrator to modify and set rights for specific users in the system. User Rights
provides access to the basic actions of a user in QMS; delete, forward, and releasing messages. Full
admin rights can be granted to any user specified.

Core Settings User Rights Event Scope  Addresses Miscelaneous I_]
User admin loaded.
g ] The steceg user s hdmn vt Ths e
® The user can see 2 mesages in the datsbase, An ‘ordinary’ user czn anly ses messages that have 3 Cantsiner and that ars
Add User linked to their Primary Addrass or their sscandary sddrasses,

® The Managed Address list has no function.

® Tha user may bisckiist and wihitslist messages,
Edit User ® Whitslisting 2 message can be done selectively for any and ALL events,

® [elating 2 message removes it for AL users.

® Any Group rights are unnecessary, and any rights other than Admin rights are superflucus.
Rermove User

If you want to restrict these capabiliies, you may wish to craste a ssparate ‘ordinary’ user sccount for your usage and sviitch
betwesn the two 25 nssded,
USER RIGHTS

Rights explicitly granted to the user.

[¥] Full Administrative Rights
[Jpelste Messages
Crorward Messages
ORrelease Messages

The following rights are additionally inherited from the user's group membership:

Delete Messages
Release Messages
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The selected user’s rights are shown. If a user’s right to delete or release messages is granted by the
user’s group membership, the user must be moved to a new group without those rights, or the original
group rights must be modified to remove the undesired actions.

Event scope

Each user can have specific rights to release messages which have been flagged for specific reasons. If,
for example, a specific user may require the right to release messages flagged by the oversize message
filter, while that may not be allowed for the rest of the users in the system. If a message has been
flagged for multiple events, the user must have rights to release all events flagged on the message or

the message will not be released.

Core Settings User Rights Event Scope Addresses Miscelaneous

User admin loaded.

EVENT SCOPE

This defines what events a release for an ordinary user applies to.

[ attachment fiter [ Fingerprint [J Header fiter

1P address O reputation ] MIME fitter

[ oversized message  [1RBL [ recipient fiter

[ sursL [ sender fiter [Jsender policy framewaork

O Spam threshold 1
[ spam threshold 4

O Spam threshold 2 O Spam threshold 3
[l spam threshold 5 [ Text: fiter
Oundersized message Ovirus

The following event scopes are additionally inherited from the user's group membership:

RBL

SURBL

Spam threshold 4
Spam threshold 5

Add User linked to their Primary Address or their secondary addresses.
® The Managed Address list has no function.
® The user may blacklist and whitelist messages.
Edit User ® whitelisting 2 message can be done selectively for any and ALL events.

Remove User

H

The selected user has Admin rights, This means:

® The user can see all messages in the datsbase. An ‘ordinary’ user can only see messages that have & Container and that are

® Deleting a message removes # for ALL users,
® Any Group rights are unnecessary, and any rights other than Admin rights are superfiucus.

Tf you want o resirict these capsbiities, you may vish to crests 2 separste ‘ordinary’ user account for your ussge and switch
betvisen the twia 2 nesded,

Rights granted by group membership are listed at the bottom of the page. See the Groups tab to modify

a user’s membership to a group, or group rights.

Addresses

Any email address may be associated with any other user account in the system. This allows any user to
modify and manage any quarantined mail for any address entered into the system, as that user would

manage their mail.

Core Settings  User Rights ~ Event Scope | Addresses | Miscelaneous

User admin loaded.

MANAGED ADDRESSES

Add User linked to their Primary Address or their secondary addresses.
® The Managed Address lit has no functian.
® The user may blacklst and whitelist messages.
Edit User ® Whitelisting = message can be done sslectively for any and ALL events,

Remove User

These are additional addresses beyond the primary e-mail address that constitute the user's 'identity’. A non-admin user wil only view messages addressed to these e-mail addresses, and can only whitelist, blacklist, release, etc for
‘these addresses. Users can seff-add these, but only addresses which can authenticate against the GWIA. As an admin, you can add anything.

G

The sslected user has Admin rights, This means:

® The user can see all messages in the database. An ‘ordinary” user can only sse messages that have a Container and that are

® Deleting 2 messags ramaoves tfor ALL users,
® Any Group rights are unnecessary, and any rights other than Admin rights are superflucus.

TF you viant to restrict thess capsbiliies, you may wish to creste a separate ‘ordinary’ user account for your ussge and svitch
betveeen the two as needed.

Remove Selected Address

Address Add
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This is especially useful for GroupWise systems which accept several different variants of a user name or
different domains for the same user, allowing that user to manage all mail for their account in one
location. As administrator, to add a managed address to a user, simply select the desired user from the
user window, then specify the managed address(s) for that user in the managed address window, click
‘add’, then save changes. To remove a user’s managed address, select the desired managed address
from the address window, and click ‘Remove Selected Address’ then save changes.

Miscellaneous

Miscellaneous contains the miscellaneous options for the selected user. These options are the same as
those listed under the Options | Miscellaneous tab, and are self-explanatory. Any changes made should
be saved before browsing to a different window or tab.

Core Settings ~ UserRights ~ Event Scope = Addresses @ Miscelaneous IA.J
User admin loaded.
pon ] The saag s s Aiin s Ths maans
® The user can se= 2l messages in the datzbase, An ‘ordinary’ user can only se= messages that have 2 Contziner and that
Add User 2re linked to their Primary Addres: or their secondsry sddresses,

® The Managad Address st has no function.

® The user may blacklist and vhitslist messages.
Edit User ® \hitslisting 3 messsgs can be done selsctively for any and ALL svents.

® Dalsting 2 messags removes it for ALL users,

® Any Group rights are unnecessary, and any rights other than Admin rights are superflucus.
Remove User

If you viant to restrict these capabiliies, you may wish to creste  separste ‘ordinary’ user account for your usage and switch
betvizen the twio 25 nesded.

COMMENT

The defauft comment appended to forwarded messages can be set herae.

DATE / TIME FORMATS

Defines how dates and times are displayed

Date Dav—ShurtMontthear:V
Time | 24 Hour | %

DISPLAY NUMBER

How many items to display per page

Number of Items 25 |v|

MESSAGE AGE DISPLAY

How many days of messages should be displayed by defauft?

Display  Last 3 days 2

SESSION TIMEOUT

Time in minutes, to expire an inactive login session

Time (minutes) 10
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Group Rights

The ‘Group Rights’ tab is essentially identical to the ‘User’s Rights’ section except that it applies to a
group of users instead of a single user. By default, there is only one group in the system, to which every
new user is added to by default. The default group is named, ‘default’. Only users which have logged-in
to the QMS system will be displayed in the ‘Group Members’ window.

To create a new group, specify a new group name in the ‘Group’ window under ‘Core Settings’ and
select the ‘Add Group’ button, then save the changes.

Core Settings Group Rights Event Scope Addresses Miscelaneous ! J
Group default loaded.
defoute ]
Add Group

Edft Grou The group ‘default’ is special. When users are created they are automatically assigned to the 'defauft’
= p group. The rights, etc assigned to this group determine 2 user's initial rights and settings.

Remove Group

CORE SETTINGS

Group | default

admin

Remove Selected Member
Group Members
Member | (no users) [w || Add

User’s may be added to any selected group, and must be selected from the drop-down window next to
the ‘add’ button. Only users which do not currently belong to a group will be listed. If a user is to be
moved from one group to another, they must first be removed from a group before they can be added
to a second. A user may only belong to one group at a time.

The Group Rights, Event Scope, Addresses, and Miscellaneous tabs are identical to the ‘User Rights’ tabs
of the same name, except that they modify the entire group, instead of a single user.

It is of note that these sections may be more useful than the individual ‘User’s Rights’ tabs for large
systems. Organizing a system into different user groups allows the admin to quickly modify and specify
settings for multiple users and simplify the management process.

If a group address exists in the system, (i.e. sales@domain.com), the admin create a group for sales, and
add the sales@domain.com address to the managed address section of the group. Having the group
manage the address causes mail to that address to show up in the quarantine and digest for each user in
that group.
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Globals
The ‘Globals’ tab holds settings which affect the entire QMS system. Only administrators have access to
the Global settings.

Login

The ‘Login’ tab allows customization for the QMS interface. If an administrator wishes to modify the
HTML of the default pages, (found under ...gwava/services/gms/http), they may use the original as a
template, then specify their modified page as the default page. Modifying the HTTP and Digest release
pages is not a supported function, and it is highly recommended to make a copy and archive of the
modified page, as updates to the system may copy over any originally named pages present.

Login Deletion BCC Tutorials  Authentication Pruning Miscelaneous '._]
HTTP default page [default]

Set the default page that is loaded when 2 user browses to the QMS web server. Changes to this setting require the QMS server process to be restarted.

Digest release page [default]

Set the shtml page to be linked from the digest release button

User Account Expiration 30

All accounts in the system that have been inactive for longer than this value (in days) wil be deleted. This cleanup occurs every time a user logs into the QMS system. A value of 0 disables expiration.

Disable New Accounts a

Selecting this option prevents any users from creating new accounts. Currently existing accounts will continue to function, and GWAVAMAN admins will not be affected by this setting

Remove Selected Address
Prohibited Logins
Address Add

User accounts may also have an account expiration enforced, which will delete accounts which have
been inactive for the specified time period.

The administrator also has the ability to restrict the users which have rights to log into QMS. If the
‘Disable New Accounts’ option is checked, QMS will not allow any users to log in if they are not in the
established users list. If an undesired user is in the established list, enabling this option then removing
that user from the user list will block that user from logging into QMS.

Deletion

Login Deletion BCC  Tutorigls  Authentication Pruning Miscellzneous '.J

A messsage consists of two items: the message information record and the message source files.

Users without Administrative Rights

When a user without administrative rights deletes a message, they no longer see the message. In addition the folowing actions may be selected for 'unused' messages - messages that have been deleted by all of the recpients in the,
QMS system.

Remove Unused Message Information Record
Remove Unused Message Source Files

Users with Administrative Rights

When a user with administrative rights deletes a message, the message can no longer be accessed by non-administrative users. In addition, the following actions may be selected.

Remove Message Information Record

Remove Message Source Files

Globally, the ability to delete a message, and what happens to messages that are deleted, can be set
here. By default, all options are selected. If an administrator wishes to keep all mail records visible to
the administrator account, even after they are ‘deleted’ from user accounts, then they should uncheck
both Remove the informational record, and the source files, so that the message is not removed from
the main database. These settings can be for both administrators and non administrator accounts.
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BCC

QMS can send a blind carbon copy to any specified address when a message is released. This is an
integral part of training the probability spam engine. If the signature spam engine, recommended, is
used instead of the probability engine, this option is unnecessary. When using the probability engine,
harvesting good mail and fine tuning the system to accept and allow messages that it is erroneously
blocking is a challenging chore. The BCC on release option allows caught messages which are released
from QMS to be blind carbon copied to a feeder address, which can then be sorted and added to the
appropriate learning feeder. Not all messages released from QMS will be good mail.

To enable BCC, place a checkmark in the enable BCC box, then specify the desired destination address
and save changes.

Login Deletion BCC Tutorials  Authentication Pruning Miscelaneous '._]

As each message is released (from the digest or fram the QMS interface), you may BCC (blind carbon copy) another maibox or maiboxes. This can aid the initial training process, giving you a quick population of misidentified non-spam.

Enable BCC on release [l

BCC e-mai addresses

Tutorials
The link to the tutorials on how to use the system may be removed from the quarantine system.
Checking the provided box and saving changes will remove this from QMS pages.

Login Deletion BCC  Tutorals  Authentication Pruning Miscellaneous L J

By default, users have an option to view video tutorials avaiable on the upper right of their browser window, next to Logout. You may suppress this option, if desired

Hide the Tutoril link O

Authentication

The SMTP authentication address is specified here. The connection address to the GWIA or SMTP must
be correct and open on port 25 for authentication to work correctly. If the SMTP requires a specific
authentication method, select it below, otherwise leave the setting as the default ‘Auto-detect’.

Login Deletion BCC Tutorials Authentication Pruning Miscelaneous ! J

Set the authentication server (typically the GroupWise GWIA) and authentication method here. These settings are identical to the Configure Server options in GWAVAMAN.

QMS SMTP Authentication Server 127.0.0.1
QMS SMTP Authentication Method Auto-detect [+

An alternate port for the SMTP may be specified, using a colon then the port number after the IP
address, i.e. for port 24, specify the address as follows:

10.1.1.100:24
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Pruning

QMS is a light database system meant to service a revolving level of temporarily quarantined mail. The

amount of mail kept in quarantine is usually specified by a time frame, in days, instead of size. Since it is

assumed that mail sent to quarantine is unwanted, a generous default time frame of 30 days is set to

allow users to access and release any wanted mail. All the rest of the unwanted mail will be permanently

deleted from the system after it eclipses

the age limit.

Login Deletion BCC Tutorials  Authentication Pruning Miscelaneous

Set the pruning options for removing old messages server here. These settings are identical to the Configure Server options in GWAVAMAN.

Enable QMS data pruning
Days to retain messages in QMS
Prune stored messages

Prune database entries

30

days

If messages and database entries are desired not to be removed from the system, uncheck the
appropriate options and save the changes. Be warned, since QMS was not designed to be a long-term
E-Mail archive, such use of the mail system is unsupported and the database may become slow and
unstable when the database size exceeds design considerations. Normal pruning of the database

system will prevent instability.

Miscellaneous

To keep the quarantine system from suffering under extensive searches, and to return results quickly, a

maximum query number may be specified. No search function will continue after the specified record

amount has been reached. The default is 1000. Search results above this number are unmanageable

and waste system resources.

Login Deletion BCC Tutorials  Authentication Pruning Miscelaneous

Maximum zllowable search result items (wil take effect after logging
back in) 1000

records

Tools

QMS contains tools to help the
administrator manage and generate
reports on the quarantine system. All
tools are located here under the tools
tab.

General information about the system
can be gathered into a simple report
by selecting the desired report type
and then clicking ‘Go’.

GWAVA*#3

Quarantine  Options  Digest  Users  Groups

Reports
Activity Report

[vll6o]

Group Membership Report

defaut [v]

Group Information

Least active users

Lists 3 specific group and basic details.

defautt []
Users with related ownership of addresses

Lists all users that share a Primary Address or a secondary address.

User Information

Lists 3 specific user and basic details.
admin [Vl

Administrative Users

Globals

Lists all users that have an administrative account. Does not incude GWAVAMAN administrators that have never accessed the QMS system

Copyright © 2010 GWAVA inc.
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Tutorials

The Quarantine tutorial link is located near the top of the page, and is customized and shown for both
general users and administrators. The tutorials, however, are not the same. General users see a tutorial
tailored for default user accounts and rights, while the administrator has access to a tutorial detailing
the functions of the administrator level accounts.

Tutorial Logout

Welcome to the GWAVA 4 Quarantine Messaging System!

You may watch the tutorial now or use the Tutorial link at the upper tight of your browser window to view at any tire. Alternatively, click the Quarantine tab to begin reviewing the messages.

Available Tutorials

® The messagelist
® Searching for messages

Introductory tutorial e .
® Custorizing your options

Helpful Hints
If srom maintain more than one railboz, or have more than one incorming e-raail address, consider consolidating wour e-rnail addresses.
Consolidation means:
® Logging in with a single e-mail address will display all your e-mail frora all of your accounts, allowing you to manage all of wour guarantined mail without having to logout and log in again. You can
still use searches to separate out your e-mail, and save your searches (see below)
® Vouwon't recelve roltiple digests - a single digest will comprehenstvely list e-rnail fror raultiple accounts.

It's easy to consolidate. Just click the Options tab ahowve, then select "Addresses”. You may add any addresses to your account that you can successfully authenticate against GroupWise for, including
nicknaries and alisses. (For some items, such as Distribution Lists or Resources, you may need assistance from your Administraton(s)).

See the three icons & b 88 just aboe the search avea? You can use these to load, save, and delete specific search queries. If you find you are often searching for the same thing, this canbe a big time
saver]

Tutorials may be accessed at any time by selecting the tutorial link at the top right of the page.
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Appendix

Four State Checkboxes

@4
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The locks you see next to the options are always visible on the Antivirus scanning settings, but
are invisible, and unavailable to configure for the rest of the system, unless you enable the
option “Enable Four State Checkboxes”. The four state checkbox allows setting the ‘gold locks’
on any checkbox in the rest of the system. A closed lock indicates an overriding option. (This
overrides any exceptions or settings in the rest of the system.) Four state locks are a powerful
option and they are not standard in any area except in the Antivirus section. Both images show
here are set to the same setting: always block, never quarantine. For the events that these

£ Services

>
» & E=l M @ never quarantined, regardless of exceptions or other actions that

settings are active for, the messages will always be blocked and

m] (] 4] O 08 are active on that message.

GWIA and SMTP scanners on the same box:

http://support2.gwava.com/kb/?View=entry&EntrylD=1215

SMTP scanner ports
If the GWAVA SMTP scanner is set behind a firewall, or multiple firewalls, the following ports should be

open for mail flow and GWAVA functions or services:

>

YV V V VY

>

80 — TCP Outbound (Updates services for Antivirus, Signature Engine, and GWAVA system.)
21— FTP Outbound (OS updates)

53 — UDP (DNS lookups)

25— TCP Inbound (Used for Mail)

25 — TCP Outbound (Only if scanning outbound mail)

123 — TCP Outbound (Network Time Protocol (NTP))

The following should be open to access the GWAVA appliance from outside the network:

>
>
>

49285 — TCP Inbound (QMS message release service)
49282 — TCP Inbound (GWAVA Management Console)
22 — TCP (SSH access. This can be a security concern, but may be necessary to enable for support

access.)
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http://support2.gwava.com/kb/?View=entry&EntryID=1215

GroupWise paths

Some GWAVA scanners require the location to the active GroupWise configuration files on setup.
Instructions, following below, describe how to use the autoexec.ncf to locate the configuration files.

Linux

The Linux configuration files are found, by default, in /opt/novell/groupwise/agents/share. If the mail
system files are not setup according to default, search the system for the correct file name(s) requested
in the scanner setup wizard. (ie. For Linux, search for ‘gwia.cfg’. Search in the likely GroupWise file
structure to shorten the search time.)
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